NeededForDSASign SYNOPSIS

#include <libcrypt.h >

DSAParams ∗ DSAKeySet ∗genDSAKeySet(DSAParams ∗ DSASignature ∗ ∗ DSASignature ∗quantized _ ∗ ∗ ∗key) DESCRIPTION BigInt BigInts. bigInit BigInts

randomStart

randomStart randBytesNeededForEG...

primebits p − genDSAParams

DSASign m STD_ _ m

>

>DSAPublicKey);

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), bigPow(3BM), EGSign(3BM), EGVerify (3BM), genStrongPrimeSet (3BM) start _quantize (3BM) end_quantize (3BM)

DesDecrypt SYNOPSIS

#include <libcrypt.h >

RSAKeySet ∗

RSAPublicKey ∗getRSAPublicKey(RSAKeySet) RSAKeySet ∗RSAKeySet; RSAPrivateKey ∗getRSAPrivateKey(RSAKeySet) RSAKeySet ∗RSAKeySet;

RSAPublicKey ∗RSAPubKey;

RSAPrivateKey ∗RSAPrivKey; _ RSAPrivateKey ∗RSAPrivKey; RSASignature ∗

RSAPRivateKey ∗RSAPrivKey; RSASignature ∗quantized _

RSAPRivateKey ∗RSAPrivKey;

RSASignature ∗signature; RSAPublicKey ∗RSAPubKey; freeRSAKeys(RSAKeySet) RSAKeySet ∗RSAKeySet; freeRSASig(RSASig) RSASignature ∗RSASig;

RSAPrivateKey ∗rsakey;

RSAPrivateKey ∗rsakey;

DESCRIPTION BigInt BigInts. bigInit BigInts e d, n m lating E(m)=me D(E(m =m=E(m)d n randBytesNeededForRSA randomStart

genRSAKeySet n, e and d

genRSAKeySet getRSA- PublicKey and getRSAPrivateKey randomStart

randBytesNeededForRSA

RSAEncrypt me BigIntresult.

RSADecrypt _ _ _QUANTUM

RSASign

RSAPrivateKeyDes[ ]crypt f[ ]RSAPrivateKey

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), bigPow(3BM), randomBytes (3BM), fputRSAPrivateKey (3BM), start _quantize (3BM), end_quantize (3BM)

SYNOPSIS

#include <libcrypt.h >

∗ ∗/ ∗ ∗/

Ulong ∗num;

∗ BigInt;

_ Table ∗g16_ _of_exp_in_4bit_nibs)

_bigpow(Table ∗

DESCRIPTION BigInt BigInts. bigInit BigInts

bigAdd BigInts result.

bigSubtract subtracts from result bigTest(b BigInt.

bigDividedivides a by divisor quotient remainder.

and numbits result.

bigAnd, bigOr and bigXor bigCompare BigInts a > b, a < b a = b.

bigCopy BigInt bigMultiply BigInts O(nlog3 O(n2

result. bigModreturns in result. bigPow computes result = ab using and . double_bigPow computes result = abcd

r e table = g16_bigpow(α ,p,length_ _e brickell_bigpow(table,e,p,r _of_ negate returns − a∗(p − modp. crtCombine coefficient, c12 = . bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM) handle_exception SYNOPSIS

#include <libcrypt.h >

∗fp) ∗ ∗buf) ∗a) ∗buf) _ ∗exception_msg)

DESCRIPTION BigInt BigInts. bigInit BigInts

bigInit BigInt structure. bigInit BigInt

bigTest BigInt POS or NEG.

bigBits BigInt.

bigBytes BigInt.

BigIntstruct.

BigInt first.

BigInt

BigInt

∗LENGTH(big)).

atobig BigInt BigInt.

BigInt , atobig BigInt.

bigsprint

handle_exception _ message.

NAME

key_

SYNOPSIS

∗ ∗/

∗ ∗ ∗ ∗ ∗ ∗ _ ∗state) ∗state) ∗ _ ∗state) ∗ _ ∗state) ∗state) ∗state) ∗ _ ∗state) ∗ _ ∗state)

DESCRIPTION setupDESState setupTripleDESState

key_crunch numbytes

blockEncrypt and blockDecrypt

block.

decrypt[key3].

SYNOPSIS

#include <libcrypt.h >

Table ∗alphatab;

DiffieHellmanSet ∗

∗ _ _ _ ∗ _ _msg1); ∗ _msg1, _ _key));

_ ∗ _msg1, _ _key)); ∗DHset);

DESCRIPTION randomStart use randBytesNeededForDHSet

_

If randomStart randBytesNeededForDHInit

_ _msg1 _ _ _ _ ronment.

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigBytes(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), bigPow(3BM), bignumDES[En/De]crypt (3BM) start _quantize (3BM) end_quantize (3BM)

SYNOPSIS

#include <libcrypt.h >

EGParams ∗ _in_ _in_ EGKeySet ∗genEGKeySet(EGParams ∗ ∗ ∗key) _ ∗key) EGSignature ∗ ∗ EGSignature ∗quantized _ ∗key) ∗ ∗key) ∗keyset)

∗key) ∗key) ∗sig) DESCRIPTION BigInt BigInts. bigInit BigInts

randomStart

randomStart randBytesNeededForEG...

p α ( Xa

genEGKeySet Ya X^a message m K=Yb^{Xa} (Ya ,K∗ K=Ya^{Xb} K m.

genEGParams p α EGParams structure. p genEGKeySet Xa EGParams genEGParams getEGPublicKey and getEGPrivateKey EGKeySet

EGEncrypt BigIntmessage publickey EGEncryptedMessage structure BigInts EGDecrypt EGEncrypt BigIntmessage _QUANTUM _ _ ment. EGSign m m

DSSSignand

∗ bigInit (3BM), bigTest(3BM), bigBits(3BM), bigBytes(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), bigPow(3BM) start _quantize (3BM) end_quantize (3BM)

SYNOPSIS

#include <libcrypt.h >

′ ′ ) ′ ′ ;

DESCRIPTION BigInt BigInts. bigInit BigInts

getInverse returns p− 1 in result.

extendedGcd u∗u v∗v gcd(u, v).

getInverse extendedGcd gcd(p, q)=1.

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), bigMod(3BM), bigDivide(3BM), bigSubtract (3BM), bigMultiply (3BM)

SYNOPSIS

#include <libcrypt.h > MD5Init(MD5 _CTX ∗mdContext) MD5Update(MD5 _CTX ∗ ∗ _CTX ∗mdContext) DESCRIPTION BigInt BigInts. bigInit BigInts

MD5Init MD5_CTX ∗)malloc(sizeof(MD5_CTX));

MD5Update

MDFinal

bigMessageDigest BigInt.

MD5Print

MD4Final(MD4_CTX∗context).

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM)

SYNOPSIS #include <libcrypt.h > ∗ ∗ digest

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM),

NAME SYNOPSIS #include <libcrypt.h >

∗stream); ∗stream); ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗stream); ∗stream);

∗stream); ∗ ∗stream);

Table ∗ ∗stream); ∗ ∗stream);

RSAPublicKey ∗ ∗stream); ∗ ∗stream);

RSAPrivateKey ∗ ∗stream); ∗ ∗stream);

RSASignature ∗ ∗stream); RSAPublicKey ∗ ∗); RSAPrivateKey ∗ ∗); ∗ ∗stream);

EGParams ∗ ∗stream); ∗ ∗stream);

EGPublicKey ∗ ∗stream); ∗ ∗stream);

EGPrivateKey ∗ ∗stream); ∗ ∗stream);

EGSignature ∗ ∗stream); ∗ ∗stream);

DSASignature ∗ ∗stream);

∗∗buffer); ∗∗buffer); ∗∗ ∗∗ ∗∗ ∗∗ ∗ ∗∗ ∗ ∗∗ ∗ ∗ ∗∗ ∗ ∗∗ ∗∗ ∗∗ ∗∗buffer); ∗∗buffer);

∗∗buffer); ∗ ∗∗buffer);

Table ∗ ∗∗buffer); ∗ ∗∗buffer);

RSAPublicKey ∗ ∗∗buffer); ∗ ∗∗buffer);

RSAPrivateKey ∗ ∗∗buffer); ∗ ∗∗buffer);

RSASignature ∗ ∗∗buffer); ∗ ∗∗buffer);

EGParams ∗ ∗∗buffer); ∗ ∗∗buffer);

EGPublicKey ∗ ∗∗buffer); ∗ ∗∗buffer);

EGPrivateKey ∗ ∗∗buffer); ∗ ∗∗buffer);

EGSignature ∗ ∗∗buffer);

∗ ∗∗buffer); DSASignature ∗ ∗∗buffer);

DESCRIPTION ∗∗ randBytesNeededForRoot

SYNOPSIS

#include <libcrypt.h >

DESCRIPTION BigInt BigInts. bigInit BigInts

primeTest

/25n primeTestreturns TRUEor FALSE.

setPrimeAttempts primeTest primeTestAttempts

randBytesNeededForPrime randomStart

p − 1.

getPrime numbits randomStart

genStrongPrimeSet empty BigInt strongPrime − type≡GORDON type≡NIST strongPrime − 1.

genStrongPrime genStrongPrimeSet(numbits, prime,bigInit NIST big- Init

randBytesNeededForRoot randomStart

getPrimitiveElement bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), bigPseudoRand (3BM), bigReallyRand (3BM)

QUAD_ _

NAME

SYNOPSIS

#include <libcrypt.h >

DESCRIPTION BigInt BigInts. bigInit BigInts

a x2 = a x n a(n − /2 = n posite, n = p∗q for p and q prime, a pmod4 =

compositeSquareRoot them, root root n − root n − root2.

bigJacobi

bigIsQR ∗ both ∗q.

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), crtCombine (3BM).

NAME

start_ _

SYNOPSIS

int start_quantize( );

int end_quantize();

DESCRIPTION

tems).

start_ quantum _ multiple.

_QUANTUM _ DIAGNOSTICS start_ _ _ _ end_

EXAMPLE

start_ _ _quantize();

BUGS

AUTHORS

SYNOPSIS

#include <libcrypt.h >

RabinKeySet ∗

RabinPublicKey ∗RabinPubKey;

RabinPrivateKey ∗RabinPrivKey; _ RabinPrivateKey ∗RabinPrivKey; RabinSignature ∗

RabinPRivateKey ∗RabinPrivKey;

RabinSignature ∗quantized _

RabinPRivateKey ∗RabinPrivKey;

RabinSignature ∗signature; RabinPublicKey ∗RabinPubKey; freeRabinKeys(RabinKeySet) RabinKeySet ∗RabinKeySet; freeRabinSig(RabinSig) RabinSignature ∗RabinSig;

DESCRIPTION BigInt BigInts. bigInit BigInts

randomStart

randomStart randBytesNeededForEG...

message msg_ msg msg_ bytes.

_ _ ronment.

bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM), bigPow(3BM), fputRabinPrivateKey (3BM) start _quantize (3BM) end_quantize (3BM)

SYNOPSIS

#include <libcrypt.h > ∗

seed_ ∗

DESCRIPTION BigInt BigInts. bigInit BigInts

randomBytes type=REALLY

If type=

_

bigRand BigInt type REALLYor PSEUDO

getRandBetween BigInt big big2. type REALLYor PSEUDO. randomStart randomStart larger of a and b.

seed_rng

bigInit (3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM)

SYNOPSIS

#include <libcrypt.h > ∗ ∗ _CTX ∗context) _CTX ∗ ∗ _CTX ∗context) ∗ DESCRIPTION BigInt BigInts. bigInit BigInts

shs shs

shs

FILE ∗fp;

shsInit(&context);

shsFinal(&context);

shsUpdate shsFinal bigMessageDigest BigInt bigMessageDigest ∗

mands.

MD5(3BM), bigInit (3BM), bigTest(3BM), bigBits(3BM), bigToBuf(3BM), bufToBig(3BM), fBigPrint (3BM), atobig(3BM)