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Abstract: In this study, we developed algorithms that compute reliability-guaranteed least-cost path(s)
between any node pair in a network. These algorithms help carriers to reduce the risk of breaching the
service reliability guarantee, and to reduce unnecessary under utilization of their network resource.
Simulation results show that our heuristic algorithms achieved very good performance and reduce
computational complexity.

1. Introduction

Connection reliability is one of the critical concerns in backbone-network planning and operation. In the
traditional telecom world, five-9s, or 99.999% up-time, is often the standard requirement by customers and various
government regulatory bodies. In the emerging switched optical networks [1], we expect to see more diversified
customer requirements over dynamically provisioned optical circuits. Although, existing fault-management
mechanisms have had help to ensure the high reliability in the past, they are not designed to directly provide
reliability guarantee.

Existing fault-management mechanisms are designed to combat various connection disruptions caused by
reasons such as human mistake, fiber cuts or equipment failures. Some examples of these mechanisms are the
automatic protection switching (APS) in SONET rings [2] and the generalized multiprotocol label switching
(GMPLS) protection [3] in optical-mesh networks. The common idea behind all these mechanisms is to reserve
partial network resource, and use it to automatically reroute traffic in the presence of a failure.

Protection-switching mechanisms are usually classified into the following types [4]:

e 1+1 protection: Traffic is transmitted simultaneously on two separate paths (usually over disjoint routes)
from the source to the destination. The destination simply selects one of the two paths for reception.

e 1:1 protection: There are still two paths from the source to the destination. However, traffic is transmitted
over only one path at a time. When working path is cut, the source and the destination both switch over to
the other protection path. The 1:1 protection allows the protection path to be shared among multiple
working paths.

e M:N protection: N working paths between two nodes are protected by M backup paths. The backup paths
may carry preemptable traffic. In case any non-preemptable traffic route fails, the backup path is
reassigned to it.

The differences among these protection mechanisms are how much recovery resource will be allocate to protect
working connections. For a given connection request, the 1+1 protection provides fastest possible protection speed
and highest availability but consumes large amount of resources. On the contrary, shared M:N protection allows the
most flexible and efficient resource utilization, but recovers from failures slowly. Moreover, when more than one
path in the working set are affected by the same failure event, there may not be an adequate number of protection
paths to accommodate all of the affected traffic.

The tradeoff between the network resource consumption and the connection reliability is more difficult to
quantify than qualify [5]. Connections with exactly the same type of protection may have very different reliability
values due to variations in physical distance between the source and the destination nodes, fiber/equipment situation
along different paths, and so on. One the other hand, customers who lease connections from carriers care more
about the service availability and cost, but less, if any, about underlying protection technologies. There is a
fundamental gap between “one size fits all” fault-management mechanisms and connection reliability requirements.
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In order to bridge the gap between customer requirements and the resource provisioning process, we developed
algorithms that compute reliability-guaranteed least-cost path(s) between any node pair in a network, assuming each
network element (fiber, transceiver, etc) has independent reliability value. These algorithms help carriers to reduce
the risk of breaching the service reliability guarantee, and to reduce unnecessary under utilization of their network
resource.

These algorithms are designed for general mesh networks, and it can be used within the existing GMPLS fault-
management framework, while keeping all the signaling part of GMPLS unchanged [3]. These algorithms are also
very fast (with complexity of only several times that of standard shortest path computation), which makes it suitable
for fast provisioning in optical networks and various traffic-engineering purposes. We only consider dedicated
backup resources in this study, since it is a necessary assumption to make the provisioning of each new connection
independent of existing connections in the network.

The rest of the paper is organized as the following. In section 2, we will define the reliability-guaranteed least-
cost routing problem. In section 4, we will briefly review related research work. In section 4, we detail our
algorithm. The performance of our algorithms is evaluated in section 5 by using simulation. Finally, we conclude
the paper in section 6.

2. Problem Specification

A network can be modeled as a graph G(V, E), where V is the set of nodes and E is the set of vertices. The
study of the network can be done by study of the underlying graph with designated parameters of the network on the
node and edges of the graph. In particular, we are interested in two properties: reliability of a communication path

and the associated cost of the path. Let P, be a path from node s to node d, and Ry, and C; be the reliability
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Obviously, i equals s when e;d is the first edge of the path, and j equals d when it is the last one.

The cost of a path is the summation of individual link cost along the route. The reliability of a path is the
probability that all links are available simultaneously, and is equal to the product of link reliabilities. The reliability

and cost of the path P, is given by the following:
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Our objective is to find a path between a node pair (s, d) such that its R, is larger than a desired value Rs’d ,

while C, is as small as possible. In the literature, this problem is referred to as the reliability-constrained least-
cost path problem.

However, in some cases, there may not exist a path P, that directly satisfies the desired reliability RS'd . By

using additional path(s) and failure protection techniques, we may be able to meet this requirement by rerouting
connections in case of failure. In case of dedicated protection (1+1 or 1:1 [4]), one backup path is used for
protecting a working path, and the backup path is required to be link disjoint with the primary path. With this

assumption, denoting the primary and backup paths as PSE and Psf, , respectively, the reliability and cost of the path
pair are expressed as:
Ry = Rsld + Rszd - Rsld 'Rszd )
Cu = Csld +Cszd “)



Similar to the single-path case, we study the reliability-constrained least-cost path problem for double path case
when one path is insufficient to satisfy the reliability requirement.

3. Related Work

In the above problem specification, we broke the problem into two cases: 1) for some connection requests, one
path is sufficient (unless fault-repairing time is not satisfactory); and 2) for other requests where no single path exist
to satisfy the reliability requirement, we compute two paths—one serves as the primary and the other one as a
backup.

The delay-constrained least-cost single-path routing problem is well studied [6-9]. Different from our first case
problem, each link in the delay-constrained least-cost path problem has a delay (rather than reliability) parameter.
The delay of a path is the summation of link delays, and it is bounded by a given maximum value. This delay-
constrained least-cost routing problem has been proven to be NP-complete [10]. In one of the earliest studies, the
author of [6] proposed two g-optimal approximation algorithms, which can produce solution with their costs less
than 1+g times that of the optimal solution. In 1994, Widyono [7] discovered a constrained Bellman-Ford algorithm
to search for the optimal solution. Not surprisingly, all these algorithms have high time complexity when the
network size is large.

To reduce the computational time, several heuristics are proposed in recent years [8, 9]. Most of them are based
on the idea of constructing a combinatorial link weight from delay and cost, and then apply a standard shortest path
routing algorithm. Simulations show that these algorithms not only have very low time complexities, but also
achieve very high probabilities of finding the optimal solution. Among these heuristics, the approach proposed in
[9] appears to have the simplest form and lowest time complexity.

Utilizing multiple paths to provide improved performance has been explored in the past for various network
problems [11, 12]. For example, the minimum-cost max-flow problem [11] is somewhat similar to the problem
considered here. However, we have not seen any practical solution that actually addresses the constrained
minimum-cost problem. Even the problem of searching the most-reliable path pair seems to be challenging enough.
Classical methods for computing disjoint paths [13] do not work here since the end-to-end reliability (equation (4) in
the above) is not a linear combination of path reliabilities.

The only study we have seen to deal with the same problem we are working on is [5]. In that study, authors
formulated the problem as an Integer Non-linear Programming problem. The problem is then relaxed to two Integer
Linear Programming problems, and solutions are obtained when the network size is small. The approach in [5] has
very high computational complexity, so it can only be used for off-line network planning applications.

4. Our Algorithms

4.1.Reliability-Constrained Least-Cost Single-Path Problem

Our approach is to convert this reliability-constrained least-cost problem to the known delay-constrained least-
cost problem, and then use standard algorithms to solve it. A such approach is proposed in [5], where the negative
logarithm of link reliability is taken. The equation (1) then become the following:

j ()
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Because the reliability values are between 0 and 1, the negative logarithm of each such value is a positive
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number. Let’s denote the —l0g(Rg,) as Ay, and —log(r;") as ;" , and refers this renaming process as

variable transformation. The product reliability constraint becomes a sum constraint after this variable
transformation.

We combine the variable transformation with the heuristic proposed in [9] to develop our heuristic algorithm for
the reliability-constrained least-cost path problem. The basic idea of this algorithm is to combine a;; and C;; of each

link to form a link weight W, and then compute the shortest path according to Wj; with the hope that the resulted

path satisfies the reliability requirement and costs as little as possible.



The W;; in our heuristic is simply given as W; =a; +a-C and the magic to make it work is the « value.

ij
Intuitively, when « equals to zero, the resulted path from the shortest-path computation is the most-reliable path
from s to d. When « equals to infinity, the resulted path is the least-cost path. If the reliability constraint is between

the reliability of the least-cost path and the most-reliable path, then « should be between zero and infinity.

The most important contribution of [9] is to prove a theorem that can be interpreted as the following in the
context of our problem: both the reliability and the cost of the resulted path monotonically decrease with the
increase of the a. This discovery greatly facilitates the heuristic development, since we can ensure the path
reliability and reduce path cost simultaneously by tuning just one parameter «. If the reliability is higher than
requirement, we increase the « to further reduce the cost; if the reliability is lower than requirement, we reduce the
a to increase the reliability. To quickly locate the appropriate « value, we adopt a customized binary search
algorithm also proposed in [9].

Note that this algorithm is just a heuristic, since it computes the shortest path only base on the combined link
weight W . In the section 5, we will compare the performance of this algorithm with that of the optimal solution by

using experiments.

4.2.Reliability-Constrained Least-Cost Link-Disjoint Double-Path Problem

So far, we know how to compute three types of paths in a network: the most-reliable path, the least-cost path,
and the reliable-constrained least-cost path. When two paths are needed to satisfy the reliability requirement, we try
to construct the path pair from these known types of paths. Figure 1 shows all nine-possible combinations. In order
to simplify latter discussion, we will use the following abbreviation:

e MR: most-reliable path
o RCLC: reliability-constrained least-cost path
e LC: least-cost path.

MR RCLC LC

MR x v x
RCLC x x x
LC x v x

Figure 1. Possible combinations of two paths.

Let’s start from the left top most cell, which is the “MR + MR” solution. We first find a MR in the network,
and then mark all the links on this path and compute another MR using the un-marked links. Actually, once the first
MR is computed, we can compute the reliability of the path by using the formula (1). Plugging the value into the
formula (3), we can compute the minimum reliability requirement for the second path. Using the RCLC, we can
find a cheaper (when compared with the most-reliable) second path and still meet the reliability requirement. Notice
that our single-path heuristic algorithm will always check the most-reliable second path, so the “MR + MR” is
naturally found by the “MR + RCLC” if it is the only solution to meet the reliability requirement.

Similarly, the “MR + LC”, the “LC + MR” and the “LC + LC” solutions are also covered by one of the
constrained double-path algorithms: “MR + RCLC” and “LC + RCLC”. The RCLC algorithm cannot be used on
the first path since the reliability constraint is not defined.

Eventually, the problem boils down to the comparison between two constrained double-path routing algorithms.
These two algorithms differ only in how to choose the first path: whether to use the least-cost path or the most-
reliable path. In the next section, we will use experiments to show the trade-offs between these two options.



5. Simulation study

5.1.Simulation Model

We designed two experiments to evaluate the performances of our proposed heuristics. The first experiment
compares the performance of the single-path heuristic with an optimal algorithm, and the second experiment studies
performance tradeoffs between two different double-path heuristics.

The experiments are carried out on randomly generated networking topologies using the Waxman’s model [14].
We choose to use 100-node networks, since they are big enough to represent large backbone networks, and small
enough to allow the simulation of brute-force optimal algorithms within reasonable time. The connectivity density
of a network is measured by the average node degree, which is the average number of direct neighbors of each node.
The total number of links in a network can be calculated from Nx g /2, where the n is the number of nodes and g
is the average node degree. We choose to use integer values between 4 and 10 as average node degrees to cover a
range of topologies from sparsely connected to fairly densely connected topologies. Thirty networks topologies are
randomly generated for each connectivity density, and they are used in our simulations. The cost of each link C; is

fixed to one. The reliability of each link G is a randomly generated variable with uniform distribution between
99% and 99.99%.

The first experiment is to measure the changes in success rate for establishing a path in a network under
different path-reliability constraints. All-to-all traffic requests are assumed, and the path reliability constraints are
ranged from 95% to 99.5% with step size of 0.5%. Results from the RCLC heuristic are compared with those from
the least-cost path algorithm and the optimal algorithm [7].

In the second experiment, we compare the connection success rate resulted from two reliability-constrained
double-path heuristics. Note that when the reliability of the first path satisfies the requirement, we do not compute
the second path. Same as the last experiment, we change the path reliability from 95% to 99.5% with a step size
0.5%. For performance comparison purpose, we also used the LC and MR algorithms.

5.2.Simulation Results

First, we present results for single path routes. To avoid too many data and ease of visualization of the results,
we show plots for average node degrees 4, 7, and 10 only. Recall that for each network, three algorithms are used to
find all-to-all paths. To be more specific, for a given value of desired path-reliability, we find the percentage of all-
to-all paths, discovered by a specific algorithm, that satisfy the desired reliability.
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Figure 2. Randomly generated 100-node network with average node degree 4
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Figure 3. Randomly generated 100-node network with average node degree 7
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Figure 4. Randomly generated 100-node network with average node degree 10

Figures 2, 3, and 4 show simulation results about how the connection-setup-success rate changes with respect to
the increase of path reliability requirement, when single-path routes are used. The lowest curve is obtained by using
the LC algorithm. The highest curve is obtained by using either the RCLC or exhaustive search. The reason that the
connection success rate for RCLC is always the same as exhaustive search is the following: the MR is always within
the consideration of RCLC, and even exhaustive search cannot achieve reliability higher than the result of MR. The
dished curve is the percentage of solutions that found by RCLC actually has the same cost as those found by
exhaustive search algorithms. It is from this curve that we can get a sense how good this heuristic algorithm is.

As expected, The RCLC algorithm has better chance to find a path that satisfies stringent reliability
requirement than the LS. These general trends were consistent for networks with different connectivity densities
(see Figures 2, 3 and 4). Although 100-node networks are only modest size, when average degree of the networks
was 4, the probability for finding feasible solutions start to drop drastically for all algorithms when the desired path
reliability is 97.5% or higher (see Figure 2). For average degree 7 networks, higher reliability constraint was easier
to be met — the RCLC can still achieve almost 100% success rate when trying to setup paths under the path
reliability requirement of 98%. For networks of average node degree 10, RCLC algorithm could not find every path
when desired path reliability is higher than 98.5%. The results show that when the path reliability requirement is
equal or higher than 99%, the effectiveness of RCLC over LC is actually reduced. This is because the path
reliability requirement is so high that even the MRs cannot satisfy it.

To achieve high success rate in all-to-all connection setup when path reliability is high, multiple paths are
usually required. We next present our simulation results for double paths.

Recall that for selection of two paths, we used two algorithms. One of the algorithms uses LC as the first path
between a node pair. The other algorithm uses MR as the first path between a node pair. The second path between
each node pair, in both the cases, is chosen in such a way that the combined reliability is just enough to satisfy the
desired reliability. Before we present our simulation results for double path reliability, it is worth mentioning that
for all networks, LC algorithm found fewer paths with desired reliability than the MR algorithm (see Figures 5, 7,



and 9). The reliability gain was at the cost of number of hops; average hop distance of paths obtained by the MR
algorithm was larger than that obtained by the LC algorithm (plots are not shown).

It was observed that “MR + RCLC” obviously outperforms “LC + RCLC”. The observation is valid for
networks of average degrees 4, 7 and 10 (see Figures 5, 7, and 9). The gain in percentage of paths with desired
reliability was not free. Figures 6, 8, and 10 show that the average hop distance of paths obtained from the “MR +
RCLC” algorithm is consistently higher than that obtained from the “LC + RCLC” algorithm.
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Figure 5. Double Paths on Randomly Generated 100-Node Networks (average node degree 4)
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Figure 7. Double Paths on Randomly Generated 100-Node Networks (average node degree 7)
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Figure 8. Double Paths on Randomly Generated 100-Node Networks (average node degree 7)
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Figure 9. Double Paths on Randomly Generated 100-Node Networks (average node degree 10)
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Figure 10. Double Paths on Randomly Generated 100-Node Networks (average node degree 10)

Let’s look at the Figures more closely. For networks with average degree 4, single path resulted from RCLC
satisfied fewer than 3% of all-to-all paths with desired reliability of 99.5%. For the same networks, “MR + RCLC”
algorithms found solutions for over 20% of all-to-all paths (see Figures 2 and 5). The differences increased as
average degree of the network increases. For instance, single path solution in a networks of average degree 10 could
satisfy no more than 42% of the all-to-all request when path reliability is 99.5%, while the double path solution
could increased this number to about 98%.

6. Conclusion

In this paper, we proposed a heuristic algorithm to compute the reliability-constrained least-cost path, which
achieved a result close to brute force exhaustive search but works much faster. Our simulation results also show that



multi-path connection is needed when the path reliability is high since the improvement made by using more reliable
single path is limited.

We, then, proposed two simple heuristic algorithms to compute reliability-constrained least-cost path pair.
Results show that both of these algorithms can effectively improve the opportunity under stringent path-reliability
requirements by using the second path. Especially, the “MR + RCLC” algorithm can bring the connection setup
success rate to very high level when the network connectivity is sufficiently dense.

As a preliminary work, we assumed the dedicated protection to simplify the problem. If shared protections is
allowed, i.e. in the case of M:N protection, then the reliability of multiple connections are correlated if they do share
common backup resource. Extending this work to allow shared protection appears to be a challenging and
promising future research direction. The double-path algorithms proposed in this paper use two steps to determine
the path pair. Once the first path is chosen, there is no backtracking mechanism to modify it. Algorithms that can
overcome this problem may deliver even better performance.
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