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respect to M. entering Step (S3). In this case, the simulator has to come up
with the right answer concerning the isomorphism between H and one of the
input graphs. To do so, the simulator will invoke V* again with the same
random tape (causing the verifier to produce the same question and the same
test pairs) and ask him about a different subset K. The proper conclusion of
Step (S2) has provided the simulator with isomorphisms between the test
graph-pairs and the input graphs (for the tests with index in I). If V™ supplies
an isomorphism between H and one of the test graphs (for a test with index
i€ K) and i € I then an isomorphism between H and one of the input graphs is
constructed (by tran51t1v1ty) Analogously for i e I N K. It all boils down to the
question what is the probability of gettmg from V* a good answer on a
randomly chosen K # /. This probability is almost e (the difference may be
~2" ). Thus the expected number of times M. repeats Step (S3) on the
condition that it passes Step (S2) is O(1/€), provided that e > 2~" - This
guarantees expected polynomial-time simulation for every value of ¢ = 2 - 2~ "

But what happens if e = 2~ 7 (this may happen if V'* constructs his test palrs
so that he can answer on a single subset (he can do so without knowing the
isomorphism between H and either input graphs)). This extreme case is
handled by Step (S3.3): the simulator finds an isomorphism by runnmg an
ordinary algorithm (e.g. exhaustive search). Note that this is done only in the
unlikely event (occurring with probability 2~ 7y that M v+ passed Step (52).
Without Step (S3.3) the simulator would have produced almost the same
distribution as in the prover-verifier conversations and hence Protocol 3 would
have been “‘only’’ proven to be almost-perfect zero-knowledge.

We now prove the validity of the construction. First, we prove that the
simulator M. indeed terminates in expected polynomial-time. Next, we prove
that the output distribution produced by M. does equal the distribution over
V*'s tapes (when interacting with P). Once these two claims are proven, the
theorem follows.

Cramv 3.1.  Machine M ,.. terminates in expected polynomial-time.

Proor.  We consider the expected running time on a single round, for any
fixed random tape r. The reader can easily extend the proof to all rounds. We
call a subset 7 < {1,2,...,n%} good if V* answers properly on message [
(i.e., Iis good iff V*(G GO, r; I) consists of isomorphisms between the T
T, ‘and G 1, Gy for viel and an isomorphism between one of the T,

.J

and H for vi eI ) Denote by g, the number of good subsets (g, depends of
course also on V'* the input graphs and previous rounds which are all fixed
here). Clearly, 0 < g = 27, We compute the expected number of times V' * is
invoked at round ¢ as a function of g,. We need to consider three cases.

Case 1 (g, = 2). In case the subset I chosen in Step (S1) is good, we have
to consider the probability that a randomly selected subset K is good and # 1.
In case the set chosen in Step (S1) is bad, the round is completed immediately.
Thus, the expected number of invocations of V'* is

gr gr——l - r
1+ 2-( > ) =1+ £ < 3.
27 2"

Case 2 (g, =1). With exponentlally small probability (i.e., 2~ ”) the
subset I chosen in Step (S1) is good. In this case, we find the 1somorphlsm by



Proofs that Yield Nothing But Their Validity 711

exhaustive search (i.e., n! steps). Otherwise, the round is completed immedi-
ately. Thus, the expected complexity of M. in Case 2 is bounded by one
invocation of ¥* and an additional n!- 27" < 1 step.

Case 3 (g, = 0). The subset I chosen in Step (SI) is always bad, and thus
M. invokes V* exactly once.

The claim follows by the fact that ¥ * is polynomial-time. [J

Cram 3.2. The probability distribution M, .(G,G,) is identical to the
distribution (P, V*)(G,G,).

Proor. Both distributions consist of a random 7, and sequence of elements,
each of which is either (7, 8) (with good 7 and f so that H is isomorphic to
G) or a bad 1, where I is a random subset of {1,2,...,n°}. [

The theorem follows. [

Remark 12. Protocol 3 was presented as a sequential application of m
copies of a five-step protocol. However, the validity of Theorem 3 does not rely
on the fact that these copies are executed sequentially, rather than in parallel.
The five-step protocol in which copies of the five-step subprotocol (of Protocol
3) are performed in parallel is also a zero-knowledge interactive proof system
for graph nonisomorphism. The simulator can handle all copies concurrently,
by first by choosing a subset I, for each copy #, and next choosing subsets K,
for each copy ¢. The fact that Protocol 3 can be parallelized follows from the
fact that its proof technique only needs ‘‘something good’’ (choosing a good 1,)
to happen once per each copy (and not necessarily concurrently!). In the proof
of Theorem 2, we need ‘‘something good’’ (choosing a lucky 3,) to happen
concurrently in all copies.

Remark 13. As in Theorem 2, it seems that allowing the simulator to be
expected polynomial-time (rather than strictly probabilistic polynomial-time) is
essential to the perfect zero-knowledge property of Protocol 3, even when
restricting the verifier to be strictly probabilistic polynomial-time. However, the
situation here is more acute. Bounding the number of iterations (of Step (S3)) of
our simulator by a particular polynomial may result in an output with nonnegli-
gible statistical difference from the distribution of the interactions with the real
prover. (The statistical difference achieved by this strictly polynomial-time
simulator can be guaranteed to be less than one over a related polynomial, but
not less than any polynomial.) Thus, we do not know whether Protocol 3 is
almost-perfect zero-knowledge, when using ‘‘strictly polynomial-time’’ instead
of “‘expected polynomial-time’’ in the definition of zero-knowledge.

3. All Languages in NP Have Zero-Knowledge Proof Systems

In this section, we present zero-knowledge interactive proof systems for every
language in NP, assuming the existence of secure encryption functions (see
definition below). We begin by presenting a zero-knowledge interactive proof
system for graph 3-colorability. Using this interactive proof system and the
NP-Completeness of graph 3-colorability, we present zero-knowledge proof
systems for every language in NP.

In this section, we assume the existence of secure encryption schemes.
Security is defined (see below) analogously to the definitions of Goldwasser and
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3

Micali [46]. However, the encryption schemes need not be ‘‘public-key.”” In
fact, it suffices to have ‘‘bit commitment schemes’’ (which using recent results
of Naor [58], Impagliazzo et al. [52], and Hastad [51] exist. assuming the
existence of one-way functions).'” A concrete and more efficient implementa-
tion (of secure encryption), assuming the intractability of factoring, appears in
[4]. Here we only use encryptions for four messages; namely, 0. 1, 2, and 3.
This allows a more specific presentation of the notions of an encryption scheme
and its security.

Definition 6 (Secure Encryption [46]). An encryption function is a
polynomial-time computable two-argument function f: {0, 1.2,3} x {0,1}*
- {0, 1}* satisfying vx # ye{0,1,2.3} and vr,se{0,1}* flx.r) #
Sy, s).

A probabilistic encryption of a message x with security parameter n is a
random variable f,(x) = f(x, r), where f is an encryption function and r &,
{0, 1}".

An encryption function f is secure if, for vx # y € {0, 1, 2, 3}, the ensem-
bles { f,(x)}, and { f,(»)}, are polynomially indistinguishable.

An encryption function f is nonuniformly secure if the above ensembles
are indistinguishable by polynomial-size circuits. Namely, for Vx # y e
{0, 1,2, 3}, every polynomial Q and every family of Boolean circuits {C,},,
where C, is a circuit of size Q(n), every constant ¢ > 0 and sufficiently
large n

PH(C£(5)) = 1) — Pr(C(£(5) = 1)] < .

nC

3.1 A Zero-KNOWLEDGE PRrROOF SysTEM FOR GRaPH 3-COLORABILITY. A graph
G(V, E) is said to be 3-colorable if there exists a mapping ¢: V — {1,2,3}
(called a proper coloring) such that every two adjacent vertices are assigned
different colors (i.e., each (u, v) € E satisfies ¢(u) # ¢(»)). Such 3-coloring
induces a partition of the vertex set of the graph to three independent sets. The
language graph 3-colorability, denoted G3C, consists of the set of undirected
graphs that are 3-colorable. Graph 3-colorability is known to be NP-
complete [35].

The common input to the following protocol is a graph G(V, E), which we
assume without loss of generality to be simple and connected. In the following
protocol, the prover needs only to be a probabilistic polynomial-time machine
which gets a proper 3-coloring of G as an auxiliary input. Let us denote this
coloring by ¢ (¢: V—>{1,2,3}). Let n=|V|, m=|E]|, and S, =
Sym({1,2,3}). Since the graph is (simple and) connected, n and m are
polynomially related (i.e., n — 1 < m < n*/2). For simplicity, let V =
{1,2,...,n}.

To clarify the presentation of our protocol, we first present an implementa-
tion of it which uses ‘‘physical means of hiding information.”” To be more
specific, we assume that the prover has at its disposal a large supply of boxes
each having a lock with a corresponding key. All keys are different.

' The notion of one-way function originates from [25]. A seemingly weaker, yet equivalent,
formulation appears in [68]. Notable concrete suggestions are due to [61] and [63].
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Protocol 4 ( Physical Implementation)
common input. A graph G(V, E).

The following four steps are executed m? times, each time using independent
coin tosses.

(P1) The prover chooses at random an assignment of three colors to the three
independent sets induced by ¢, colors the graph using this 3-coloring, and
places these colors in n locked boxes each bearing the number of the
corresponding vertex. More specifically, the prover chooses a permutation
T €, S;, places w(¢(i)) in a box marked i (Vie V), locks all boxes and
sends them (without the keys) to the verifier.

(V1) The verifier chooses at random an edge e €z E and sends it to the prover.
(Intuitively, the verifier asks to examine the colors of the endpoints of
eekE.)

(P2) If e = (u,v)€eE, then the prover reveals the colors of u and v, by
sending him the keys to boxes u and v. Otherwise, the prover does
nothing.

(V2) The verifier opens boxes u and v using the keys received and checks
whether they contain two different elements of {1,2,3}. If the keys do
not match the boxes, or the contents violates the condition then the verifier
rejects and stops. Otherwise, the verifier continues to the next iteration.

If the verifier has completed all m? iterations then it accepts.

It is easy to see that Protocol 4 constitutes an ‘‘interactive proof system’’ for
Graph 3-Colorability. If the graph is 3-colorable and both prover and verifier
follow the protocol, then the verifier accepts with probability 1. If the graph is
not 3-colorable and the verifier follows the protocol then, no matter how the
prover plays, at each round the verifier will reject with probability at least
1/m. It follows that the probability that the verifier will accept (i.e., complete
all the m* rounds without detecting that ‘‘something is wrong’’) is bounded
above by (1 — m™ 1™ =~ exp(—m).

Loosely speaking, Protocol 4 is ‘‘zero-knowledge’’ since the only informa-
tion received by the verifier at each round is a pair of different randomly
selected elements of {1,2,3}. It is crucial that the prover uses at each round an
independently selected random permutation of the colors. Thus, the names of
the three classes (of the partition ¢) at one round are uncorrelated to the names
at another round. It follows that the values of every random permutation at the
end-points of one edge reveal no information about the coloring ¢.

In the above paragraphs, the terms interactive proof and zero-knowledge
were used in quotes since these were not defined for a physical setting. The
adaptation is straightforward and is left to the reader.

We now present the digital implementation of Protocol 4. In this protocol, a
standard (polynomial-time) algorithm for evaluating f is part of the programs
of both prover and verifier.

Protocol 4
common input. A graph G(V, E).

The following four steps are executed m” times, each time using independent
coin tosses.
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(P1) The prover chooses a random renaming of the 3-coloring, encrypts it, and
sends the encryption to the verifier. More specifically, the prover chooses
a permutation w €, S5, and random n-bit r,’s (Vv e V, let r, € {0, 1}7).
The prover computes F, = f(w(¢p(v)), r,) (for every ve V), and sends
the sequence F,, F,, ..., F, to the verifier.

(V1) The verifier chooses at random an edge e €z E and sends it to the prover.

(P2) If e = (u, v) e E, then the prover reveals the coloring of u and v, and
““proves’’ that they correspond to their encryptions. More specifically, the
prover sends (w($(u)), r,) and (w(P(v)), r,) to the verifier. If e¢ E,
then the prover acts as if e = ¢,, where ¢, is an arbitrary fixed edge in
E.“

(V2) The verifier checks the ‘‘proof’” provided in Step (P2). Namely, the
verifier checks whether F, = f(w(p(w)), r,). F, = f(w(o(V)), r,),
w(p(u)) # w(d(v)), and w(P(u)), w(p(v)) €{1,2,3}. If either condition
is violated the verifier rejects and stops. Otherwise, the verifier continues
to the next iteration.

If the verifier has completed all m* iterations, then it accepts.

Prorosition 4. If f is a nonuniformly secure encryption function, then
Protocol 4 constitutes a zero-knowledge interactive proof system for Graph
3-Colorability.

Proor. First, we show that Protocol 4 constitutes an interactive proof
system for G3C. The argument is as in the paragraph following the physical
implementation of Protocol 4, except that it is important to stress that also in the
digital implementation the prover cannot change the information hidden in his
messages. This is due to the fact that each encrypted message has a unique
decryption.

Our demonstration that Protocol 4 is indeed zero-knowledge follows the lines
of the proof of Theorem 2. Namely, the construction of M. uses the same
underlying ideas used in the proof of Theorem 2. However, additional technical
difficulties arise in proving the validity of the construction. The source of these
difficulties is the fact that a cheating verifier may select his question based on
the encryption of the coloring presented to him. The security of the encryption
is carefully used to show that even doing so does not provide him any
noticeable advantage.

As in the proof of Theorem 2, we present a machine M, for every
interactive machine V'*. This time, M,.(x) and (P, V*)(x) will not be equal,
but instead it will be shown that they are polynomially indistinguishable.
Typically, we try to guess which edge the machine V* will ask to check. We
encrypt an illegal coloring of G such that we can answer V'™ in case we are
lucky (i.e., V™ asks for the edge we chose). The cases in which we failed
will be ignored. It is crucial that from the point of view of V'* the case that
leads to our success and the case that leads to our failure are polynomially
indistinguishable.

Again, we use Definition 5, including in the distributions (for sake of
convenience) also the contents of the verifier’s write-only communication tape.

""Here, as in Protocol 3, we have again preferred this ‘‘unnatural”’ convention that simplifies the
zero-knowledge argument.
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As in the proof of Theorem 3, we consider only probabilistic interactive
machines that are strictly polynomial-time. The argument is easily extended
to interactive machines that are expected polynomial-time (see proof of
Theorem 2).

Following is a detailed description of M, .. The machine M. uses V* as a
subroutine. Machine M, starts by choosing a random tape re, {0, 1}9 for
V*, where ¢ is a bound on the running time of ¥ * on input G. Machine M.
places r on its record tape and proceeds in > rounds as follows.

Round i:

(S1) M. picks an edge (u, v) € E and a pair of integers (a, b) €, {(i, j):
i#je{l,2,3}} at random. M, chooses random r’s (r,€, {0,1}")
and computes F; = f(c;, r;) for each ieV, where ¢, =0 for ie V —
{u,v}, ¢, =aand ¢, = b. Machine M. sets R < (F,, F,,..., F).

(S2) Machine M. sets e = V*G,r; R,R,....,R,_,R;_|,R). (e is
the message that V'* sends on input G and random tape r after receiving
messages R, R},..., R, |, R; |, R, where R, is the jth sequence of
encrypted colors, R is the current sequence of encrypted colors, and R/,
is the jth revealed encryption). Without loss of generality, e € E (other-
wise, e is treated as e,—the fixed edge used in the protocol). We
consider two cases.

Case 1. e = (u,v) (lucky for M,,). Machine M,. sets R, R,
e;<—e, R, < ((c,,r,),(c,,r,), appends (R,, e;, R}) to its record tape,
and proceeds to the next round (i.e., i < i + 1).
Case 2. e # (u,v) (unlucky for M,.,). Machine M,. is going to
repeat the current round. Nothing is appended to the record tape, i is not
increased, and Steps (S1) and (S2) are repeated.

When all m? rounds are completed, machine M, outputs its record and
halts.

We now have to prove the validity of the construction. First, we prove that
the simulator M. terminates in expected polynomial-time. This amounts to
showing that, each time a round is repeated, the verifier’s request (i.e., e)
equals the chosen (u, v) with probability essentially 1/m (otherwise, V™ can
be transformed into a circuit family that ‘‘breaks’’ the encryption function f).
Next, we prove that the output distribution produced by M. is polynomially
indistinguishable from the distribution over V*’s tapes when interacting with
P. (There is clearly a difference between these probability distributions, but this
difference cannot be ‘‘detected’’ in probabilistic polynomial-time.) Once these
two claims are proven, the proposition follows. We start with the following
technical lemma that asserts, as a special case, that the encryption of the
coloring sent by the prover and the encryption of the ‘‘garbage’’ sent by the
simulator are indistinguishable by polynomial-size circuits. The lemma is a
special case of a theorem by Goldwasser and Micali [46]. and its proof is
sketched here for the sake of self-containment.

Notation. Let o = («y, ..., o), where o;€{0,1,2,3} forall 1 =i =<
k. Then f,(«) denotes f, () =+ f,(op).
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Lemma 4.0.  Let P be a polynomial, and o'V, «®, o®,... and B,
BP, BX, ... be two infinite sequences such that o' = (c\”, ..., ay”)
and B = (B{", ..., BY), where o, 8 e{0,1,2,3} and k, < P(n).

Then for every polynomial Q, every family of (bounded size) Boolean
circuits {C,: size(C,) < Q(n)},, every constant ¢ >0 and sufficiently
large n

[Pr(C,(fua™)) = 1) = Pr(C,(£,(8™)) = 1)| < —

P

Proor Skerch. The statement is proven by considering encryptions of
hybrids of prefixes of «'” and suffixes of 8. A polynomial-size circuit
family that distinguishes the encryptions of the extreme hybrids (i.e., «'™ and
B'™) also distinguishes encryptions of two adjacent hybrids. Incorporating the
hybrid messages into the circuits one can construct a family of (polynomial-size)
circuits that distinguishes the encryptions of x # y € {0, 1,2, 3}. This contra-
dicts our assumption that f is a nonuniformly secure encryption function. [J

Notations. For ¢:{1,2,...,n} = {1,2,3} and 7 € S, denote by msg 5
the sequence (w($(1)), 7(p(2)), ..., w(¢d(n))). For u,ve{l,2,...,n} and
a,be{l1,2,3}, denote by msgi;*? the sequence (c,, ¢,,...,c,), where
c,=a,c,=b,and ¢, =0for ie{l,2,...,n} — {u,v}.

Cram 4.1.  Machine M ,,. terminates in expected polynomial time.

Proor. Let R“~" denote R,, R;,..., R, |, R, ,, where R, and R’ are
as in Step (S2) above. In each repetition of the ith round, machine M, . places
a probabilistic encryption of msg{y"*? on the communication tape of V¥,
where (u,v) e, E and a # be, {1,2,3}. Using Lemma 4.0, we show that
the probability that ¥* asks to reveal the colors of u and v when secing the
encryption of msg{s>"“? on its communication tape approximately equals the
probability ¥'* asks so when seeing the encryption of msg(%? on its
communication tape, ¥(r, s) € E. It follows that a repetition of round i is
completed successfully with probability = 1/m. A detailed proof follows.

We use V*(enc) as a shorthand for V*(G, r; R“~Y, enc). First, we bound
the probability that round i is completed successfully. This probability equals
the probability that V*(f,(msgiy”“?)) = (u, v), where (u,v)e,E and
a#bey {1,2,3}.

Pr(u,v)eRE.a:ﬁ bep{1.2,3} ( V*(f_n(mSgl(quV)’(wb))) = (u’ V))

1

= e Preroenas (VI (Fu(msgii ) = (u,v)).
u, vye

Let (r, s) € E. Then by Lemma 4.0, V* has on input f,(msg % (@?y approxi-
mately the same output as on input f,(msgi;* @), Otherwise, V* and R~V
can be incorporated into a circuit that distinguishes the encryptions of

msg iy P and msg{pe® (for some u, v, r, s, a, b). Tt follows that the
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above probability is bounded above by

1 - 1
> 3 P (Vs e 0) = () -

[
————

(u,v)eE M
: f 1
> ; ' (u,zv;eE (Pra¢beR{1,z,3}(V*(fn(msgj(vr[,S),(a,b))) _ (Ll, v)) B ‘2‘;)
: 7 1
=—- (PrwbeR{].zJ}(V*(fn(mSg](\;'S)‘(”’b))) €E) - 5)
1
T 2m’

(In the second inequality we use the fact that m < n?/2.) We conclude that the
expected number of times that each round is repeated is bounded below by 2 m.
The claim follows by the hypothesis that V* is polynomial-time. [J

Ciamm 4.2. The probability ensembles {M,.(G)}gcgsc and
{{P, V*(GB)}geasc are polynomially indistinguishable.

Proor. The proof is by contradiction, and is first sketched in this para-
graph. We assume that the two probability ensembles can be told apart by a
family of polynomial-size circuits and derive a contradiction to Lemma 4.0 in
one of essentially two ways. First, we restrict our attention to a single round of
the (P, V*) conversation and its simulation. Next, we consider two cases. If
the distribution of the ¢‘verifier’s query’’ (i.e., the edge e) is substantially
different in the conversation and in the simulation, then the program V' * can be
directly used to contradict Lemma 4.0. If these two distributions are close
enough, we modify the circuits guaranteed by the above hypothesis to derive a
contradiction to Lemma 4.0. The reader should note that the circuits in the
hypothesis receive as input a text that is not of the form f,(«a), for a sequence
«, but rather a text consisting of such a sequence and two elements used for the
randomization of the encryption. The location of these elements in the sequence
may be determined by the entire sequence. This creates difficulties that need to
be resolved with some care.

Let {C,}, be a circuit family of polynomial size that distinguishes
{M,(G)} gecac from {{P, V¥)(G)}gegsc- Namely, there exist a polynomial
Q and a constant ¢ > 0 such that the size of C, is less than Q(n) and an
infinite sequence of graphs G V;, E;) such that for every i

1
|Vile

Pr(C)y, (My.(G)) = 1) = Pr(C|y, (P, V*)(G)) = 1) >

Let us consider this circuit family. Without loss of generality, we assume that
each circuit in the family has a single output bit. For sake of simplicity, we
carry out our argument while referring to an arbitrary graph, denoted G(V, E),
in the above sequence of graphs and to the corresponding circuit C, . It is
important to note that all polynomials mentioned in the rest of the argument are
fixed for the entire sequence and are independent of the generic graph G. Let ¢
denote the fixed coloring of G(V, E) used by the prover, n = | V| and
m=|E]|.
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The next two paragraphs are devoted to show that it suffices to consider a
simulation of a single round. The argument follows the ‘‘hybrid’’ technique
first used in [46].

A typical element in the support of M,.(G) (resp. in the support of
(P, V*(G)) consists of the input graph G, the random tape r € {0, 1}9, and a

sequence of m? triples (R, e,, R}),....(R,..e,2, R'>). For 0 < i < m?,
let II” denote the ith hybrid distribution defined by taking G, re {0, 1}9 and
the first i triples (R,, e, R})....,(R,. e, R}) from the distribution

(P, V*(G), and producmg the remalnmg m? i triples by running M.
starting at the 7+ Ist round using the random tape r and the history
R, R|...., R, R, Note that IV equals M,.(G). while I equals
(P, VH(G).
Clearly, the circuit C, that distinguishes the extreme hybrids (i.e., 11" and
1177y also d1st1ngu1shes two neighboring hybrids (i.e., IT*” and H(’“), for
some i e {0, 1, , m* — 1}). Namely, there exists an 1 such that

1

m? - n¢’

Pr(C, (1) = 1) — Pr(C,(II"*V) = 1) >

Let e = 1/(m* - n°). Note that € ' as well as m /e are polynomials in 7
(since m=n — 1).

Let 17 be the distribution obtained from II®” by omitting the last m? — j
triples. It is easy to see that this circuit family can be modified, maintaining the
‘‘distinguishing gap’’ (i.e., €) and the polynomial upper bound on the size of its
members, so that it distinguishes ITV**? and IT¢***Y  (This is done by
incorporating M. into the circuits and applying it to construct the last
m?* — (i + 1) pairs. We get a probabilistic circuit that can be converted into a
deterministic one while maintaining the ‘‘distinguishing gap’’.)

Let us take a closer look at IT*‘* ! and T1V 144D Intuitively, TT¢+5*D js a
distribution obtained by taking the first i + 1 trlples of (P, V*(G), while
1"+ i a distribution obtained by taking the first i triples of (P, ¥ *)(G) and
letting M. produce the i + 1st triple. Let IT,,( H,) be a random variable such

that 11%"*Y = H,I1,,(H,), where H, is chosen according to II*-”. Similarly,
let IT,, (H;) be a random variable such that TT¢+ 1+ — HHPV(H) where
again H, is chosen according to IT'"". Intuitively, IT,,(H,) (resp., II PV( H))
denotes the i + 1st triple produced by M vs (resp., (P, V*)) when V*’s input
and communication tapes currently consists of the ‘‘history’’ H,. Since the
circuit C, distinguishes IT"'*V from II1¢+1*Y jt follows that there exists an
H, such that the circuit C, distinguishes (equally well) H II,,(H,) from
H]1I1,,(H,. (This was just an averaging argument.) Incorporating this H, into
the circuit C,, we get a circuit that distinguishes I1,,(H,) from I, (H).
Namely,

Pr(C, (I, (H,)) = 1) — Pr(C,(Ilp, (H)) = 1) > ¢ (: ml nc).

Recall that ¢: {1,2 n} —~ {1,2,3} is a fixed coloring of G. Note that
pV(H) equals (fi(mSg v), W, v), (w(e(w), r,), (w($(w)), r,)), where
TE€RS;, (u,v) = V™G, r; H, f,(msgdF)) and r, (resp r,) 1s the ran-
domization used to encrypt the uth (resp., vth) element in msg$7. On the
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other hand, I, (H,) equals (f, (msgis”“?), (u,v), (a, r,), (b, 1)),
where u, v, a, b are chosen by some distribution, (u,v) = V*G, r;
H., f,(msgiy @)y and r, (resp., r,) is the randomization used to encrypt
the uth (resp., vth) element in msg(“ @B A typical element in both
distributions is an encryption of an n-element vector and two pairs correspond-
ing to the decryption of two of its entries (the uth and vth entry).

We derive a contradiction (to Lemma 4.0) by using the circuit C, to
construct a circuit C;, of polynomial-size, that distinguishes the encryptions of
the following two messages msg, and msg,, each being a sequence of 3n
elements of {0, 1,2, 3}. The sequence msg, consists of 3n zeros, while the
sequence msg, consists of a sequence of n ones followed by a sequence of n
twos and a sequence of n threes (i.e., msg, = 0°" and msg, = 1"2"3"),

The Construction of C,. The circuit C,,, incorporating the circuit C,, the
coloring ¢, the (verifier’s) program V™* and the history H,, operates as
follows. On input a text ¢,¢, - - ,,, where ¢,€ {0, 1} *, the circuit C;, selects
at random (u,v) €gE, m€pS; and r,,r,€p {0,1}". For je{u, v} the
circuit Cy, sets ¢, <~ w(¢(j)) and i; < (¢; — 1) - n + j and constructs

text—t,t, -+ t, fle,r )t ot fle,,r )t oot
(For je{l,2,...,n} — {u, v}, the jth element in text is the jth element in
the 7 (¢(j))th third of the input. The uth element in text is f(c,, r,) and the
vth element in fext is f(c,, r,).) The circuit C;, then runs V* on H, and text.
If V*(H, text) # (u,v), then C, stops outputtmg 0. If V¥H, text) =
(u,v), then C; uses the circuit Cn and stops outputting Cn(text, (u,v),
(Cur 1) (0y, 1) €40, 1},

We are interested in the behavior of the circuit C;, on the input distributions
f (msg,) and f (msg,). On input distribution f ( msgl) the circuit C,, runs
V* on input distribution f(msg“‘ W@y for (u,v)epx E and a # be,
{1,2,3}. On input distribution f (msg,), the circuit C/, runs V* on 1nput
dlstrlbutlon f (msgpy), for me,S,;, We consider two cases. The easy case is
the one where the d1str1bution of V*’s question (i.e., the edge it asks to reveal)
is substantially different on the two input distributions. In this case V™
constitutes a contradiction to Lemma 4.0. The second case is when the
distribution on V*’s question is indistinguishable (on the two input distribu-
tions) so that the circuit C,, runs the circuit C, with probability =1/m, on
both input distributions. In this case, the circuit C,, will distinguish the inputs
relying on the distinguishing gap of C,. A detailed argument follows.

Let D, (resp., D,) denote the probability distribution of zex?, constructed by
C;, on input distribution f,(msg,)(resp., f,(msg,)). The distribution D,
(resp., D,) depends on (u, v), 7, r,, r, chosen by C,. Fixing such a choice,
we get a distribution D{*-")7 "« (resp., Dy{*"™"«"), which is determined by
the input distribution f,(msg,) (resp., f,(msg,)). The distribution D>
consists of u — 1 encryptions of 0 followed by f(w(¢(u), r,)), another v — u
— 1 encryptions of 0, followed by f(#x(é(v),r,)) and n — v additional
encryptions of 0. The distribution D§**»™"" consists of the concatenation of
the distribution f, (7 (¢(1))), ..., f(w(p(u — 1))), the element
Sf(x(d(u), r,)), the distribution f (w(p(u + 1)), ..., f(w(d(v — 1)),
the element f(w(¢(Vv), r,)), and the distribution [f,(w(¢(v + 1))),
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s [ (w(é(n))). We first prove that V'*, invoked by the circuit, has essen-
tially the same output distribution, regardless of whether the input distribution
is D, or D,.

Cram 4.2.1

| Pr(V*(H,, DEren) = (u, v))
€
—Pr(V*(H,6 DMV ™) = (u,v))]| < —,
(VH(H,. Do mrer) = ()| < 2
where the probability is taken over all choices of (u, vyeE, n€S;, andr,,
r,€{0,1}", with uniform probability distribution.

Proor. Assuming on the contrary that Claim 4.2.1 does not hold, using an
averaging argument, we infer that there exist (fixed) #, v, and 7 such that p*
(with auxiliary input H) distinguishes D{“*»™"«" from D" ™" for r,,
r,e. 10,1}*. Noting that these distributions are probabilistic encryptions
of two n-element sequences, we derive a contradiction to Lemma 4.0 (by
constructing a circuit incorporating V* and H)). [

We are now ready to show that C/, distinguishes the encryption of msg, from
that of msg,.

Cram 4.2.2
€

| Pr(C;(f(msg,)) = 1) — Pr(C,(f(msg,)) = 1)| > o

Proor. Let £ be a random variable uniformly distributed upon E X S, X
{0,1}" x {0,1}". We use D! (resp., D%) as a shorthand of D{**»™ 7w’
(resp., Dy=¥r™ 7wy,

By the construction of C;, we have
Pr(Cy(f(msz)) = 1) = Pe(V*(H,. D) = (. ))

-Pr(C,(D§, &) = 1| V*(H, Df) = (u,v)), (1)
where & = ((u,v), w, r,,r,) € EXS;x{0,1}"x {0,1}" and &' =
(u, v), (w($(w)), ), (w($(v)), r,). Similarly,

Pr(Cy(J(msg;)) = 1) = Pe(V*(H,, Df) = (u,7))

-Pr(C, (D%, &) = 1| V¥*(H,, D}) = (u,v)). (2)

By Claim 2.1, we have
|Pr(V*(H,, Df) = (u,v)) — Pr(V*(H,, Di) = (u,v))| < ﬁ (3)

By observing that D$>™"»"v is independent of the choice of (u, v) € E as
long as we€, S; and r,, r, €5 {0, 1}", we get

Pr(V*(H,, Df) = (u,v)) = (4)

1
m
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and using the structure of (P, V'™*) we get

Pr(C,(D§. £) = 1| V*(H,, DS) = (1.v)) = P(C,(ILpy () = 1). (5)
By the construction of the simulator, M., we have

Pr(C,(DS. &) = 1| V*(H,, D) = (. v)) = Pr(C,(TL,,(H)) = 1). (6)
Combining (1-6) we get

- - 1 €

Pr(C’ =1) — Pr(C =1})j>—"A-—),

’ ( n(f(msgl)) ) I'( n(f(mSg2)) )' m 2m
where A is the absolute value of he difference between Pr(C,(11,,(H;)) = 1)
and Pr(C (Il 5, (H))) = 1).

Recalling that A > ¢, Claim 2.2 follows. [J

Once proved, Claim 2.2 contradicts Lemma 4.0, and thus our hypothesis that
{ M, (G} gease and {{P, V*)(G)}sepsc are polynomially distinguishable is
contradicted. Claim 4.2 follows. [J

Combining Claims 1 and 2, the Proposition follows. [

Remark 14. The above protocol needs m” rounds. There are two alterna-
tive ways of modifying the above protocol so to get a constant-round zero-
knowledge protocol for graph 3-colorability. In both modifications, the idea is
to have the verifier commit himself to all his queries (i.e., which edge he wants
to check for each copy of the colored graph) before the prover sends to the
verifier the corresponding colored graphs. The two modifications differ by the
manner in which the verifier commits to his queries. One modification is based
on the intractability of factoring or more generally on the existence of clawfree
pairs of one-way permutations (see [48] for definition). The second modifica-
tion is based on a relaxation of the definition of a proof system so that the
prover is also restricted to polynomial-time (and his ‘‘computational advantage’’
over the verifier consists of an auxiliary input). This relaxation, referred to as
an argument (see Section 1.4), is natural in the cryptographic applications. The
details of the first modification are currently being worked out by Oded
Goldreich and Ariel Kahn. Carrying out the sketch of the second modification is
much more involved and is a corollary of a recent work by Feige and Shamir
[28]. Assuming the existence of a bit commitment scheme (the same assumption
as the one made in this paper), they show that any language in NP has a
bounded-round (computational) zero-knowledge argument. Using a stronger
assumption, Brassard et al. independently showed that any language in NP has
a bounded-round perfect zero-knowledge argument [18]. The reader should
note that the three results mentioned above are incomparable: Goldreich and
Kahn use a specific intractability assumption and get a (computational) zero-
knowledge proof, Feige and Shamir use a general complexity assumption and
get a (computational) zero-knowledge argument, while Brassard et al. use a
specific intractability assumption (incomparable to the one of Goldreich and
Kahn) and get a perfect zero-knowledge argument.

Remark 15. Protocol 4 is zero-knowledge assuming that the encryption
function used is nonuniformly secure. We do not know whether Protocol 4
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remains zero-knowledge if the encryption function is ‘‘only’” (uniformly)
secure (i.e., cannot be ‘‘broken’’ by polynomial-time algorithms). A difficulty
encountered when trying to prove the statement is that the existence of a
sequence of graphs for which the simulator fails does not yield a contradiction
to the security of the encryption function, since there may be no efficient way to
generate these ‘‘problematic’” graphs. However, a weaker statement can be
proven. An interactive proof system will be called ‘‘zero-knowledge on sam-
pleable distributions’” if it is infeasible to find an instance (i.e., a triple
(x, ¥, ), where x is the common input, y is a private input for the prover and
z is a private input for the verifier) on which the simulator fails. For details,
see Goldreich [39].

Remark 16. Allowing the simulator to be expected polynomial-time (rather
than strictly probabilistic polynomial-time) is not essential to the zero-
knowledge property of Protocol 4, provided that the verifier is also restricted to
be strictly probabilistic polynomial-time. An easy modification of the simulation
makes it strictly polynomial-time without losing much in the quality of the
conversations produced. In the modified simulation, each round is repeated at
most m? times and the simulator stops in the (highly unlikely) case that all m*
triecs where unsuccessful. Thus, using ‘‘strictly polynomial time’’ instead of
““expected polynomial time’’ in the definition of zero-knowledge, we also get
that Protocol 4 is zero-knowledge.

3.2 Zero-KNowLEDGE ProoF Systems FOrR AL NP. The following theorem
asserts that every language L € NP has a zero-knowledge proof system. We
know of three alternative ways of proving the theorem. The first two ways
consist of incorporating the standard reductions into a protocol for 3-colorabil-
ity (either an arbitrary protocol or Protocol 4). A subtle difficulty arises from
the fact that the cheating verifier has x € L and not only the graph into which x
is mapped. This might assist him when trying to extract ‘‘knowledge’’ from the
proof that the corresponding graph is 3-colorable. We show that this cannot be
the case by using additional facts. The first alternative is to use the fact that the
reduction is invertible; while the second alternative is to use the fact that
Protocol 4 has been proven zero-knowledge using a black-box simulation (and
thus is “‘auxiliary input zero-knowledge’* {44, 60]). The third way to prove the
theorem consists of presenting a zero-knowledge proof system for L directly,
that is, using the nondeterministic circuit recognizing L (M. Blum, private
communication). Here, we use the first alternative.

THeorREM 5. If there exists a nonuniformly secure encryption function,
then every language in NP has a zero-knowledge interactive proof system.

Proor. (For NP-Completeness terminology and results consult [34].) Let
L e NP, and ¢ be the polynomial-time computable and invertible reduction of L
to 3-Colorability (G3C). Namely, ¢ is the composition of the standard reduc-
tion of L to 3SAT (obtained by Cook’s proof) and the standard reduction of
3SAT to G3C (presented in [34]). Recall that x € L iff #{x) is 3-colorable. A
zero-knowledge interactive proof system for L proceeds as follows:

On common input X, each party computes G < #(x). The prover uses an
(arbitrary) zero-knowledge interactive proof system to prove that G is 3-colora-
ble. The verifier acts according to the result of this subprotocol.
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Clearly, the above protocol constitutes an interactive proof system for L. To
see that the protocol is indeed zero-knowledge, one should note that 7 is
polynomial-time invertible (i.e., there exists a polynomial-time algorithm 7!
such that ™ '(#(x)) = x). Details follow:

Let V™ be an ITM that interacts with P, the prover specified for L. Note
that P applies algorithm 7 to the input x and initiates P, the prover
specified for G3C, on #(x). We consider the ITM V** which interacts with
Pg3c on common input #(x) and auxiliary input x (i.e., (Pgs0, V(X)) (1( X))
= (P, V*)(x)). Note that V**, which has an auxiliary input, is not of the
form allowing the application of the fact that P, is a zero-knowledge prover.
Instead, we construct an ITM ¥ *** that on input #(x), first computes x and
then applies V" **. (Here, we use the fact that ¢ is polynomial-time invertible.)
Now, by the fact that P, is a zero-knowledge prover, it follows that there
exists an M ... such that {(Pgyc, V***)(1(x))} o, and { My .(£(X)} o,
are polynomial indistinguishable. Let M, .(x) = M, ..(¢(x)). Since
(P, V*(x) equal {Pgse, VF*¥)(2(x)), the theorem follows. [

Theorem 6 adapts Theorem 5 to a cryptographic scenario in which all players
are bounded to efficient computation. What is needed is to notice that the
standard reductions also provide (implicitly) efficient transformation between
the solutions to the instances.

TueorREM 6. If there exists a nonuniformly secure encryption function,
then every language in NP has a zero-knowledge interactive proof system in
which the prover is a probabilistic polynomial-time machine that gets an
NP proof as an auxiliary input. (An NP proof of ““xe L’ is a sequence of
nondeterministic choices leading a fixed NP machine to accept x. For-
mally, let P,: {0,1}* x {0,1}* = {0, 1} be a polynomial-time computable
predicate such that xe L iff 3y such that P,(x, y) = 1. Then, y is called
an NP proof of ““xe L))

Proor. Let ¢ be as in the proof of Theorem 5. Let ¢’ be a polynomial-time
computable function transforming the sequence of nondeterministic choices
leading to acceptance of x into a proper 3-coloring of the graph #(x) (i.e., if
P,(x, y) = 1, then #'(y) is a 3-coloring of #(x)). Note that the fact that such a
function is polynomial-time computable is guaranteed by neither Karp’s nor
Cook’s definition of NP-completeness.'> Nevertheless, the standard reduction
of L to G3C, has this property. Recall that the prover in Protocol 4 may be a
probabilistic polynomial-time machine that gets a 3-coloring as an auxiliary
input. It follows that the prover in the protocol presented in the proof of
Theorem 5 may be a probabilistic polynomial-time machine that receives as
input xeL and y such that P,(x, y) = 1. (The prover computes G < #( x)
and ¢ < #’(y), and participates in Protocol 4 using the 3-coloring ¢ of G.)
The theorem follows. [

Remark 17. Another useful strengthening of the results of Theorems 5 and
6, is to prove that the interactive proof systems suggested above are in fact
““‘auxiliary input zero-knowledge.”’ Intuitively, this means that whatever the
verifier can efficiently compute after interacting with the prover on input x e L
and having additional information z, can be efficiently computable from x

12 Interestingly, polynomial-time computable transformation of witnesses is guaranteed by Levin's
definition of NP-completeness [56].
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and z (without interacting with anybody). Here the auxiliary input is to the
verifier who, even with it in his possession, cannot extract ‘‘knowledge’” from
the prover. It is easy to see that Protocol 4 as well as the protocol presented in
the proof of Theorem 5 are in fact auxiliary-input zero-knowledge. For further
details see [44] and [60]. The reason that this extension is important to
cryptographic applications is that in typical applications, zero-knowledge proof
systems are used as subprotocols inside another protocol. The party playing the
role of the verifier may have extra information, obtained in previous stages of
the protocol, which he might use in the (zero-knowledge) subprotocol in order
to try to extract ‘‘knowledge’” from his counterpart (who plays the prover).

Remark 18. Another issue of importance for practical applications is the
efficiency of a zero-knowledge proof system, and in particular the efficiency of
a zero-knowledge proof system for a language L as function of the nondeter-
ministic Turing machine complexity of L. There are two standard efficiency
measures that may be considered:

(1) The computational complexity of the proof system (i.e., number of steps
taken by either or both parties).

(2) The communication complexity of the proof system. Here one may
consider the number of interactions, and/or the total number of bits
exchanged.”® (For example, in Protocol 4 the number of interactions is
O(m?) and the number of bits exchanged is O(n® - m?).)

A nonstandard measure for the efficiency of a zero-knowledge proof system
is its tightness. Intuitively, tightness is the ratio between the time it takes
the simulator to simulate an interaction with the prover and the time the inter-
action really takes. Formally, the knowledge-tightness (tightness) of a zero-
knowledge proof system is a function 7: N — N (from integers to integers)
satisfying the following: For every polynomial-time ITMs V*, there exists a
machine M. such that { M, .(x)} .., is polynomially indistinguishable from
{P.V*)(X)} cp» and

time(M,.(x))
time(V*(x))

<] x]),

where time( A(x)) is the expected number of steps taken by the machine
(resp., ITM) A on input x. The definition of zero-knowledge only guarantees
that the knowledge-tightness does not have to grow faster than a polynomial.
However, the definition does not guarantee that the knowledge-tightness can
be bounded above by a parricular polynomial. It is easy to see that the
knowledge-tightness of Protocols 2 and 3 is a constant while the tightness of
Protocol 4 is m (i.e., the number of edges). We believe that the knowledge-
tightness of a protocol is the most important efficiency measure to be consid-
ered, and that it is very desirable to have it be a constant. Furthermore, using
the notion of knowledge-tightness one can introduce more refined notions of
zero-knowledge and in particular constant-tightness zero-knowledge. Such re-
fined notions may be applied in a nontrivial manner also to languages in P.

'3 A third measure. the importance of which has been realized only recently (see [55]), is the number of
“‘locked boxes’ to be used in a physical unplementation of the system.
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The protocols obtained in Theorems 5 and 6 are not the most efficient
possible. Protocols with constant knowledge-tightness and a number of itera-
tions which is (merely) super-logarithmic exist for all languages in NP (assum-
ing, of course, the existence of secure encryption). Suggestions are due to
J. Benaloh, M. Blum, D. Chaum, R. Impagliazzo, M. Rabin, A. Shamir and
possibly others. The most efficient suggestion (concurrently in all measures) is
a protocol that uses the circuit value problem. For more details, see [37].

3.3. ArrLicaTioNs —AN ExampLe.  Owing to its generality, Theorem 6 has a
dramatic effect on the design of cryptographic protocols. Let us demonstrate
this point by using Theorem 6 to present a simple solution to a problem that
until recently was considered very complex: verifiable secret sharing. The
more general implications of Theorem 6 are investigated in [42] and [43].

The notion of a verifiable secret sharing was presented by Chor et al. [21],
and constitutes a powerful tool for multiparty protocol design. Loosely speak-
ing, a verifiable secret sharing is an n + l-party protocol through which a
sender can distribute, to then receivers, pieces of a secret s recognizable
through an a priori known ‘‘encryption’ f(s). The n pieces should satisfy the
following three conditions (with respect to 1 < /< u < n):

(1) It is infeasible to obtain any knowledge about the secret from any / pieces;

(2) Given any u pieces, the entire secret can be easily computed;

(3) Given a piece, it is easy to verify that it belongs to a set satisfying condi-
tion (2).

The notion of a verifiable secret sharing differs from Shamir’s secret sharing
[65] (invented independently by Blakely [13]), in that the secret is recognizable
and that the pieces should be verifiable as authentic (i.e., condition (3)).

Following the first implementation presented in [21], improvements in effi-
ciency and ‘‘tolerance’’ appeared in [5] and (P. Feldman and S. Micali, private
communication). These solutions are conceptually complicated, and rely on
specific properties of particular encryption functions.

Assuming the existence of arbitrary one-way permutations, we present a
conceptually simple solution allowing # =/ + 1 < n. Our scheme combines
Theorem 6 with Shamir’s (nonverifiable) secret sharing [65]. Let p be a prime
and p = n. To share a secret s € GF( p) recognizable through r = f(s), the
sender proceeds as follows: First, the sender chooses at random an /-degree
polynomial over GF( p) with free term s, and evaluates it in # fixed nonzero
points (these are the pieces in Shamir’s scheme). Next, the sender encrypts the
ith piece using the public encryption algorithm of the ith receiver, and sends all
encrypted secrets to all receivers. Finally, the sender provides each receiver
with a zero-knowledge proof that the encrypted pieces correspond to the
evaluation of a single polynomial over GF( p), and that applying f to the free
term of this polynomial yields s. This statement is an NP-statement and hence
can be proven in zero-knowledge.

Recently, Feldman found a more efficient implementation of verifiable secret
sharing based on the intractability of factoring [29].

4. Conclusions

The primary motivation for the concept of zero-knowledge proof systems has
been their potential use in the design of cryptographic protocols. Early exam-
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ples of such use can be found in [23], [30], and [47]. The general results in this
paper allowed the presentation of automatic generators of two-party and multi-
party cryptographic protocols (see [69] and [43], respectively). Further im-
provements are reported in [33], [45], and [53].

An elegant model for the investigation of multiparty cryptographic protocols
was suggested in [12]. This model consists of processors connected in pairs via
private channels. The bad processors have infinite computing resources (and so
using computationally hard problems is useless). Hence, computational com-
plexity restrictions and assumptions are substituted by assumptions about the
communication model. Work in this model is inspired by our results and the
results in [43] but does not use them explicitly. In particular, an automatic
generator of protocols for this model, tolerating up to a < 3 fraction of
malicious processors, has been presented in [12] and [20]. Augmenting the
model by a broadcast channel, tolerance can be improved to < § fraction [62].
(The augmentation is necessary, as there are tasks that cannot be performed if a
third of the processors are malicious (e.g., Byzantine Agreement).) Beyond the 1
bound, only functions of special type (e.g., in the Boolean case only, the
exclusive-OR of locally computed functions) can be privately computed [22].

4.1. A *“‘Posrmive’” Use or NP-CompLETENESS. So far NP-completeness
results have mostly had a ‘‘negative’’ utility: It was (and is) the most practical
way to give evidence to the intractability of a problem. Here, we want to point
out a ‘“‘positive’’ use of NP-completeness: Its primary role in deriving the
general results of Theorems 5 and 6 (i.e., zero-knowledge proof systems for
every NP-statement) from Proposition 4 (i.e., a zero-knowledge proof system
for a particular NP-complete problem).
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