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Foreword

This is a set of lecture notes on cryptography compiled for 6.87s, a one week long course on cryptography
taught at MIT by Shafi Goldwasser and Mihir Bellare in the summers of 1996-2001. The notes were
formed by merging notes written for Shafi Goldwasser’s Cryptography and Cryptanalysis course at MIT with
notes written for Mihir Bellare’s Cryptography and network security course at UCSD. In addition, Rosario
Gennaro (as Teaching Assistant for the course in 1996) contributed Section 9.6, Section 11.4, Section 11.5,
and Appendix D to the notes, and also compiled, from various sources, some of the problems in Appendix E.

Cryptography is of course a vast subject. The thread followed by these notes is to develop and explain the
notion of provable security and its usage for the design of secure protocols.

Much of the material in Chapters 2, 3 and 7 is a result of scribe notes, originally taken by MIT graduate
students who attended Professor Goldwasser’s Cryptography and Cryptanalysis course over the years, and
later edited by Frank D’Ippolito who was a teaching assistant for the course in 1991. Frank also contributed
much of the advanced number theoretic material in the Appendix. Some of the material in Chapter 3 is
from the chapter on Cryptography, by R. Rivest, in the Handbook of Theoretical Computer Science.

Chapters 4, 5, 6, 8 and 10, and Sections 9.5 and 7.4.6, were written by Professor Bellare for his Cryptography

and network security course at UCSD.

All rights reserved.

Shafi Goldwasser and Mihir Bellare Cambridge, Massachusetts, August 2001.
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CHAPTER 1

Introduction to Modern Cryptography

Cryptography is about communication in the presence of an adversary. It encompasses many problems
(encryption, authentication, key distribution to name a few). The field of modern cryptography provides a
theoretical foundation based on which we may understand what exactly these problems are, how to evaluate
protocols that purport to solve them, and how to build protocols in whose security we can have confidence.
We introduce the basic issues by discussing the problem of encryption.

1.1 Encryption: Historical Glance

The most ancient and basic problem of cryptography is secure communication over an insecure channel.
Party A wants to send to party B a secret message over a communication line which may be tapped by an
adversary.

The traditional solution to this problem is called private key encryption. In private key encryption A and B
hold a meeting before the remote transmission takes place and agree on a pair of encryption and decryption
algorithms £ and D, and an additional piece of information S to be kept secret. We shall refer to S as the
common secret key. The adversary may know the encryption and decryption algorithms £ and D which are
being used, but does not know S.

After the initial meeting when A wants to send B the cleartext or plaintext message m over the insecure
communication line, A encrypts m by computing the ciphertext ¢ = £(S,m) and sends ¢ to B. Upon receipt,
B decrypts ¢ by computing m = D(S, ¢). The line-tapper (or adversary), who does not know S, should not
be able to compute m from c.

Let us illustrate this general and informal setup with an example familiar to most of us from childhood,
the substitution cipher. In this method A and B meet and agree on some secret permutation f: ¥ — %
(where X is the alphabet of the messages to be sent). To encrypt message m = my ...m, where m; € X,
A computes E(f,m) = f(mq)... f(my,). To decrypt ¢ = ¢1...c, where ¢; € ¥, B computes D(f,c) =
Y1) ... f~Yen) = my...my, = m. In this example the common secret key is the permutation f. The
encryption and decryption algorithms £ and D are as specified, and are known to the adversary. We note
that the substitution cipher is easy to break by an adversary who sees a moderate (as a function of the size
of the alphabet ¥) number of ciphertexts.

A rigorous theory of perfect secrecy based on information theory was developed by Shannon [186] in 1943.
L. In this theory, the adversary is assumed to have unlimited computational resources. Shannon showed

IShannon’s famous work on information theory was an outgrowth of his work on security ([187]).

11
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that secure (properly defined) encryption system can exist only if the size of the secret information S that
A and B agree on prior to remote transmission is as large as the number of secret bits to be ever exchanged
remotely using the encryption system.

An example of a private key encryption method which is secure even in presence of a computationally
unbounded adversary is the one time pad. A and B agree on a secret bit string pad = b1bs...b,, where
b; €r {0,1} (i.e pad is chosen in {0,1}" with uniform probability). This is the common secret key. To
encrypt a message m = mims ...m, where m; € {0,1}, A computes &(pad, m) = m @ pad (bitwise exclusive
or). To decrypt ciphertext ¢ € {0,1}", B computes D(pad,c) = pad ® ¢ = pad & (m & pad) = m. It is
easy to verify that Vm,c the Pp.q[E(pad,m) =] = Qi From this, it can be argued that seeing ¢ gives
“no information” about what has been sent. (In the sense that the adversary’s a posteriori probability of

predicting m given ¢ is no better than her a priori probability of predicting m without being given ¢.)

Now, suppose A wants to send B an additional message m’. If A were to simply send ¢ = £(pad, m’), then the
sum of the lengths of messages m and m’ will exceed the length of the secret key pad, and thus by Shannon’s
theory the system cannot be secure. Indeed, the adversary can compute &(pad, m) & E(pad,m’) = m & m/
which gives information about m and m’ (e.g. can tell which bits of m and m‘ are equal and which are
different). To fix this, the length of the pad agreed upon a-priori should be the sum total of the length of all
messages ever to be exchanged over the insecure communication line.

1.2 Modern Encryption: A Computational Complexity Based The-
ory

Modern cryptography abandons the assumption that the Adversary has available infinite computing re-
sources, and assumes instead that the adversary’s computation is resource bounded in some reasonable way.
In particular, in these notes we will assume that the adversary is a probabilistic algorithm who runs in
polynomial time. Similarly, the encryption and decryption algorithms designed are probabilistic and run in
polynomial time.

The running time of the encryption, decryption, and the adversary algorithms are all measured as a func-
tion of a security parameter k which is a parameter which is fixed at the time the cryptosystem is setup.
Thus, when we say that the adversary algorithm runs in polynomial time, we mean time bounded by some
polynomial function in k.

Accordingly, in modern cryptography, we speak of the infeasibility of breaking the encryption system and
computing information about exchanged messages where as historically one spoke of the impossibility of
breaking the encryption system and finding information about exchanged messages. We note that the
encryption systems which we will describe and claim “secure” with respect to the new adversary are not
“secure” with respect to a computationally unbounded adversary in the way that the one-time pad system
was secure against an unbounded adversary. But, on the other hand, it is no longer necessarily true that
the size of the secret key that A and B meet and agree on before remote transmission must be as long as
the total number of secret bits ever to be exchanged securely remotely. In fact, at the time of the initial
meeting, A and B do not need to know in advance how many secret bits they intend to send in the future.

We will show how to construct such encryption systems, for which the number of messages to be exchanged
securely can be a polynomial in the length of the common secret key. How we construct them brings us to
anther fundamental issue, namely that of cryptographic, or complexity, assumptions.

As modern cryptography is based on a gap between efficient algorithms for encryption for the legitimate
users versus the computational infeasibility of decryption for the adversary, it requires that one have available
primitives with certain special kinds of computational hardness properties. Of these, perhaps the most basic
is a one-way function. Informally, a function is one-way if it is easy to compute but hard to invert. Other
primitives include pseudo-random number gemerators, and pseudorandom function families, which we will
define and discuss later. From such primitives, it is possible to build secure encryption schemes.

Thus, a central issue is where these primitives come from. Although one-way functions are widely believed to
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exist, and there are several conjectured candidate one-way functions which are widely used, we currently do
not know how to mathematically prove that they actually exist. We shall thus design cryptographic schemes
assuming we are given a one-way function. We will use the conjectured candidate one-way functions for our
working examples, throughout our notes. We will be explicit about what exactly can and cannot be proved
and is thus assumed, attempting to keep the latter to a bare minimum.

We shall elaborate on various constructions of private-key encryption algorithms later in the course.

The development of public key cryptography in the seventies enables one to drop the requirement that A
and B must share a key in order to encrypt. The receiver B can publish authenticated? information (called
the public-key) for anyone including the adversary, the sender A, and any other sender to read at their
convenience (e.g in a phone book). We will show encryption algorithms in which whoever can read the
public key can send encrypted messages to B without ever having met B in person. The encryption system
is no longer intended to be used by a pair of prespecified users, but by many senders wishing to send secret
messages to a single recipient. The receiver keeps secret (to himself alone!) information (called the receiver’s
private key) about the public-key, which enables him to decrypt the cyphertexts he receives. We call such
an encryption method public key encryption.

We will show that secure public key encryption is possible given a trapdoor function. Informally, a trapdoor
function is a one-way function for which there exists some trapdoor information known to the receiver alone,
with which the receiver can invert the function. The idea of public-key cryptosystems and trapdoor functions
was introduced in the seminal work of Diffie and Hellman in 1976 [67, 68]. Soon after the first implementations
of their idea were proposed in [170], [164], [137].

A simple construction of public key encryption from trapdoor functions goes as follows. Recipient B can
choose at random a trapdoor function f and its associated trapdoor information ¢, and set its public key
to be a description of f and its private key to be ¢t. If A wants to send message m to B, A computes
E(f,m) = f(m). To decrypt ¢ = f(m), B computes f~1(c) = f~1(f(m)) = m. We will show that this
construction is not secure enough in general, but construct probabilistic variants of it which are secure.

1.3 A Short List of Candidate One Way Functions

As we said above, the most basic primitive for cryptographic applications is a one-way function which is
“easy” to compute but “hard” to invert. (For public key encryption, it must also have a trapdoor.) By
“easy”, we mean that the function can be computed by a probabilistic polynomial time algorithm, and by
“hard” that any probabilistic polynomial time (PPT) algorithm attempting to invert it will succeed with
“small” probability (where the probability ranges over the elements in the domain of the function.) Thus,
to qualify as a potential candidate for a one-way function, the hardness of inverting the function should not
hold only on rare inputs to the function but with high probability over the inputs.

Several candidates which seem to posses the above properties have been proposed.

1. Factoring. The function f : (z,y) — xy is conjectured to be a one way function. The asymptotically
proven fastest factoring algorithms to date are variations on Dixon’s random squares algorithm [126].

It is a randomized algorithm with running time L(n)v2 where L(n) = evV8n1oglosn  The number field
sieve by Lenstra, Lenstra, Manasee, and Pollard with modifications by Adlemann and Pomerance is a
factoring algorithm proved under a certain set of assumptions to factor integers in expected time

o((cto(1)(logn) 3 (loglogn) ¥)

[128, 3].

2. The discrete log problem. Let p be a prime. The multiplicative group Z; = ({z < p|(z,p) = 1},- mod p)
is cyclic, so that Z7 = {g* mod p|1 <i < p—1} for some generator g € Z . The function f : (p, g, z) —

2Saying that the information is “authenticated” means that the sender is given a guarantee that the information was
published by the legal receiver. How this can be done is discussed in a later chapter.
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(9* mod p, p, g) where p is a prime and g is a generator for Z, is conjectured to be a one-way function.
Computing f(p, g,x) can be done in polynomial time using repeated squaring. However, The fastest
known proved solution for its inverse, called the discrete log problem is the index-calculus algorithm,
with expected running time L(p)V? (see [126]). An interesting problem is to find an algorithm which
will generate a prime p and a generator g for Z;. It is not known how to find generators in polynomial
time. However, in [8], E. Bach shows how to generate random factored integers (in a given range
N

5 ... N). Coupled with a fast primality tester (as found in [126], for example), this can be used to

efficiently generate random tuples (p — 1,¢1,...,qx) with p prime. Then picking g € Z; at random, it
—1

can be checked if (g,p—1) = 1, Vg, gpq_z‘ mod p # 1, and g?~! mod p = 1, in which case order(g) = p—1

(order(g) = {g" mod p|1 < i < p—1}|). It can be shown that the density of Z generators is high

so that few guesses are required. The problem of efficiently finding a generator for a specific Z; is an

intriguing open research problem.

. Subset sum. Let a; € {0,1}",@ = (a1,...,an),8; € {0,1},8 = (s1,...,8,), and let f : (@,3) —

(@, >, s;a;). An inverse of (@, ., s;a;) under f is any (d,§}) so that > ., s;a; = Y., sia;. This
function f is a candidate for a one way function. The associated decision problem (given (@,y), does
there exists §'so that Z?:l s;a; = y?) is NP-complete. Of course, the fact that the subset-sum problem
is NP-complete cannot serve as evidence to the one-wayness of fis. On the other hand, the fact that
the subset-sum problem is easy for special cases (such as “hidden structure” and low density) can not
serve as evidence for the weakness of this proposal. The conjecture that f is one-way is based on the
failure of known algorithm to handle random high density instances. Yet, one has to admit that the
evidence in favor of this candidate is much weaker than the evidence in favor of the two previous ones.

. DES with fized message. Fix a 64 bit message M and define the function f(K) = DESk (M) which

takes a 56 bit key K to a 64 bit output f(K). This appears to be a one-way function. Indeed, this
construction can even be proven to be one-way assuming DES is a family of pseudorandom functions,
as shown by Luby and Rackoff [134].

. RSA. This is a candidate one-way trapdoor function. Let N = pqg be a product of two primes. It

is believed that such an N is hard to factor. The function is f(z) = ¢ mod N where e is relatively
prime to (p — 1)(¢ — 1). The trapdoor is the primes p, g, knowledge of which allows one to invert f
efficiently. The function f seems to be one-way. To date the best attack is to try to factor N, which
seems computationally infeasible.

In Chapter 2 we discuss formal definitions of one-way functions and are more precise about the above
constructions.

1.4 Security Definitions

So far we have used the terms “secure” and “break the system” quite loosely. What do we really mean?
It is clear that a minimal requirement of security would be that: any adversary who can see the ciphertext
and knows which encryption and decryption algorithms are being used, can not recover the entire cleartext.
But, many more properties may be desirable. To name a few:

1. It should be hard to recover the messages from the ciphertext when the messages are drawn from

arbitrary probability distributions defined on the set of all strings (i.e arbitrary message spaces). A
few examples of message spaces are: the English language, the set {0,1}). We must assume that the
message space is known to the adversary.

. It should be hard to compute partial information about messages from the ciphertext.

. It should be hard to detect simple but useful facts about traffic of messages, such as when the same

message is sent twice.
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4. The above properties should hold with high probability.

In short, it would be desirable for the encryption scheme to be the mathematical analogy of opaque envelopes
containing a piece of paper on which the message is written. The envelopes should be such that all legal
senders can fill it, but only the legal recipient can open it.

We must answer a few questions:

e How can “opaque envelopes” be captured in a precise mathematical definition? Much of Chapters 6
and 7 is dedicated to discussing the precise definition of security in presence of a computationally
bounded adversary.

e Are “opaque envelopes” achievable mathematically? The answer is positive . We will describe the the
proposals of private (and public) encryption schemes which we prove secure under various assumptions.

We note that the simple example of a public-key encryptions system based on trapdoor function, described
in the previous section, does not satisfy the above properties. We will show later, however, probabilistic
variants of the simple system which do satisfy the new security requirements under the assumption that
trapdoor functions exist. More specifically, we will show probabilistic variants of RSA which satisfy the new
security requirement under, the assumption that the original RSA function is a trapdoor function, and are
similar in efficiency to the original RSA public-key encryption proposal.

1.5 The Model of Adversary

The entire discussion so far has essentially assumed that the adversary can listen to cyphertexts being
exchanged over the insecure channel, read the public-file (in the case of public-key cryptography), generate
encryptions of any message on his own (for the case of public-key encryption), and perform probabilistic
polynomial time computation. This is called a passive adversary.

One may imagine a more powerful adversary who can intercept messages being transmitted from sender
to receiver and either stop their delivery all together or alter them in some way. Even worse, suppose the
adversary can request a polynomial number of cyphertexts to be decrypted for him. We can still ask whether
there exists encryption schemes (public or secret) which are secure against such more powerful adversaries.

Indeed, such adversaries have been considered and encryption schemes which are secure against them de-
signed. The definition of security against such adversaries is more elaborate than for passive adversaries.

In Chapters 6 and 7 we consider a passive adversary who knows the probability distribution over the message
space. We will also discuss more powerful adversaries and appropriate definitions of security.

1.6 Road map to Encryption

To summarize the introduction, our challenge is to design both secure private-key and public-key encryption
systems which provably meet our definition of security and in which the operations of encryption and
decryption are as fast as possible for the sender and receiver.

Chapters 6 and 7 embark on an in depth investigation of the topic of encryption, consisting of the following
parts. For both private-key and public-key encryption, we will:

e Discuss formally how to define security in presence of a bounded adversary.

e Discuss current proposals of encryption systems and evaluate them respect to the security definition
chosen.

e Describe how to design encryption systems which we can prove secure under explicit assumptions such
as the existence of one-way functions, trapdoor functions, or pseudo random functions.
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e Discuss efficiency aspects of encryption proposals, pointing out to possible ways to improve efficiency
by performing some computations off-line, in batch mode, or in a incremental fashion.

We will also overview some advanced topics connected to encryption such chosen-ciphertext security, non-
malleability, key-escrow proposals, and the idea of shared decryption among many users of a network.



CHAPTER 2

One-way and trapdoor functions

One Way functions, namely functions that are “easy” to compute and “hard” to invert, are an extremely
important cryptographic primitive. Probably the best known and simplest use of one-way functions, is for
passwords. Namely, in a time-shared computer system, instead of storing a table of login passwords, one can
store, for each password w, the value f(w). Passwords can easily be checked for correctness at login, but
even the system administrator can not deduce any user’s password by examining the stored table.

In Section 1.3 we had provided a short list of some candidate one-way functions. We now develop a theoretical
treatment of the subject of one-way and trapdoor functions, and carefully examine the candidate one-way
functions proposed in the literature. We will occasionaly refer to facts about number theory discussed in
Chapter C.

We begin by explaining why one-way functions are of fundamental importance to cryptography.

2.1 One-Way Functions: Motivation

In this section, we provide motivation to the definition of one-way functions. We argue that the existence of
one-way functions is a necessary condition to the existence of most known cryptographic primitives (including
secure encryption and digital signatures). As the current state of knowledge in complexity theory does not
allow to prove the existence of one-way function, even using more traditional assumptions as P # NP,
we will have to assume the existence of one-way functions. We will later try to provide evidence to the
plausibility of this assumption.

As stated in the introduction chapter, modern cryptography is based on a gap between efficient algorithms
guaranteed for the legitimate user versus the unfeasibility of retrieving protected information for an adversary.
To make the following discussion more clear, let us concentrate on the cryptographic task of secure data
communication, namely encryption schemes.

In secure encryption schemes, the legitimate user is able to decipher the messages (using some private infor-
mation available to him), yet for an adversary (not having this private information) the task of decrypting
the ciphertext (i.e., “breaking” the encryption) should be infeasible. Clearly, the breaking task can be per-
formed by a non-deterministic polynomial-time machine. Yet, the security requirement states that breaking
should not be feasible, namely could not be performed by a probabilistic polynomial-time machine. Hence,
the existence of secure encryption schemes implies that there are tasks performed by non-deterministic
polynomial-time machines yet cannot be performed by deterministic (or even randomized) polynomial-time
machines. In other words, a necessary condition for the existence of secure encryption schemes is that NP
is not contained in BPP (and hence that P # N'P).

17
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However, the above mentioned necessary condition (e.g., P # AN'P) is not a sufficient one. P # NP only
implies that the encryption scheme is hard to break in the worst case. It does not rule-out the possibility
that the encryption scheme is easy to break in almost all cases. In fact, one can easily construct “encryption
schemes” for which the breaking problem is NP-complete and yet there exist an efficient breaking algorithm
that succeeds on 99% of the cases. Hence, worst-case hardness is a poor measure of security. Security requires
hardness on most cases or at least average-case hardness. Hence, a necessary condition for the existence of
secure encryption schemes is the existence of languages in AP which are hard on the average. Furthermore,
P # NP is not known to imply the existence of languages in NP which are hard on the average.

The mere existence of problems (in NP) which are hard on the average does not suffice. In order to be able to
use such problems we must be able to generate such hard instances together with auxiliary information which
enable to solve these instances fast. Otherwise, the hard instances will be hard also for the legitimate users
and they gain no computational advantage over the adversary. Hence, the existence of secure encryption
schemes implies the existence of an efficient way (i.e. probabilistic polynomial-time algorithm) of generating
instances with corresponding auxiliary input so that

(1) it is easy to solve these instances given the auxiliary input; and
(2) it is hard on the average to solve these instances (when not given the auxiliary input).

We avoid formulating the above “definition”. We only remark that the coin tosses used in order to generate
the instance provide sufficient information to allow to efficiently solve the instance (as in item (1) above).
Hence, without loss of generality one can replace condition (2) by requiring that these coin tosses are hard to
retrieve from the instance. The last simplification of the above conditions essentially leads to the definition
of a one-way function.

2.2  One-Way Functions: Definitions

In this section, we present several definitions of one-way functions. The first version, hereafter referred to
as strong one-way function (or just one-way function), is the most convenient one. We also present weak
one-way functions which may be easier to find and yet can be used to construct strong one way functios,
and non-uniform one-way functions.

2.2.1 (Strong) One Way Functions

The most basic primitive for cryptographic applications is a one-way function. Informally, this is a function
which is “easy” to compute but “hard” to invert. Namely, any probabilistic polynomial time (PPT) algo-
rithm attempting to invert the one-way function on a element in its range, will succeed with no more than
“negligible” probability, where the probability is taken over the elements in the domain of the function and
the coin tosses of the PPT attempting the inversion.

This informal definition introduces a couple of measures that are prevalent in complexity theoretic cryptog-
raphy. An easy computation is one which can be carried out by a PPT algorithm; and a function v: N — R
is negligible if it vanishes faster than the inverse of any polynomial. More formally,

Definition 2.1 v is negligible if for every constant ¢ > 0 there exists an integer k. such that v(k) < k=€ for
all k> k.. |

Another way to think of it is v(k) = k=<1,

A few words, concerning the notion of negligible probability, are in place. The above definition and discussion
considers the success probability of an algorithm to be negligible if as a function of the input length the suc-
cess probability is bounded by any polynomial fraction. It follows that repeating the algorithm polynomially
(in the input length) many times yields a new algorithm that also has a negligible success probability. In
other words, events which occur with negligible (in n) probability remain negligible even if the experiment
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is repeated for polynomially (in k) many times. Hence, defining negligible success as “occurring with proba-
bility smaller than any polynomial fraction” is naturally coupled with defining feasible as “computed within
polynomial time”. A “strong negation” of the notion of a negligible fraction/probability is the notion of a
non-negligible fraction/probability. we say that a function v is non-negligible if there exists a polynomial p
such that for all sufficiently large k’s it holds that v(k) > ﬁ. Note that functions may be neither negligible
nor non-negligible.

Definition 2.2 A function f: {0,1}* — {0,1}* is one-way if:
(1) there exists a PPT that on input  output f(z);

(2) For every PPT algorithm A there is a negligible function v4 such that for sufficiently large k,

Plf(x)=y: a0}y f@) s 2 = A0S | < valh)

Remark 2.3 The guarantee is probabilistic. The adversary is not unable to invert the function, but has
a low probability of doing so where the probability distribution is taken over the input x to the one-way
function where x if of length k&, and the possible coin tosses of the adversary. Namely, x is chosen at random
and y is set to f(z). |

Remark 2.4 The advsersary is not asked to find x; that would be pretty near impossible. It is asked to
find some inverse of y. Naturally, if the function is 1-1 then the only inverse is z. |

Remark 2.5 Note that the adversary algorithm takes as input f(z) and the security parameter 1% (expressed
in unary notatin) which corresponds to the binary length of x. This represents the fact the adversary can
work in time polynomial in |z|, even if f(x) happends to be much shorter. This rules out the possibility that
a function is considered one-way merely because the inverting algorithm does not have enough time to print
the output. Consider for example the function defined as f(x) =y where y is the log k least significant bits
of x where |z| = k. Since the |f(z)| = log|z| no algorithm can invert f in time polynomial in |f(z)], yet
there exists an obvious algorithm which finds an inverse of f(z) in time polynomial in |z|. Note that in the
special case of length preserving functions f (i.e., |f(x)| = |z| for all 2’s), the auxiliary input is redundant.

Remark 2.6 By this definition it trivially follows that the size of the output of f is bounded by a polynomial
in k, since f(x) is a poly-time computable. 1

Remark 2.7 The definition which is typical to definitions from computational complexity theory, works
with asymptotic complexity—what happens as the size of the problem becomes large. Security is only asked
to hold for large enough input lengths, namely as k goes to infinity. Per this definition, it may be entirely
feasible to invert f on, say, 512 bit inputs. Thus such definitions are less directly relevant to practice, but
useful for studying things on a basic level. To apply this definition to practice in cryptography we must
typically envisage not a single one-way function but a family of them, parameterized by a security parameter
k. That is, for each value of the security parameter k there is be a specific function f : {0,1}* — {0,1}*.
Or, there may be a family of functions (or cryptosystems) for each value of k. We shall define such familes
in subsequent section. |

The next two sections discuss variants of the strong one-way function definition. The first time reader is
encouraged to directly go to Section 2.2.4.
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2.2.2 Weak One-Way Functions

One way functions come in two flavors: strong and weak. The definition we gave above, refers to a strong
way function. We could weaken it by replacing the second requirement in the definition of the function by
a weaker requirement as follows.

Definition 2.8 A function f: {0,1}* — {0,1}* is weak one-way if:
(1) there exists a PPT that on input x output f(z);
(2) There is a polynomial functions @ such that for every PPT algorithm A, and for sufficiently large k,

R . 1
Pl Ay e & 005y f@) 2= A0%y) | 2 5o

The difference between the two definitions is that whereas we only require some non-negligible fraction of
the inputs on which it is hard to invert a weak one-way function, a strong one-way function must be hard to
invert on all but a negligible fraction of the inputs. Clearly, the latter is preferable, but what if only weak
one-way functions exist 7 Our first theorem is that the existence of a weak one way function implies the
existence of a strong one way function. Moreover, we show how to construct a strong one-way function from
a weak one. This is important in practice as illustarted by the following example.

Example 2.9 Consider for example the function f : Z x Z +— Z where f(z,y) = « -y. This function can be
easily inverted on at least half of its outputs (namely, on the even integers) and thus is not a strong one way
function. Still, we said in the first lecture that f is hard to invert when z and y are primes of roughly the
same length which is the case for a polynomial fraction of the k-bit composite integers. This motivated the
definition of a weak one way function. Since the probability that an k-bit integer x is prime is approximately
1/k, we get the probability that both z and y such that |z| = |y| = k are prime is approximately 1/k2. Thus,
for all k, about 1 — k% of the inputs to f of length 2k are prime pairs of equal length. It is believed that no
adversary can invert f when z and y are primes of the same length with non-negligible success probability,
and under this belief, f is a weak one way function (as condition 2 in the above definition is satisfied for

Q(k) = O0(k*)). 1

Theorem 2.10 Weak one way functions exist if and only if strong one way functions exist. |

Proof Sketch: By definition, a strong one way function is a weak one way function. Now assume that f is
a weak one way function such that @) is the polynomial in condition 2 in the definition of a weak one way
function. Define the function

filxr...an) = f(z1) ... f(zn)
where N = 2kQ(k) and each z; is of length k.

We claim that f; is a strong one way function. Since f; is a concatenation of N copies of the function f,
to correctly invert f1, we need to invert f(z;) correctly for each i. We know that every adversary has a
probability of at least @ to fail to invert f(z) (where the probability is taken over z € {0,1}* and the
coin tosses of the adversary), and so intuitively, to invert f; we need to invert O(kQ(k)) instances of f. The
probability that the adversary will fail for at least one of these instances is extremely high.

The formal proof (which is omitted here and will be given in appendix) will take the form of a reduction;
that is, we will assume for contradiction that f; is not a strong one way function and that there exists some
adversary A; that violates condition 2 in the definition of a strong one way function. We will then show that
Aj can be used as a subroutine by a new adversary A that will be able to invert the original function f with
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probability better than 1 — m (where the probability is taken over the inputs z € {0,1}* and the coin
tosses of A). But this will mean that f is not a weak one way function and we have derived a contradiction.

This proof technique is quite typical of proofs presented in this course. Whenever such a proof is presented
it is important to examine the cost of the reduction. For example, the construction we have just outlined is
not length preserving, but expands the size of the input to the function quadratically.

2.2.3 Non-Uniform One-Way Functions

In the above two definitions of one-way functions the inverting algorithm is probabilistic polynomial-time.
Stronger versions of both definitions require that the functions cannot be inverted even by non-uniform
families of polynomial size algorithm We stress that the “easy to compute” condition is still stated in terms
of uniform algorithms. For example, following is a non-uniform version of the definition of (strong) one-way
functions.

Definition 2.11 A function f is called non-uniformly strong one-way if the following two conditions hold
(1) easy to compute: as before There exists a PPT algorithm to compute for f.

(2) hard to invert: For every (even non-uniform) family of polynomial-size algorithms A = { M} }ren, there
exists a negligble v4 such that for all sufficiently large k’s

P/() Ay o {015y f(@) 5 2= Muly) | < valk)

Note that it is redundent to give 1* as an auxiliary input to M.

It can be shown that if f is non-uniformly one-way then it is (strongly) one-way (i.e., in the uniform sense).
The proof follows by converting any (uniform) probabilistic polynomial-time inverting algorithm into a non-
uniform family of polynomial-size algorithm, without decreasing the success probability. Details follow. Let
A’ be a probabilistic polynomial-time (inverting) algorithm. Let r; denote a sequence of coin tosses for A’
maximizing the success probability of A’. The desired algorithm M)}, incorporates the code of algorithm A’
and the sequence 7, (which is of length polynomial in k).

It is possible, yet not very plausible, that strongly one-way functions exist and but there are no non-uniformly
one-way functions.

2.2.4 Collections Of One Way Functions

Instead of talking about a single function f : {0,1}* — {0,1}*, it is often convenient to talk about collections
of functions, each defined over some finite domain and finite ranges. We remark, however, that the single
function format makes it easier to prove properties about one way functions.

Definition 2.12 Let I be a set of indices and for i € I let D; and R; be finite. A collection of strong one
way functions is a set F' = {f; : D; — R, }ier satisfying the following conditions.

(1) There exists a PPT S; which on input 1*¥ outputs an i € {0,1}* NI
(2) There exists a PPT Sy which on input ¢ € I outputs z € D;
(8) There exists a PPT A; such that for i € I and « € D;, A1(i,x) = fi(x).
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(4) For every PPT A there exists a negligible v4 such that V k large enough
Plfiz)=y i 515 28 D; sy filw) ; 2= AGy) | < valk)

(here the probability is taken over choices of ¢ and z, and the coin tosses of A).

In general, we can show that the existence of a single one way function is equivalent to the existence of a
collection of one way functions. We prove this next.

Theorem 2.13 A collection of one way functions exists if and only if one way functions exist. |

Proof: Suppose that f is a one way function.

Set F'= {f; : D; — Ri}ics where I = {0,1}* and for i € I, take D; = R; = {0,1}Il and f;(z) = f(x).
Furthermore, S; uniformly chooses on input 1%, i € {0,1}*, Sy uniformly chooses on input i, * € D; =
{0,1}1 and A, (i,z) = fi(x) = f(z). (Note that f is polynomial time computable.) Condition 4 in the
definition of a collection of one way functions clearly follows from the similar condition for f to be a one way
function.

Now suppose that F = {f; : D; — R;}ics is a collection of one way functions. Define fr(1¥,ry,75) =
A1 (S1(1%,71), S2(S1(1%,71),72)) where Ay, S;, and Sy are the functions associated with F as defined in
Definition 2.12. In other words, fr takes as input a string 1% o7, org where 11 and 74 will be the coin tosses
of S7 and Ss, respectively, and then

e Runs S; on input 1 using the coin tosses r; to get the index i = S;(1%,7) of a function f; € F.
e Runs S5 on the output 7 of Sy using the coin tosses 9 to find an input x = S5(7,r3).

e Runs A; on i and z to compute fr(1%,r, 7)) = A1(i,2) = fi(x).

Note that randomization has been restricted to the input of fr and since A; is computable in polynomial
time, the conditions of a one way function are clearly met. |

A possible example is the following, treated thoroughly in Section 2.3.

Example 2.14 The hardness of computing discrete logarithms yields the following collection of functions.
Define EXP = {EXP, ,(i) = g* mod p, EXPp,g: Z, — Zy}<pg>er for I = {<p,g > pprime, g generator
for Z*}. |

P

2.2.5 Trapdoor Functions and Collections

Infromally, a trapdoor function f is a one-way function with an extra property. There also exists a secret
inverse function (thetrapdoor) that allows its possessor to efficiently invert f at any point in the domain
of his choosing. It should be easy to compute f on any point, but infeasible to invert f on any point
without knowledge of the inverse function . Moreover, it should be easy to generate matched pairs of f’s and
corresponding trapdoor. Once a matched pair is generated, the publication of f should not reveal anything
about how to compute its inverse on any point.

Definition 2.15 A trapdoor function is a one-way function f : {0,1}* — {0,1}* such that there exists a
polynomial p and a probabilistic polynomial time algorithm I such that for every k there exists an t;, € {0,1}*
such that |tx| < p(k) and for all x € {0,1}*, I(f(x),tx) = y such that f(y) = f(z). |
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An example of a function which may be trapdoor if factoring integers is hard was proposed by Rabin[164].
Let f(x,n) = 22 mod n where n = pq a product of two primes and z € Z}. Rabin[164] has shown that
inverting f is easy iff factoring composite numbers product of two primes is easy. The most famous candidate
trapdoor function is the RSA[170] function f(z,n,l) = 2! mod n where (I, ¢(n)) = 1.

Again it will be more convenient to speak of families of trapdoor functions parameterized by security pa-
rameter k.

Definition 2.16 Let I be a set of indices and for i € I let D; be finite. A collection of strong one way
trapdoor functions is a set F' = {f; : D; — D, };cs satisfying the following conditions.

(1) There exists a polynomial p and a PTM S; which on input 1* outputs pairs (i,¢;) where i € IN{0,1}*
and |¢;| < p(k) The information ¢; is referred to as the trapdoor of i.

(2) There exists a PTM Sy which on input ¢ € I outputs x € D;
(3) There exists a PTM A; such that for i € I, z € D; A1(i,z) = fi(x).

(4) There exists a PTM As such that Ay (i, t;, fi(z)) =  for all z € D; and for all ¢ € I (that is, f; is easy
to invert when ¢; is known).

(5) For every PPT A there exists a negligble v4 such that V k large enough

Plfiz)=y:i® 1 a&Disye filw) s 2 Aly) | < va(k)

A possible example is the following treated in in detail in the next sections.

Example 2.17 [The RSA collections of possible trapdoor functions | Let p, ¢ denote primes, n = pq, Z; =
{1 <z <n,(z,n) = 1} the multiplicative group whose cardinality is p(n) = (p —1)(¢ — 1), and e € Z,_4
relatively prime to ¢(n). Our set of indices will be I = {< n, e > such that n = pq |p| = |¢|} and the trapdoor
associated with the particular index < n,e > be d such that ed = 1 mod ¢(n). Let RSA = {RSA e> :

Zk — Z'} epeser where RSA o~ (z) =2° mod n |

2.3 In Search of Examples

Number theory provides a source of candidates for one way and trapdoor functions. Let us start our search
for examples by a digression into number theorey. See also the mini-course on number theory in Appendix C.

Calculating Inverses in Z;

Consider the set Zy = {z : 1 <2 < p and ged(xz,p) = 1} where p is prime. Z is a group under multiplicaton
modulo p. Note that to find the inverse of x € Z; that is, an element y € Z; such that yz =1 mod p, we
can use the Euclidean algorithm to find integers y and z such that yz + zp = 1 = ged(z, p). Then, it follows
that yx = 1 mod p and so y mod p is the desired inverse.

The Euler Totient Function ¢(n)

Euler’s Totient Function ¢ is defined by ¢(n) = [{z : 1 <z < p and ged(z,n) = 1}. The following are facts
about .

(1) For p a prime and o > 1, o(p®) = p*~L(p —1).
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(2) For integers m,n with ged(m,n) = 1, p(mn) = o(m)e(n).

Using the rules above, we can find ¢ for any n because, in general,

k
p(n) = @(Hm‘”)

Z; Is Cyclic

A group G is cyclic if and only if there is an element g € G such that for every a € G, there is an integer ¢
such that g* = a. We call g a generator of the group G and we denote the index i by ind,(a).

Theorem 2.18 (Gauss) If p is prime then Z, is a cyclic group of order p — 1. That is, there is an element
g € Z} such that g"~' = 1mod p and g* # 1mod p for i <p—1. 1

[ From Theorem 2.18 the following fact is immediate.

*

Fact 2.19 Given a prime p, a generator g for Z,

such that a = ¢*. |

and an element a € Zy, there is a unique 1 <7 <p—1

The Legendre Symbol

Fact 2.20 If p is a prime and g is a generator of Zj, then

¢°=g"¢°modp<c=a+bmodp—1

¢From this fact it follows that there is an homomorphism f : Zy — Z,_1 such that f(ab) = f(a) + f(b). As
a result we can work with Z, ; rather than Z; which sometimes simplifies matters. For example, suppose
we wish to determine how many elements in Zj are perfect squares (these elements will be referred to as
quadratic residues modulo p). The following lemma tells us that the number of quadratic residues modulo p
i L1Z;).

Lemma 2.21 a € Z} is a quadratic residue modulo p if and only if a = g” mod p where x satisfies 1 <z <
p—1andis even. |

Proof: Let g be a generator in Zj.

(<) Suppose an element a = g2* for some x. Then a = s? where s = g°.

(=) Consider the square of an element b = ¢g¥. b?> = ¢g*¥ = g° mod p where e is even since 2y is reduced
modulo p — 1 which is even. Therefore, only those elements which can be expressed as g°, for e an even
integer, are squares. |

Consequently, the number of quadratic residues modulo p is the number of elements in Z;, which are an even
power of some given generator g. This number is clearly %\Z;\
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The Legendre Symbol J,(x) specifies whether z is a perfect square in Z;, where p is a prime.

1 if z is a square in Zj

Jp(x)=< 0 if ged(z,p) #1
—1 if z is not a square in Zj

The Legendre Symbol can be calculated in polynomial time due to the following theorem.
Theorem 2.22 [Euler’s Criterion] J,(z) = 2" modp. |

Using repeated doubling to compute exponentials, one can calculate 2% in O(|p|®) steps. Though this
J,(x) can be calculated when p is a prime, it is not known how to determine for general = and n, whether
x is a square in Z.

2.3.1 The Discrete Logarithm Function

Let EXP be the function defined by EXP(p, g, 2) = (p, g, ¢* mod p). We are particularly interested in the case
when p is a prime and g is a generator of Z;. Deine an index set I = {(p, g) : p is prime and g is a generator of Z}.
For (p,g) € I, it follows by Fact 2.19 that EXP(p, g,z) has a unique inverse and this allows us to define

for y € Z; the discrete logarithm function DL by DL(p, g,y) = (p, g, z) where x € Z;,_; and ¢g* = y mod p.
Given p and g, EXP(p, g, z) can easily be computed in polynomial time. However, it is unknown whether or

not its inverse DL can be computed in polynomial time unless p— 1 has very small factors (see [158]). Pohlig

and Hellman [158] present effective techniques for this problem when p — 1 has only small prime factors.

The best fully proved up-to-date algorithm for computing discrete logs is the Index-calculus algorithm. The

expected running time of such algorithm is polynomial in eV*°8* where k is the size of the modulos p.
There is a recent variant of the number field sieve algorithm for discrete logarithm which seems to work in

faster running time of e(¥1°8 BERST interesting to note that working over the finite field GF(2¥) rather than
working modulo p seems to make the problem substantially easier (see Coppersmith [57] and Odlyzko [152]).
Curiously, computing discrete logarithms and factoring integers seem to have essentially the same difficulty
at least as indicated by the current state of the art algorithms.

With all this in mind, we consider EXP a good candidate for a one way function. We make the following
explicit assumption in this direction. The assumption basically says that there exists no polynomial time
algorithm that can solvethe discrete log problem with prime modulos.

Strong Discrete Logarithm Assumption (DLA):! For every polynomial @@ and every PPT A, for all
sufficiently large k,

1
Pr[A(p, g,y) = z such that y = ¢° mod p where 1 <z <p—-1]< W

(where the probability is taken over all primes p such that |p| < k, the generators g of Z,, v € Z; and the
coin tosses of A).

An immediate consequence of this assumption we get

Theorem 2.23 Under the strong discrete logarithm assumption there exists a strong one way function;
namely, exponentiation modulo a prime p. |

1We note that a weaker assumption can be made concerning the discrete logarithm problem, and by the standard construction

one can still construct a strong one-way function. We will assume for the purpose of the course the first stronger assumption.

Weak Discrete Logarithm Assumption: There is a polynomial @ such that for every PTM A there exists an integer ko
1

such that Vk > ko Pr[A(p, g,y) = x such that y = ¢* mod p where 1 <z <p—-1]<1— I0] (where the probability is taken

over all primes p such that |p| < k, the generators g of Z}, z € Zy and the coin tosses of A).
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Some useful properties of EXP and DL follow.

Remark 2.24 If DL(p, g1, y) is easy to calculate for some generator g1 € Z,, then it is also easy to calculate
DL(p, g2,y) for any other generator go € Z;. (The group Z; has (p — 1) generators.) To see this suppose
that ©1 = DL(p, g1,y) and x5 = DL(p, g2,y). If go = g1* mod p where ged(z,p — 1) then y = ¢1*2* mod p
and consequently, 2 = z~'xz; mod p — 1.

The following result shows that to efficiently calculate DL(p, g,y) for (p,g) € I it will suffice to find a
polynomial time algorithm which can calculate DL(p, g, y) on at least a m fraction of the possible inputs
y € Z;, for some polynomial Q.

Proposition 2.25 Let ¢, 6 € (0,1) and let S be a subset of the prime integers. Suppose there is a proba-
bilistic algorithm A such that for all primes p € S and for all generators g of Z;

Pr[A(p, g,y) = x such that ¢ =y mod p] > €

(where the probability is taken over y € Z; and the coin tosses of A) and A runs in time polynomial in |p|.
Then there is a probabilistic algorithm A’ running in time polynomial in e, 6=, and |p| such that for all
primes p € S, generators g of Z;, and y € Z;

Pr[A’(p, g,y) = x such that ¢* =y mod p| > 1 — 4§

(where the probability is taken over the coin tosses of A’). |

Proof: Choose the smallest integer N for which QLN < 4.

Consider the algorithm A’ running as follows on inputs p € S, g a generator of Zy and y € Z,.

Repeat e ' N times.
Randomly choose z such that 1 <z <p—1.

Let w = A(p,9,9%y)
If A succeeds then g = g*y = ¢ mod p where x = DL, 4 (y)

and therefore DL, 4(y) = w — z mod p — 1.
Otherwise, continue to next iteration.
End loop

We can estimate the probability that A’ fails:

Pr[A’(p, g,y) fails] = Pr[A single iteration of the loop of A’ fails]é_lN
eTIN
<(1—e)
< (e7N)
<4

Note that since N = O(log(6 1)) = O(671), A’ is a probabilistic algorithm which runs in time polynomial
ine ! 671 and [p|. |
The discrete logarithm problem also yields the following collection of functions.
Let I = {(p,g) : p is prime and g is a generator of Z;} and define
EXP = {EXPy 4 : Zy—1 — Z,, where EXP,, ;(z) = g" mod p},,g)er-

Then, under the strong discrete logarithm assumption, EXP is a collection of strong one way functions. This
claim will be shown to be true next.
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Theorem 2.26 Under the strong discrete logarithm assumption there exists a collection of strong one way
functions. |

Proof: We shall show that under the DLA EXP is indeed a collection of one way functions. For this we
must show that it satisfies each of the conditions in the definition of a collection of one way functions.

For condition 1, define S; to run as follows on input 1%.

(1) Run Bach’s algorithm (given in [8]) to get a random integer n such that |n| = k along with its factor-
ization.
(2) Test whether n + 1 is prime. See primality testing in section C.9.

(3) Ifso, let p=mn+ 1. Given the prime factorization of p — 1 we look for generators g of Z5 as follows.

(1) Choose g € Z; at random.

p—1
(2) Ifp—-1= Hq,;‘“ is the prime factorization of p — 1 then for each ¢; check that g % # 1 mod p.

2

If so, then g is a generator of Z;. Output p and g.

Otherwise, repeat from step 1.

Claim 2.27 g is a generator of Z; if for each prime divisor ¢ of p — 1, ng_l #%1modp. 1

Proof: The element g is a generator of Z if g"~! = 1 mod p and g7 # 1 mod p for all j such that 1 < j < p—1;
that is, g has order p — 1 in Zj.

Now, suppose that g satisfies the condition of Claim 2.27 and let m be the order of g in Z7. Then m |p—1.
If m < p—1 then there exists a prime ¢ such that m | %; that is, there is an integer d such that md = pq;l.
—1
Therefore ng = (gm)d = 1 mod n contradicting the hypothesis. Hence, m = p — 1 and g is a generator of
/A |
P

Also, note that the number of generators in Zj is ¢(p — 1) and in [172] it is shown that

k

wlk) > 6loglogk’

Thus we expect to have to choose O(loglogp) candidates for g before we obtain a generator. Hence, S; runs
in expected polynomial time.

For condition 2 in the definition of a collection of one way functions, we can define Sy to simply output
x € Zp_q at random given i = (p, g).

Condition 3 is true since the computation of g* mod p can be performed in polynomial time and condition
4 follows from the strong discrete logarithm assumption. |

2.3.2 The RSA function

In 1977 Rivest, Shamir, and Adleman [170] proposed trapdoor function candidate motivated by finding a
public-key cryptosystem satisfying the requirements proposed by Diffie and Hellman. The trapdoor function
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proposed is RSA(n,e,z) = z° mod n where the case of interest is that n is the product of two large primes
p and ¢ and ged(e, ¢(n)) = 1. The corresponding trapdoor information is d such that d - e = 1 mod ¢(n).

Viewd as a collection, let RSA = {RSA,, . : Z;, — Z;, where RSA,, .(z) = 2° mod n}(, e)er. for I = {<
n,e>s.t.n=pq|p| =gl (e, p(n)) =1} .

RSA is easy to compute. How hard is it to invert? We know that if we can factor n we can invert RSA
via the Chinese Remainder Theorem, however we don’t know if the converse is true. Thus far, the best way
known to invert RSA is to first factor n. There are a variety of algorithms for this task. The best running

time for a fully proved algorithm is Dixon’s random squares algorithms which runs in time O(eV1°&n o8 log ™.
In practice we may consider others. Let £ = |p| where p is the smallest prime divisor of n. The Elliptic Curve

algorithm takes expected time O(eV?¢1°6%). The Quadratic Sieve algorithm runs in expected O(eVnnnnny,
Notice the difference in the argument of the superpolynomial component of the running time. This means
that when we suspect that one prime factor is substantially smaller than the other, we should use the Elliptic
Curve method, otherwise one should use the Quadratic sieve. The new number field sieve algorithm seems to
achieve a O(el'g(”1 n)'/?(Inln ”)2/3) running time which is a substantial improvement asymptotically although
in practice it still does not seem to run faster than the Quadratic Sieve algorithm for the size of integers

which people currently attempt to factor. The recommended size for n these days is 1024 bits.

With all this in mind, we make an explicit assumption under which one can prove that RSA provides a
collection of trapdoor functions.

Strong RSA Assumption:? Let H, = {n = pq : p # q are primes and |p| = |¢| = k}. Then for every

polynomial @) and every PTM A, there exists an integer kg such that Vk > ko
Pr[A(n,e,RSA, (z)) = 2] < o

(where the probability is taken over all n € Hy, e such that ged(e, p(n)) =1, € Z7, and the coin tosses of
A).

We need to prove some auxilary claims.

Claim 2.28 For (n,e) € I, RSA,, . is a permutation over Z7. |

Proof: Since ged(e, p(n)) = 1 there exists an integer d such that ed = 1 mod ¢(n). Given x € Z7, consider
the element ¢ € Z7. Then RSA,, .(2?) = (29)° = 2°? = 2 mod n. Thus, the function RSA,, . : Z} — Z
is onto and since |Z} | is finite it follows that RSA,, . is a permutation over Z. |

Remark 2.29 Note that the above is a constructive proof that RSA has an unique inverse. Since ged(e, ¢(n))
1 if we run the extended Euclidean algorithm we can find d € Z;, such that
RSA;le(x) = (z° mod n)? mod n = z* mod n = x mod n

. Note that once we found a d such that ed = 1 mod ¢(n) then we can invert RSA,, . efficiently because
then RSA,, .(2)? = 2° = x mod ¢(n). |

Theorem 2.30 Under the strong RSA assumption, RSA is a collection of strong one way trapdoor permu-
tations. 1

2A weaker assumption can be made which under standard constructions is equivalent to the stronger one which is made
in this class. Weak RSA Assumption: Let Hy = {n = pq : p # q are prime and |p| = |¢| = k}. There is a polynomial Q

such that for every PTM A, there exists an integer ko such that Vk > ko Pr[A(n,e,RSAn c(z)) = 2] < 1 — ﬁ (where the

probability is taken over all n € Hy, e such that gcd(e, p(n)) =1, € Z3, and the coin tosses of A).
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Proof: First note that by Claim 2.28, RSA, . is a permutation of Z}. We must also show that RSA
satisfies each of the conditions in Definition 2.16. For condition 1, define S; to compute, on input 1%, a pair

(n,e) € IN{0,1}* and corresponding d such that ed = 1 mod ¢(n). The algorithm picks two random primes
of equal size by choosing random numbers and testing them for primality and setting n to be their procuct,
then e € Zy(,) is chosen at random, and finally d is computed in polynomial time by first computing
p(n) = (p—1)(¢ — 1) and then using the extended Euclidean algorithm. For condition 2, define Sy to
randomly generate x € Z7 on input (n,e). Let A1((n,e),z) = RSA,, (). Note that exponentiation modulo
n is a polynomial time computation and therefore condition 3 holds. Condition 4 follows from the Strong
RSA assumption. For condition 5, let A((n,e),d, RSA, ¢(z)) = RSA, ((7)? = 2° = x mod n and this is a
polynomial time computation. |

One of the properties of the RSA function is that if we have a polynomial time algorithm that inverts RS A,, .
on at least a polynomial proportion of the possible inputs x € Z; then a subsequent probabilistic expected
polynomial time algorithm can be found which inverts RSA,, . on almost all inputs € Z}. This can be
taken to mean that for a given n,e if the function is hard to invert then it is almost everywhere hard to
invert.

Proposition 2.31 Let ¢, § € (0,1) and let S C I. Suppose there is a probabilistic algorithm A such that
for all (n,e) € S
Pr[A(n,e, RSA, (x)) = x] > €

(where the probability is taken over x € Z} and the coin tosses of A) and A runs in time polynomial in |n.
Then there is a probabilistic algorithm A’ running in time polynomial in e=!,§~1, and |n| such that for all
(n,e) € S, and z € Z7,

Pr[A (n,e, RSA, (z))=2] >1—4§

(where the probability is taken over the coin tosses of A’). |

Proof: Choose the smallest integer N for which eiN < 6.

Consider the algorithm A’ running as follows on inputs (n,e) € S and RSA,, ().

Repeat e ' N times.
Randomly choose z € Z .
Let y = A(n,e, RSA,, c(z) - RSA,, (%)) = A(n, e, RSA,, (22)).
If A succeeds then y = xz and therefore x = yz~! mod n. Output z.
Otherwise, continue to the next iteration.
End loop

We can estimate the probability that A’ fails:

Pr[A’'(n,e, RSA, (x)) # x| = Pr[A single iteration of the loop of A’ fails] "N

<(1- e)eilN
< (e™)
<0

Note that since N = O(log(671)) = O(6~!), A’ is a probabilistic algorithm which runs in time polynomial
ine ! 671 and |n|. |
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Open Problem 2.32 It remains to determine whether a similar result holds if the probability is also taken
over the indices (n,e) € I. Specifically, if €, § € (0,1) and A is a PTM such that

Pr[A(n,e, RSA, (x)) = x] > €

(where the probability is taken over (n,e) € I, x € ZZ and the coin tosses of A), does there exist a PTM A’
running in time polynomial in ¢! and §~! such that

Pr[A (n,e, RSA, (z))=2] >1—4§

(where the probability is taken over (n,e) € I and the coin tosses of A’)?

2.3.3 Connection Between The Factorization Problem And Inverting RSA

Fact 2.33 If some PPT algorithm A can factor n then there exists a PPT A’ that can invert RSA, .. |

The proof is obvious as ¢(n) = (p—1)(¢g—1). The trapdoor information d can be found by using the extended
Euclidean algorithm because d = e~! mod ¢(n).

Fact 2.34 If there exists a PTM B which on input (n, e) finds d such that ed = 1 mod ¢(n) then there exists
a PTM, B’ that can factor n. |

Open Problem 2.35 It remains to determine whether inverting RSA and factoring are equivalent. Namely,
if there is a PTM C which, on input (n,e), can invert RSA, .y, does there exist a PTM C” that can factor
n? The answer to this question is unknown. Note that Fact 2.34 does not imply that the answer is yes, as
there may be other methods to invert RSA which do not necessarily find d.

2.3.4 The Squaring Trapdoor Function Candidate by Rabin

Rabin in [164] introduced a candidate trapdoor function which we call the squaring function. The squaring
function resemble the RSA function except that Rabin was able to actually prove that inverting the squaring
function is as hard as factoring integers. Thus, inverting the squaring function is a computation which is at
least as hard as inverting the RSA function and possibly harder.

Definition 2.36 Let I = {n = pq : p and q are distinct odd primes.}. For n € I, the squaring function
SQUARE,, : Z}, — Z, is defined by SQUARE,,(x) = x? mod n. The trapdoor information of n = pg € I
is t, = (p,q). We will denote the entire collection of Rabin’s functions by RABIN = {SQUARE,, : Z; —
Z:}nEI- I

Remark 2.37 Observe that while Rabin’s function squares its input, the RSA function uses a varying
exponent; namely, e where ged(e,¢(n)) = 1. The requirement that ged(e, ¢(n)) =1 guarentees that the
RSA function is a permutation. On the other hand, Rabin’s function is 1 to 4 and thus it does not have
a uniquely defined inverse. Specifically, let n = pg € I and let a € Z;. As discussed in section C.4,
if @ = 22 mod p then = and —x are the distinct square roots of ¢ modulo p and if @ = y? mod ¢ then
y and —y are the distinct square roots of @ modulo ¢q. Then, there are four solutions to the congruence
a = 22 mod n, constructed as follows. Let ¢,d € Z, be the Chinese Remainder Theorem coefficients as

discussed in Appendix C.4. Then

o 1 mod p
~ ] Omodgq
and
d— 0 mod p
| 1modg

and the four solutions are cx + dy, cx — dy, —cx + dy, and —cx —dy. |
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The main result is that RABIN is a collection of strong one way trapdoor functions and the proof relies on
an assumption concerning the difficulty of factoring. We state this assumption now.

Factoring Assumption: Let Hy = {pq : p and ¢ are prime and |p| = |¢| = k}. Then for every polynomial
Q@ and every PTM A, Jk¢ such that Vk > kg

Pr[A(n):p:p|nandp7é1,n]<ﬁk)

(where the probability is taken over all n € Hy and the coin tosses of A).

Our ultimate goal is to prove the following result.
Theorem 2.38 Under the factoring assumption, RABIN is a collection of one way trapdoor functions. |

Before proving this, we consider two auxiliary lemmas. Lemma 2.39 constructs a polynomial-time machine
A which computes square roots modulo a prime. Lemma 2.42 constructs another polynomial-time machine,
SQRT, that inverts Rabin’s function using the trapdoor information; specifically, it computes a square root
modulo composites given the factorization. SQRT makes calls to A.

Lemma 2.39 Let p be an odd prime and let a be a square modulo p. There exists a probabilistic algorithm
A running in expected polynomial time such that A(p,a) = z where 22 = a mod p. |

Proof: Let p be an odd prime and let a be a quadratic residue in Z;. There are two cases to consider;
p=1mod 4 and p = 3 mod 4.

Case 1 p = 3 mod 4; that is, p = 4m + 3 for some integer m.

. . 21
Since a is a square we have 1 = J,(a) = a2 mod p = a®>™*!

S a2m+2

1 mod p
a mod p

m—+1

Therefore, a is a square root of a modulo p.

Case 2 p =1 mod 4; that is, p = 4m + 1 for some integer m.

As in Case 1, we will attempt to find an odd exponent e such that a® = 1 mod p.
Again, a is a square and thus 1 = J,(a) = a"= mod p = a>™ = 1 mod p.

However, at this point we are not done as in Case 1 because the exponent on a in the above congruence is
even. But notice that a®™ = 1 mod p = a™ = +1 mod p. If a™ = 1 mod p with m odd, then we proceed
as in Case 1.

This suggests that we write 2m = 2!r where r is an odd integer and compute a2 modp fori=1,...,1

with the intention of reaching the congruence ¢” = 1 mod p and then proceeding as in Case 1. However,

this is not guarenteed as there may exist an integer I’ satisfying 0 < I’ < [ such that a?' " = —1 mod p. If

this congruence is encountered, we can recover as follows. Choose a quadratic nonresidue b € Z;. Then
-1 =J,(b) = b* mod p and therefore a2 " - b2 = o2 7. T 1 mod p. Thus, by multiplying by

I

»2'" = —1 mod p, we obtain a new congruence (a”b2H ") = 1mod p. We proceed by taking square roots
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in this congruence. Since I’ < I, we will, after [ steps, arrive at a”b?®* = 1 mod p where s is integral. At this
point we have a"t16%* = ¢ mod p = T b is a square root of @ mod p.

From the above discussion (Cases 1 and 2) we obtain a probabilistic algorithm A for taking square roots.
The algorithm A runs as follows on input a, p where J,(a) = 1.

m+1

(1) If p=4m + 3 for some integer m then output a as a square root of a mod p.

(2) If p = 4m + 1 for some integer m then randomly choose b € Z; until a value is found satisfying
J,(b) =-1.

(1) Initialize i = 2m and j = 0.

(2) Repeat until ¢ is odd.
5and j — 7.

If a’b’ = —1 then j « j + 2m.

7

i+1

Output a2

J
bz as a square root of a mod p.

This algorithm terminates after O(l) iterations because in step 2 (ii) the exponent on a is divided by 2. Note
also, that since exactly half of the elements in Z are quadratic nonresidues, it is expected that 2 iterations
will be required to find an appropriate value for b at the beginning of step 2. Thus, A runs in expected
polynomial time and this completes the proof of Lemma 2.39. |

Remark 2.40 There is a deterministic algorithm due to René Schoof (see [179]) which computes the square
root of a quadratic residue a modulo a prime p in time polynomial in |p| and a (specifically, the algorithm
requires O((az*¢log p)?) elementary operations for any € > 0). However, it is unknown whether there exists
a deterministic algorithm running in time polynomial in |p|. |

Open Problem 2.41 Does there exist a deterministic algorithm that computes square roots modulo a
prime p in time polynomial in |p|?

The next result requires knowledge of the Chinese Remainder Theorem. The statement of this theorem
as well as a constructive proof is given in Appendix C.4. In addition, a more general form of the Chinese
Remainder Theorem is presented there.

Lemma 2.42 Let p and ¢ be primes, n = pq and a a square modulo p. There exists a probabilistic algorithm
SQRT running in expected polynomial time such that SQRT(p,q,n,a) = x where 2> = amod n. |

Proof: The algorithm SQRT will first make calls to A, the algorithm of Lemma 2.39, to obtain square roots
of a modulo each of the primes p and ¢. It then combines these square roots, using the Chinese Remainder
Theorem, to obtain the required square root.

The algorithm SQRT runs as follows.

(1) Let A(p,a) = x; and A(q,a) = x.

(2) Use the Chinese Remainder Theorem to find (in polynomial time) y € Z,, such that y = 21 mod p and
Yy = x2 mod ¢ and output y.

2 =
Algorithm SQRT runs correctly because y* = { x% - amod p

2:
22 = amod g — y*=amodn. |
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On the other hand, if the factors of n are unknown then the computation of square roots modulo n is as
hard as factoring n. We prove this result next.

Lemma 2.43 Computing square roots modulo n € Hy, is as hard as factoring n. 1

Proof: Suppose that I is an algorithm which on input n € Hy and a a square modulo n outputs y such that
a = y?> mod n and consider the following algorithm B which on input n outputs a nontrivial factor of n.

(1) Randomly choose x € Z.
(2) Sety=I(n,z? mod n).

(3) Check if z = +y mod n. If not then ged(z — y, n) is a nontrivial divisor of n. Otherwise, repeat from 1.

Algorithm B runs correctly because 22 = y? mod n = (z + y)(x — y) = 0 mod n and so n|[(z + y)(z — y)].
But n J/(z — y) because  #Z y mod n and n [ (x + y) because x # —y mod n. Therefore, ged(x — y,n) is a
nontrivial divisor of n. Note also that the congruence a = 22 mod n has either 0 or 4 solutions (a proof of
this result is presented in Appendix C.4). Therefore, if I(n,z?) = y then = +y mod n with probability %
and hence the above algorithm is expected to terminate in 2 iterations. |

We are now in a position to prove the main result, Theorem 2.38.

Proof: For condition 1, define S; to find on input 1* an integer n = pg where p and ¢ are primes of equal
length and |n| = k. The trapdoor information is the pair of factors (p, q).

For condition 2 in the definition of a collection of one way trapdoor functions, define Sy to simply output
x € Z} at random given n.

Condition 3 is true since the computation of 22 mod n can be performed in polynomial time and condition
4 follows from the factoring assumption and Lemma 2.43.

Condition 5 follows by applying the algorithm SQRT from Lemma 2.42. |

Lemma 2.43 can even be made stronger as we can also prove that if the algorithm I in the proof of Lemma 2.43
works only on a small portion of its inputs then we are still able to factor in polynomial time.

Proposition 2.44 Let €, § € (0,1) and let S C Hj,. Suppose there is a probabilistic algorithm I such that
foralln e S

Pr[I(n,a) = x such that a = 2* mod n] > €

(where the probability is taken over n € S, a € ZZQ, and the coin tosses of I). Then there exists a probabilistic
algorithm FACTOR running in time polynomial in ¢!, §=1, and |n| such that for all n € S,

Pr[FACTOR(n) = d such that d |[nand d # 1,n] >1—§

(where the probability is taken over n and over the coins tosses of FACTOR). |

Proof: Choose the smallest integer N such that ELN < 4.

Consider the algorithm FACTOR running as follows on inputs n € S.
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Repeat 2¢ "' N times.
Randomly choose = € Z.
Set y = I(n,z? mod n).
Check if z = £y mod n. If not then ged(z — y, n) is a nontrivial divisor of n.
Otherwise, continue to the next iteration.
End loop

We can estimate the probability that FACTOR fails. Note that even when I(n, 2% mod n) produces a square
root of 22 mod n, FACTOR(n) will be successful exactly half of the time.

Pr[FACTOR(n) fails to factor n] = Pr[A single iteration of the loop of FACTOR fails|c ¥

< (1 . %6)26_ N
< (e7™)
<

Since N = O(log(671)) = O(6~ '), FACTOR is a probabilistic algorithm which runs in time polynomial in
e, 67 and |n|. |

2.3.5 A Squaring Permutation as Hard to Invert as Factoring

We remarked earlier that Rabin’s function is not a permutation. If n = pg where p and ¢ are primes and
p = q = 3 mod 4 then we can reduce the Rabin’s function SQU ARE,, to a permutation g, by restricting its
domain to the quadratic residues in Z7, denoted by Q). This will yield a collection of one way permutations
as we will see in Theorem 2.3.5. This suggestion is due to Blum and Williams.

Definition 2.45 Let J = {pq : p # q are odd primes, |p| = |g|, and p = ¢ = 3 mod 4}. For n € J let the
function g, : Q, — @, be defined by g, () = 22 mod n and let BLUM-WILLIAMS = {g,}nes. |

We will first prove the following result.

Lemma 2.46 Each function g, € BLUM-WILLIAMS is a permutation. That is, for every element y € @,
there is a unique element z € Q,, such that 22 = y mod n. |

Proof: Let n = p1py € J. Note that by the Chinese Remainder Theorem, y € @, if and only if y € @,, and
Yy € Qp, and y € Qp,. Let a; and —a; be the square roots of y mod p; for i = 1, 2. Then, as is done in the
proof of the Chinese Remainder Theorem, we can construct Chinese Remainder Theorem coefficients c1, co

1 mod 0 mod
such that ¢; = P and = P and consequently, the four square
0 mod po 1 mod po
roots of y mod n are wy = ci1a1 + coas,
Wz = C1a1 — C2a2,
w3 = —cra; — caaz = —(c1a1 + c2a3) = —wy,
and wy = —c1a1 + caa2 = —(c1a1 — caa2) = —wo.

Since p; = p2 = 3 mod 4, there are integers my and ms such that p; = 4mq + 3 and py = 4mo + 3. Thus,

Jp (w3) = Jp, (—w1) = Jp, (1), (w1) = (—1)“2_1Jp1 (w1) = —Jp, (w1) because 2=+ is odd and similarly,
o, (wa) = =Jp, (w2), Ip, (w3) = =Ty, (w1), and Jp, (ws) = —Jp, (ws2). Therefore, without loss of generality,
we can assume that J,, (w1) = Jp, (w2) =1 (and so Jp, (w3) = Jp, (wsa) = —1).
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Since only w; and ws are squares modulo p; it remains to show that only one of w; and ws is a square
modulo n or equivalently modulo ps.

P2 —

First observe that J,,(wi) = (wl)Tl = (c1a1 + c2a2)*™* = (az)?™2* mod py and that J,, (ws) =
(7112)1)2771 = (c1a1 — c2a2)?™2H = (—az)?™2+! mod py (because ¢; = 0 mod py and ¢ = 1 mod p). There-
fore, Jp,(w2) = —Jp,(w1). Again, without loss of generality, we can assume that J,,(w1) = 1 and
J,, (w2) = —1 and hence, w; is the only square root of y that is a square modulo both p; and ps. Therefore,
wy is the only square root of y in @Q,,. |

Theorem 2.47 [Williams, Blum| BLUM-Williams is a collection of one-way trapdoor permutations. |

Proof: This follows immediately from Lemma 2.46 because each function g, € J is a permutation. The
trapdoor information of n = pq is t, = (p,q). 1

2.4 Hard-core Predicate of a One Way Function

Recall that f(x) does not necessarily hide everything about x even if f is a one-way function. E.g. if f is the
RSA function then it preserves the Jacobi symbol of x, and if f is the discrete logarithm function EXP then
it is easy to compute the least significant bit of  from f(z) by a simple Legendre symbol calculation. Yet,
it seems likely that there is at least one bit about  which is hard to “guess” from f(x), given that z in its
entirety is hard to compute. The question is: can we point to specific bits of x which are hard to compute,
and how hard to compute are they. The answer is encouraging. A number of results are known which give
a particular bit of  which is hard to guess given f(z) for some particular f’s such as RSA and the discrete
logarithm function. We will survey these results in subsequent sections.

More generally, we call a predicate about z which is impossible to compute from f(z) better than guessing
it at random a hard-core predicate for f.

We first look at a general result by Goldreich and Levin [94] which gives for any one-way function f a
predicate B such that it is as hard to guess B(z) from f(z) as it is to invert f.

Historical Note: The idea of a hard-core predicate for one-way functions was introduced by Blum, Goldwasser
and Micali. It first appears in a paper by Blum and Micali [40] on pseduo random number generation. They
showed that a if the EXP function (f, 4(z) = ¢ (mod p)) is hard to invert then it is hard to even guess
better than guessing at random the most significant bit of . Under the assumption that quadratic residues
are hard to distinguish from quadratic non-residues modulo composite moduli, Goldwasser and Micali in
[98] showed that the squaring function has a hard core perdicate as well. Subsequently, Yao [201] showed
a general result that given any one way function, there is a predicate B(z) which is as hard to guess from
f(z) as to invert f for any function f. Goldreich and Levin’s result is a significantly simpler construction
than Yao’s earlier construction.

2.4.1 Hard Core Predicates for General One-Way Functions

We now introduce the concept of a hard-core predicate of a function and show by explicit construction that
any strong one way function can be modified to have a hard-core predicate.

Note: Unless otherwise mentioned, the probabilities during this section are calculated uniformly over all
coin tosses made by the algorithm in question.

Definition 2.48 A hard-core predicate of a function f : {0,1}* — {0,1}* is a boolean predicate B :
{0,1}* — {0, 1}, such that
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(1) 3PPT A, such that Vz A(x) = B(z)
(2) VPPTG, Vconstantsc, kg, s.t. Visi,
1 1
Pr[G(f(z)) = B(z)] < 3t e

The probability is taken over the random coin tosses of G, and random choices of = of length k.

Intuitively, the definition guarantees that given z, B(x) is efficiently computable, but given only f(z), it is
hard to even “guess” B(z); that is, to guess B(x) with a probability significantly better than %

Yao, in [201], showed that the existence of any trapdoor length-preserving permutation implies the existence
of a trapdoor predicate. Goldreich and Levin greatly simplified Yao’s construction and show that any one-
way function can be modified to have a trapdoor predicate as follows (we state a simple version of their
general result).

Theorem 2.49 [94] Let f be a (strong) length preserving one-way function. Define f'(zor) = f(x)or,
where |z| = |r| = k, and o is the concatenation function. Then

B(zor) =%k zm(mod 2).

is a hard-core predicate for f'. 1

Note: v o w denotes concatenation of strings v and w. Computing B from f’ is trivial as f(x) and r are
easily recoveravle from f’(x,r). Finaly notice that if f is one-way then so is f’.
For a full proof of the theorem we refer the reader to [94].

It is trivial to extend the definition of a hard-core predicate for a one way function, to a collection of hard
core predicates for a collection of one-way functions.

Definition 2.50 A hard-core predicate of a one-way function collection F' = {f; : D; — R;};cr is a collection
of boolean predicates B = {B; : D; — R;};cr such that
(1) 3PPT A, such that Vi,z A(i,x) = B;(z)
(2) VPPTG, Vconstantsc, 3, ko, s.t. Visk,
. 1 1
Pr[G(i, fi(x)) = Bi(z)] < 3 + T

The probability is taken over the random coin tosses of G, random choices of i € IN{0, 1}* and random
x € D;.

2.4.2 Bit Security Of The Discrete Logarithm Function

Let us examine the bit security of the EXP collection of functions directly rather than through the Goldreich
Levin general construction.

We will be interested in the most significant bit of the discrete logarithm x of y modulo p.

0 ify=g"modp
where03x<%

1 ify=g¢" modp
Wherep—;lgx<p71

For (p,g) € I and y € Zy, let B, ,(y) =
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We want to show that if for p a prime and g a generator of Zy, EXP,, ;(x) = g mod p is hard to invert, then
given y = EXP,, ,(z), By 4(y) is hard to compute in a very strong sense; that is, in attempting to compute
B, 4(y) we can do no better than essentially guessing its value randomly. The proof will be by way of a
reduction. It will show that if we can compute B, 4(y) in polynomial time with probability greater than
% + € for some non-negligible € > 0 then we can invert EXP, ;(z) in time polynomial in |p|, |g|, and €.
The following is a formal statement of this fact.

Theorem 2.51 Let S be a subset of the prime integers. Suppose there is a polynomial @) and a PTM G
such that for all primes p € S and for all generators g of Zj

1 1

PriG(p,9,y) = Bpy(y)] > 5 + Q(pl)

(where the probability is taken over y € Z;, and the coin tosses of G). Then for every polynomial P, there is
a PTM I such that for all primes p € S, generators g of Z;, and y € Z;

1
Pr[I(p,g,y) = « such that y = ¢° mod p] > 1 — ———

P(Ipl)

(where the probability is taken over the coin tosses of I). |

We point to [40] for a proof of the above theorem.

As a corollary we immediately get the following.

Definition 2.52 Define MSB, ,(z) = 0if 1 < 2 < p—;l and 1 otherwise for v € Z,_;, and MSB =
{MSBy, 4(z) : Z,_1 — {0, 1}}(1)’9)61. for I = {(p,g) : p is prime and g is a generator of Z*}. |

Corollary 2.53 Under the strong DLA, MSB is a collection of hard-core predicates for EXP. |

It can be shown that actually O(loglogp) of the most significant bits of « € Z,,_; are hidden by the function
EXP, ,(x). We state this result here without proof.

Theorem 2.54 For a PTM A, let
o = PT[A(p,g7gm, Tloglog pLloglog p—1 - - ~170) =0 | T=2Xp|--- :L'O]
(where the probability is taken over x € Z¥ and the coin tosses of A) and let

8= PT[A(p7g7gI7r10g10gprloglogp71 cee rO) =0 ‘ Ti €ER {07 1}}

(where the probability is taken over x € ZZ, the coin tosses of A, and the bits 7;). Then under the Discrete
Logarithm Assumption, we have that for every polynomial @) and every PTM A, Jky such that Vk > ko,
o — 8| < ﬁ i

Corollary 2.55 Under the Discrete Logarithm Assumption we have that for every polynomial @) and every
PTM A, Jko such that Vk > ko and Vk, < loglogp

1 1

PI'[A(p7g7g y Lhy ..:,CO) = xkarl] < 5 + Q(k)

(where the probability is taken over the primes p such that |p| = k, the generators g of Z;, x € Zy, and the
coin tosses of A). |

For further information on the simultaneous or individual security of the bits associated with the discrete
logarithm see [131, 108].
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2.4.3 Bit Security of RSA and SQUARING functions

Let I = {< n,e > —n= pq ‘p| = |q|7 (e,¢(n)) = 1} ) and RSA = {RSA<71,€> : Z’Z - Z’Z}<n,e>€] be the
collection of functions as defined in 2.17.

Alexi, Chor, Goldreich and Schnoor [6] showed that guessing the least significant bit of z from RSA«,, ¢~ ()
better than at random is as hard as inverting RSA.

Theorem 2.56 [6] Let S C I. Let ¢ > 0. If there exists a probabilistic polynomial-time algorithm O such
that for (n,e) € S,

1
+ —

1
prob(O(n, e, z¢ mod n) = least significant bit of x mod n) > 51T 1e

(taken over coin tosses of O and random choices of © € Z) Then there exists a probabilistic expected
polynomial time algorithm A such that for all n,e € S, for all x € Z*, A(n,e,z° mod n) = x mod n. |

Now define LSB = {LSBcpe> : Z) — Z}} < e>er Where LSB,, o~ (x) =least significant bit of z.

A direct corollary to the above theorem is.

Corollary 2.57 Under the (strong) RSA assumption, LSB is a collection of hard core predicates for RSA.
|

A similar result can be shown for the most signifant bit of x and in fact for the loglogn least (and most)
significant bits of x simultaneously. Moreover, similar results can be shown for the RABIN and BLUM-
WILLIAMS collections. We refer to [6], [199] for the detailed results and proofs. Also see [80] for reductions
of improved security.

2.5 One-Way and Trapdoor Predicates

A one-way predicate, first introduced in [97, 98] is a notion which preceeds hard core predicates for one-way
functions and is strongly related to it. It will be very useful for both design of secure encryption and protocol
design.

A one-way predicate is a boolean function B : {0,1}* — {0, 1} for which

(1) Sampling is possible: There exists a PPT algorithm that on input v € {0,1} and 1*, selects a random
x such that B(z) = v and |z| < k.

(2) Guessing is hard: For all ¢ > 0, for all k sufficiently large, no PPT algorithm given 2 € {0,1}* can
compute B(x) with probability greater than % + k% (The probability is taken over the random choices
made by the adversary and z such that |z| < k.)

A trapdoor predicate is a one-way predicate for which there exists, for every k, trapdoor information tj
whose size is bounded by a polynomial in k and whose knowledge enables the polynomial-time computation
of B(x), for all z such that |z| < k.

Restating as a collection of one-way and trapdoor predicates is easy.

Definition 2.58 Let I be a set of indices and for ¢ € I let D; be finite. A collection of one-way predicates
isaset B={B;:D; — {0,1}};es satisfying the following conditions. Let D} = {z € D;, B;(x) = v.

(1) There exists a polynomial p and a PTM S; which on input 1¥ finds i € I N {0, 1}*.

(2) There exists a PTM Sy which on input ¢ € I and v € {0,1} finds « € D, such that B;(x) = v.
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(38) For every PPT A there exists a negligble v4 such that V k large enough

i +VA(k)

P{z:v i ETIn{0,1}F ;v E 0,1} ; 2 E DY 2 E Ay x) | <

Definition 2.59 Let I be a set of indices and for ¢ € I let D; be finite. A collection of trapdoor predicates
isaset B={B;:D; — {0,1}};cs satisfying the following conditions. Let DY = {z € D;, B;(x) = v.

(1) There exists a polynomial p and a PTM S; which on input 1* finds pairs (i,#;) where i € I N {0,1}*
and |¢;| < p(k) The information ¢; is referred to as the trapdoor of i.

(2) There exists a PTM Sy which on input ¢ € I and v € {0,1} finds « € D; such that B;(x) = v.

(3) There exists a PTM A; such that for ¢ € I and trapdoor ¢;, © € D; A1 (i, t;, ) = B;(z).

(4) For every PPT A there exists a negligble v4 such that V k large enough

P{z:v i ETn{0,1}F ;v E 0,1} ; 2 E DY s oz A(iyx) | <

+ Z/A(k)

Note that this definition implies that D? is roughly the same size as D;.

2.5.1 Examples of Sets of Trapdoor Predicates
A Set of Trapdoor Predicates Based on the Quadratic Residue Assumption

Let @, denote the set of all quadratic residues (or squares) modulo n; that is, x € @, iff there exists a y
such that = y? mod n.

Recall that the Jacobi symbol (J,(x)) is defined for any « € Z and has a value in {—1,1}; this value is
easily computed by using the law of quadratic reciprocity, even if the factorization of n is unknown. If n is
prime then z € Q,, & (J,.(z)) = 1; and if n is composite, z € Q,, = (J,(z)) = 1. We let J; ! denote the set
{z |z € Z:NJ,(x)) =1}, and we let Q,, denote the set of pseudo-squares modulo n: those elements of .J;
which do not belong to @,,. If n is the product of two primes then |@Q,| = \Qn\, and for any pseudo-square
y the function fy(z) =y -2 maps @, one-to-one onto Qn.

The quadratic residuousity problem is: given a composite n and x € J;1, to determine whether z is a square
or a pseudo-square modulo n. This problem is believed to be computationally difficult, and is the basis for

a number of cryptosystems.

The following theorem informally shows for every n, if the quadratic residusosity is hard to compute at all
then it is hard to distinguish between squares and non-squares for almost everywhere.

Theorem 2.60 [97, 98]: Let S C {ns.t.n = pq, p,q, primes} If there exists a probabilistic polynomial-time
algorithm O such that for n € S,

1
prob(O(n, x) decides correctly whether z € J') > 3 +e, (2.1)

where this probability is taken over the choice of x € J;! and O’s random choices, then there exists a
probabilistic algorithm B with running time polynomial in €~*,6~1 and |n| such that for all n € S, for all
ze

prob(B(z,n) decides correctly whether z € Q, |z € J;') > 14, (2.2)

where this probability is taken over the random coin tosses of B. |
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Namely, a probabilistic polynomial-time bounded adversary can not do better (except by a smaller than any
polynomial advantage) than guess at random whether = € J, is a square mod n, if quadratic residuosity
problem is not in polynomial time.

This suggests immediately the following set of predicates: Let

0 if z is a square mod n
1 if x is a non-square mod n

a,.0) = {

where QR,,, @ JI' — {0,1} and I}, = {n#z | n = pq, |p| = |q| = %, p and ¢ primes, (J,(z)) = +1, z
a non-square mod n}. It is clear that QR = {QR,, .} is a set of trapdoor predicates where the trapdoor
information associated with every index < n, z > is the factorization < p,q >. Lets check this explicitly.

(1) To select pairs (i,t;) at random, first pick two primes, p and ¢, of size |§| at random, determining n.
Next, search until we find a non-square z in Z;% with Jacobi symbol +1. The pair we have found is then
(<m,z>,<p,q>). We already know how to do all of these operations in expected polynomial time .

(2) Follows from the existence of the following algorithm to select elements out of D}, _:

e To select z € DY . let x = y? mod n where y is an element of Z* chosen at random.

n,z?

e To select x € D). _, let x = zy? mod n where y is an element of Z chosen at random.

n,z’

(3) To compute QR,, .(x) given < p,q >, we compute (J,(z)) and (
otherwise it is 1.

). If both are +1 then QR,, .(z) is 0,

q
(4) This follows from the Quadaratic Residuosity Assumption and the above theorem.

A Set of Trapdoor Predicates Based on the RSA Assumption

Define B, .(x) = the least significant bit of 2¢ mod n for x € Z where ed = 1 mod ¢(n). Then, to select
uniformly an @ € Z such that B, .(x) = v simply select a y € Z* whose least significant bit is v and set
x = y° mod n. Given d it is easy to compute B,, .(z) = least significant bit of 2¢ mod n.

The security of this construction follows trivially from the definition of collection of hard core predicates for
the RSA collection of functions.



CHAPTER 3

Pseudo-random bit generators

In this chapter, we discuss the notion of pseudo-random generators. Intuitively, a PSRG is a deterministic
program used to generate long sequence of bits which looks like random sequence, given as input a short
random sequence (the input seed).

The notion of PSRG has applications in various fields:

Cryptography:
In the case of private key encryption, Shannon showed (see lecture 1) that the length of the clear text
should not exceed the length of the secret key, that is, the two parties have to agree on a very long
string to be used as the secret key. Using a PSRG G, they need to agree only on a short seed r, and
exchange the message G(r) @ m.

Algorithms Design:
An algorithm that uses a source of random bits, can manage with a shorter string, used as a seed to a
PSRG.

Complexity Theory:
Given a probabilistic algorithm, an important question is whether we can make it deterministic. Us-
ing the notion of a PSRG we can prove, assuming the existence of one-way function that BPP C
N DTIME(2™)

In this chapter we will define good pseudo random number generators and give constructions of them under
the assumption that one way functions exist.

We first ask where do can we actually find truly random bit sequences. !

3.0.2 Generating Truly Random bit Sequences

Generating a one-time pad (or, for that matter, any cryptographic key) requires the use of a “natural” source
of random bits, such as a coin, a radioactive source or a noise diode. Such sources are absolutely essential
for providing the initial secret keys for cryptographic systems.

However, many natural sources of random bits may be defective in that they produce biased output bits (so
that the probability of a one is different than the probability of a zero), or bits which are correlated with

1some of the preliminary discussion in the following three subsections is taken from Rivest’s survey article on cryptography

which appears in the handbook of computer science

41
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each other. Fortunately, one can remedy these defects by suitably processing the output sequences produced
by the natural sources.

To turn a source which supplies biased but uncorrelated bits into one which supplies unbiased uncorrelated
bits, von Neumann proposed grouping the bits into pairs, and then turning 01 pairs into 0’s, 10 pairs into
1’s, and discarding pairs of the form 00 and 11 [200]. The result is an unbiased uncorrelated source, since
the 01 and 10 pairs will have an identical probability of occurring. Elias [75] generalizes this idea to achieve
an output rate near the source entropy.

Handling a correlated bit source is more difficult. Blum [38] shows how to produce unbiased uncorrelated
bits from a biased correlated source which produces output bits according to a known finite Markov chain.

For a source whose correlation is more complicated, Santha and Vazirani [176] propose modeling it as a
slightly random source, where each output bit is produced by a coin flip, but where an adversary is allowed
to choose which coin will be flipped, from among all coins whose probability of yielding “Heads” is between
d and 1 —4. (Here ¢ is a small fixed positive quantity.) This is an extremely pessimistic view of the possible
correlation; nonetheless U. Vazirani [197] shows that if one has two, independent, slightly-random sources
X and Y then one can produce “almost independent” e-biased bits by breaking the outputs of X and Y
into blocks x,y of length k = Q(1/6%log(1/8)log(1/€)) bits each, and for each pair of blocks x,y producing
as output the bit x - y (the inner product of x and y over GF(2)). This is a rather practical and elegant
solution. Chor and Goldreich [54] generalize these results, showing how to produce independent e-biased bits
from even worse sources, where some output bits can even be completely determined.

These results provide effective means for generating truly random sequences of bits—an essential requirement
for cryptography—from somewhat defective natural sources of random bits.

3.0.3 Generating Pseudo-Random Bit or Number Sequences

The one-time pad is generally impractical because of the large amount of key that must be stored. In
practice, one prefers to store only a short random key, from which a long pad can be produced with a suitable
cryptographic operator. Such an operator, which can take a short random sequence = and deterministically
“expand” it into a pseudo-random sequence vy, is called a pseudo-random sequence generator. Usually x is
called the seed for the generator. The sequence y is called “pseudo-random” rather than random since not
all sequences y are possible outputs; the number of possible y’s is at most the number of possible seeds.
Nonetheless, the intent is that for all practical purposes y should be indistinguishable from a truly random
sequence of the same length.

It is important to note that the use of pseudo-random sequence generator reduces but does not eliminate the
need for a natural source of random bits; the pseudo-random sequence generator is a “randomness expander”,
but it must be given a truly random seed to begin with.

To achieve a satisfactory level of cryptographic security when used in a one-time pad scheme, the output of
the pseudo-random sequence generator must have the property that an adversary who has seen a portion
of the generator’s output y must remain unable to efficiently predict other unseen bits of y. For example,
note that an adversary who knows the ciphertext C can guess a portion of y by correctly guessing the
corresponding portion of the message M, such as a standardized closing “Sincerely yours,”. We would not
like him thereby to be able to efficiently read other portions of M, which he could do if he could efficiently
predict other bits of y. Most importantly, the adversary should not be able to efficiently infer the seed x
from the knowledge of some bits of y.

How can one construct secure pseudo-random sequence generators?
Classical Pseudo-random Generators are Unsuitable
Classical techniques for pseudo-random number generation [120, Chapter 3] which are quite useful and

effective for Monte Carlo simulations are typically unsuitable for cryptographic applications. For example,
linear feedback shift registers [104] are well-known to be cryptographically insecure; one can solve for the
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feedback pattern given a small number of output bits.

Linear congruential random number generators are also insecure. These generators use the recurrence
Xiy1=aX;+b (modm) (3.1)

to generate an output sequence { Xy, X1,...} from secret parameters a, b, and m, and starting point Xo. It
is possible to infer the secret parameters given just a few of the X; [157]. Even if only a fraction of the bits
of each X; are revealed, but a, b, and m are known, Frieze, Hastad, Kannan, Lagarias, and Shamir show
how to determine the seed X, (and thus the entire sequence) using the marvelous lattice basis reduction (or
“L3") algorithm of Lenstra, Lenstra, and Lovdsz [83, 127].

As a final example of the cryptographic unsuitability of classical methods, Kannan, Lenstra, and Lovasz
[118] use the L? algorithm to show that the binary expansion of any algebraic number y (such as v/5 =
10.001111000110111...) is insecure, since an adversary can identify y exactly from a sufficient number of
bits, and then extrapolate y’s expansion.

3.0.4 Provably Secure Pseudo-Random Generators: Brief overview

This section provides a brief overview of the history of the modern history of pseudo random bit generators.
Subsequent section define these concepts formally and give constructions.

The first pseudo-random sequence generator proposed for which one can prove that it is impossible to predict
the next number in the sequence from the previous numbers assuming that it is infeasible to invert the RSA
function is due to Shamir [183]. However, this scheme generates a sequence of numbers rather than a
sequence of bits, and the security proof shows that an adversary is unable to predict the next number, given
the previous numbers output. This is not strong enough to prove that, when used in a one-time pad scheme,
each bit of the message will be well-protected.

Blum and Micali [40] introduced the first method for designing provably secure pseudo-random bit sequence
generators, based on the use of one-way predicates. They call a pseudo-random bit generator secure if an
adversary cannot guess the next bit in the sequence from the prefix of the sequence, better than guessing at
random. Blum and Micali then proposed a particular generator based on the difficulty of computing discrete
logarithms. Blum, Blum, and Shub [35] propose another generator, called the squaring generator, which is
simpler to implement and is provably secure assuming that the quadratic residuosity problem is hard. Alexi,
Chor, Goldreich, and Schnorr [6] show that the assumption that the quadratic residuosity problem is hard
can be replaced by the weaker assumption that factoring is hard. A related generator is obtained by using the
RSA function. Kaliski shows how to extend these methods so that the security of the generator depends on
the difficulty of computing elliptic logarithms; his techniques also generalize to other groups [116, 117]. Yao
[201] shows that the pseudo-random generators defined above are perfect in the sense that no probabilistic
polynomial-time algorithm can guess with probability greater by a non-negligible amount than 1/2 whether
an input string of length k was randomly selected from {0,1}* or whether it was produced by one of the
above generators. One can rephrase this to say that a generator that passes the next-bit test is perfect
in the sense that it will pass all polynomial-time statistical tests. The Blum-Micali and Blum-Blum-Shub
generators, together with the proof of Yao, represent a major achievement in the development of provably
secure cryptosystems. Impagliazzo, Luby, Levin and Hastad show that actually the existence of a one-way
function is equivalent to the existence of a pseudo random bit generator which passes all polynomial time
statistical tests.

3.1 Definitions

Definition 3.1 Let X,,, Y, be probability distributions on {0,1}"™ (That is, by ¢ € X,, we mean that
t € {0,1}" and it is selected according to the distribution X,,). We say that {X,,} is poly-time indistin-
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guishable from {Y,,} if VPTM A,V polynomial Q, Ing, s.t ¥n > ng,

1
| By (A0 =1) = B (A0 =1)| < 515

i.e., for sufficiently long strings, no PTM can tell whether the string was sampled according to X, or
according to Y.
Intuitively, Pseudo random distribution would be a indistinguishable from the uniform distribution. We

denote the uniform probability distribution on {0,1}™ by U,. That is, for every o € {0,1}", Pr,cpy, [z =

o] = 5.

Definition 3.2 We say that {X,} is pseudo random if it is poly-time indistinguishable from {U,,}. That
is, VPTM A, ¥V polynomial @), dng, such that Vn > ng,

1
| By [A®) =11 = Br [40) = 1] < 5

Comments:

The algorithm A used in the above definition is called a polynomial time statistical test. (Knuth, vol. 2,
suggests various examples of statistical tests). It is important to note that such a definition cannot make
sense for a single string, as it can be drawn from either distribution.

If A and @ such that the condition in definition 2 is violated, we say that X, fails the test A.

Definition 3.3 A polynomial time deterministic program G : {0,1}* — {0, 1}’% is a pseudo-random gener-
ator (PSRG) if the following conditions are satisfied.

Lk>k
2. {G}};, is pseudo-random where G}, is the distribution on {0, 1}’% obtained as follows: to get t € G}:

pick z € Uy,
set t = G(x)

That is, VPTM A,V polynomial @,V sufficiently large k,

B (40 = 1) = B (40) = 1] < o (3.2)

3.2 The Existence Of A Pseudo-Random Generator

Next we prove the existence of PSRG’s, if length-preserving one way permutations exist. It has been shown
that if one-way functions exist (without requiring them to be length-preserving permutations) then one-way
functions exist, but we will not show this here.

Theorem 3.4 Let f:{0,1}* — {0,1}* be a length preserving one-way permutation. Then
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1. 3PSRG G :{0,1}* — {0,1}**+! (such G is called an extender).
2. V polynomial Q, 3PSRG G© : {0,1}F — {0,1}9%),

Proof:

Proof of 1: Let f be as above. Let B be the hard core bit of f. (that is, B is a boolean predicate,
B :{0,1}* — {0,1}, s.t it is efficient to compute B(x) given z, but given only f(z), it is hard to compute
B(z) with probability greater than % + e for non-negligible e. ) Recall that we showed last class that
every OWF f(x) can be converted into fi(x,r) for which B'(x,r) = Z‘fl 2;7; mod 2 is a hard core bit. For
notational ease, assume that B is already a hard-core bit for f.

Define

G'(z) = f(z) o B(z)
(o denotes the string concatenation operation). We will prove that G*(z) has the required properties. Clearly,
G' is computed in poly-time, and for |z| = k, |G!(z)| = k + 1. It remains to show that the distribution
{G} ..} is pseudo random.

Intuition : Indeed, knowing f(z) should not help us to predict B(z). As f is a permutation, f(Uy) is
uniform on {0,1}*, and any separation between Uj;; and Gj1 must caused by the hard core bit. We
would like to show that any such separation would enable us to predict B(x) given only f(z) and obtain a
contradiction to B being a hard core bit for f.

We proceed by contradiction: Assume that (G is not good) 3 statistical test A, polynomial @ s.t

1
teg£+1(A(t) =1- telf;zf“(A(t) =b> Qk+1)

(Note that we have dropped the absolute value from the inequality 3.2. This can be done wlog. We will
later see what would change if the the other direction of the inequality were true).

Intuitively, we may thus interpret that if A answers 1 on a string ¢ it is more likely that ¢ is drawn from
distribution Ggy1, and if A answers 0 on string ¢ that it is more likely that ¢ is drawn from distribution
Uk+1-

We note that the probability that A(f(z)ob) returns 1, is the sum of the weighted probability that A returns
1 conditioned on the case that B(xz) = b and conditioned on the case B(z) = 1. By, the assumed separation
above, we get that it is more likely that A(f(z) o b) will return 1 when b = B(z). This easily translates to
an algorithm for predicting the hard core bit of f(x).

Formally, we have

Procu, vev, [A(f(z) 0 b) = 1] = Pr[A(f(x) ob) = 1| b= B(x)] - Pr[b = B(x)]
+ Pr[A(f(z) ob) =1]| b= B(z)] - Pr[b = B(x)]

=3(a+p)

where o = Pr[A(f(z) ob) =1 | b= B(z)] and g = Pr[A(f(x) ob) =1 | b= B(x)].

From the assumption we therefore get

Procu, [A(f(2) 0 B(w)) = 1] = Pracy, [A(f(z) 0b) = 1] = a — 5(a+ f)
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We now exhibit a polynomial time algorithm A’ that on input f(z) computes B(z) with success probability
significantly better than 1/2.
A’ takes as input f(z) and outputs either a 0 or 1.

1. choose b € {0,1}
2. run A(f(x)ob)
3. If A(f(z)ob) =1, output b, otherwise output b.

Notice that, when dropping the absolute value from the inequality 3.2, if we take the second direction we
just need to replace b by b in the definition of A’.

Claim 3.5 Pr[A'(f(x) = B(x))] > 5 + ﬁ i

N[

Proof:

Pr[A'(f(x) = b)] Pr[A(f(z) 0b) = 1| b= B(x)] Pr[b = B(z))

Pr{A(f(x) o b) = 0lb = B(x) Prlb = B(x)]
+ia+1(1-p)

“ i

> 5 + W.

This contradicts the hardness of computing B(z). It follows that G! is indeed a PSRG.

Proof of 2: Given a PSRG G that expands random strings of length £ to pseudo-random strings of length
k+ 1, we need to show that, ¥ polynomial Q, 3PSRG G? : {0,1} — {0,1}2*). We define G? by first using
G Q(k) times as follows:

x —G— [f(z)oB(x)
f(x) o B(x) —G— [f(f(@))oB(f(x))
f(x) o B(f(x)) —G—  fi(x)oB(f*(x))

FEO=2 (@) o B(fOW M 2)) — G —  fW(x) 0 B(fIM ()
The output of G%(x) is the concatenation of the last bit from each string i.e.,

G9(z) = B(z) o B(f()) o -0 B(f¥W " !(z) =
bf(@ ° bg(fﬂ) ©---0 bg(m)(ﬂ?)

Clearly, G? is poly-time and it satisfies the length requirements. We need to prove that the distribution
generated by G, G9(Uy), is poly-time indistinguishable from Uqr)- We proceed by contradiction, (and
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show that it implies that G is not PSRG)
If Gk is not poly-time indistinguishable from Ug ), 3 statistical test A, and 3 polynomial P, s.t.

1
B2, (0=, 1, 400>

(As before we omit the absolute value). We now define a sequence Dy, Ds, ..., Doy of distributions on

{O,l}Q(k), s.t. Dy is uniform (i.e. strings are random), Do) = Gg), and the intermediate D;’s are
distributions composed of concatenation of random followed by pseudorandom distributions. Specifically,

t € D, is obtained by letting t=s where s € Ug )
t € D5 is ontained by letting t=soB(x) where s € Ugxy—1,2 € Uk
t € D3 is ontained by letting t =soB(x)o B(f(x)) where s € Ug(r)—2, 7 € Uy
[}
[}
L]

t € Dgr) is ontained by letting ¢ = B(z)...o B(f@¥~1(z)) where z € Uy
Since the sequence ‘moves’ from Dy = Ugx) to Doy = Gk, and we have an algorithms A that distin-
guishes between them, there must be two successive distributions between which A distinguishes.

ie. 34,1 <i<Q(k), s.t.

Lp Al =1 - Dr (A0 =1)> 5560

We now present a poly-time algorithm A’ that distinguishes between Ugy1 and Gjy1, with success proba-
bility significantly better than %, contradicting the fact that G is a PSRG.

A’ works as follows on input & = ajas...apr; =’ 0ob

1. Choose 1 < i < ¢q(k) at random.

2. Let
t=mo..0vQk)—i—1°bo bf(o/) o b:)G(O/) ©..0 b'G(O/)
where the «; are chosen randomly.

(Note that t € D; if &' ob € Ug41, and that t € D1 if &' 0b € Gi1.)

3. We now run A(t). If we get 1, A’ returns 0 If we get 0, A’ returns 1

(i.e if A returns 1, it is interpreted as a vote for D, and therefore for b # B(a‘) and o € Ug41. On
the other hand, if A returns 0, it is interpreted as a vote for D;;1 and therefore for b = B(a’) and
[OAS Gk+1.)

It is immediate that:

/ _ / — 1
o, W =D = B W@ =1> prem

The extra ﬁ factor comes form the random choice of 7. This violates the fact that G was a pseudo random
generator as we proved in part 1. This is a contradiction
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3.3 Next Bit Tests

If a pseudo-random bit sequence generator has the property that it is difficult to predict the next bit from
previous ones with accuracy greater than % by a non-negligible amount in time polynomial in the size of the
seed, then we say that the generator passes the “next-bit” test.

Definition 3.6 A next bit test is a special kind of statistical test which takes as input a prefix of a sequence
and outputs a prediction of the next bit. |

Definition 3.7 A (discrete) probability distribution on a set S is a function D : S — [0,1] C R so that
> ses D(s) = 1. For brevity, probability distributions on {0, 1}* will be subscripted with a k. The notation
x € X,, means that x is chosen so that Vz € {0,1}"Pr[x = z] = X,(2). In what follows, U, is the uniform
distribution. |

Recall the definition of a pseudo-random number generator:

Definition 3.8 A pseudo-random number generator (PSRG) is a polynomial time deterministic algorithm
so that:

1. if |z| = k then |G(z)| = k
2. k>k,

3. G} is pseudo-random?, where G i is the probability distribution induced by G on {0, 1}fC .

Definition 3.9 We say that a pseudo-random generator passes the next bit test A if for every polynomial
@ there exists ,an integer ko such that for all £ > kg and p < k

1 1
Pr [A = — 4+ —
tegﬁ[ (tita...tp) = tpi1] < 5T o

Theorem 3.10 G passes all next bit tests < G passes all statistical tests. |

Proof:
(<) Trivial.

(=) Suppose, for contradiction, that G passes all next bit test but fails some statistical test A. We will
use A to construct a next bit test A’ which G fails. Define an operator ® on probability distributions
so that [X, © Yi,](2) = Xn(zn) - Yin(2m) where z = z, 0 2, |2n| = n,|2zm| = m (o is concatenation).

For j < k let G, be the probability distribution induced by Gy, on {0,1}7 by taking prefixes. (That is
ij’%(x) = Z:ZG{O,l}’%,z extends = Gl;(z))

Define a sequence of distributions H; = G ik © U;_, on {0, 1}* of “increasing pseudo-randomness.” Then
Hy = U; and H; = Gj. Because G fails A, A can differentiate between U; = Hy and G; = Hj; that
is, 3Q € Q] so that |Prem,[A(t) = 1] — Pren, [A(t) = 1]| > ﬁ We may assume without loss of
generality that A(t) = 1 more often when ¢ is chosen from U; (otherwise we invert the output of A) so

2A pseudo-random distribution is one which is polynomial time indistinguishable from U i
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that we may drop the absolute value markers on the left hand side. Then 3,0 < i < k — 1 so that

Pricu,[A(t) = 1] — Pricp,,, [A(t) = 1] > ];Ql(k).

i+1[

The next bit test A’ takes t1ty...¢; and outputs a guess for ;1. A’ first constructs

S = t1t2 e tiO’f’i_;,_Q’l"i_i_g e T‘]}

S1 = t1t2 ce tilﬁurg’fprg - T
where r; and 7; are random bits for i +2 < j < k. A’ then computes A(so) and A(s).

If A(sg) = A(s1), then A’ outputs a random bit.

If 0 = A(sg) = A(s1), then A’ outputs 0.

If 1 = A(sg) = A(s1), then A’ outputs 1.

1
kQ(k)

Claim 3.11 By analysis similar to that done in the previous lecture, Pr[A’(tita ... t;) = tip1] > 5 +

Thus we reach a contradiction: A’ is a next bit test that G fails, which contradicts our assumption that G
passes all next bit tests.

3.4 Examples of Pseudo-Random Generators

Each of the one way functions we have discussed induces a pseudo-random generator. Listed below are
these generators (including the Blum/Blum/Shub generator which will be discussed afterwards) and their
associated costs. See [40, 35, 170].

Name One way function | Cost of computing | Cost of computing
one way function | j*bit of generator

RSA ¢ mod n,n = pq k3 jk3

Rabin 22 mod n,n = pq k2 jk?

Blum/Micali EXP(p,g,x) k3 Jk3

Blum/Blum/Shub (see below) k2 max(k? log j, k%)

3.4.1 Blum/Blum/Shub Pseudo-Random Generator
The Blum/Blum/Shub pseudo-random generator uses the (proposed) one way function g,(x) = x? mod n
where n = pq for primes p and ¢ so that p = ¢ = 3 mod 4. In this case, the squaring endomorphism z s 2>

on Z restricts to an isomorphism on (Z*)?, so g, is a permutation on (Z*)*. (Recall that every square has
a unique square root which is itself a square.)

Claim 3.12 The least significant bit of z is a hard bit for the one way function g,. |

The j*" bit of the Blum/Blum/Shub generator may be computed in the following way:

B(:L"Qj mod n) = B(z® mod m)
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where a = 2/ mod ¢(n). If the factors of n are known, then ¢(n) = (p — 1)(¢ — 1) may be computed so that
a may be computed prior to the exponentiation. o = 27 mod ¢(n) may be computed in O(k?1og j) time and

7 may be be computed in k% time so that the computation of B(x?") takes O(max(k®, k?log j)) time.

An interesting feature of the Blum/Blum/Shub generator is that if the factorization of n is known, the oV th
bit can be generated in time polynomial in |n|. The following question can be raised: let GBB%(z,p,q) =

B(f2" () o...0 B(f2"*+2k(2)) for n = pq and |z| = k. Let GBBS be the distribution induced by GBBS
on {0, 1}2%.

Open Problem 3.13 Is this distribution GkaS pseudo-random? Namely, can you prove that

1
VQ S Q[J?LVPTM A,Hk‘o,Vk‘ > k‘o|P7‘t€G2BkBS[A(t) = 1] — PrtEUzk [A(t) = 1]| < M

The previous proof that G is pseudo-random doesn’t work here because in this case the factorization of n is
part of the seed so no contradiction will be reached concerning the difficulty of factoring.

More generally,

Open Problem 3.14 Pseudo-random generators, given seed z, implicitly define an infinite string ¢7¢5 . . ..
Find a pseudo-random generator so that the distribution created by restricting to any polynomially selected
subset of bits of ¢* is pseudo-random. By polynomially selected we mean examined by a polynomial time
machine which can see g7 upon request for a polynomial number of i’s (the machine must write down the
i’s, restricting |i| to be polynomial in |z|).



CHAPTER 4

Block ciphers and modes of operation

Block ciphers are the central tool in the design of protocols for shared-key cryptography. They are the main
available “technology” we have at our disposal. This chapter will take a look at these objects and describe
the state of the art in their construction.

It is important to stress that block ciphers are just tools; they don’t, by themselves, do something that an
end-user would care about. As with any powerful tool, one has to learn to use this one. Even a wonderful
block cipher won’t give you security if you use don’t use it right. But used well, these are powerful tools
indeed. Accordingly, an important theme in several upcoming chapters will be on how to use block ciphers
well. We won’t be emphasizing how to design or analyze block ciphers, as this remains very much an art. The
main purpose of this chapter is just to get you acquainted with what typical block ciphers look like. We’ll
look at two examples, DES, and AES. DES is the “old standby.” It is currently (year 2001) the most widely-
used block cipher in existence, and it is of sufficient historical significance that every trained cryptographer
needs to have seen its description. AES is a more modern block cipher. It is a possible replacement for DES.

4.1 What is a block cipher?

A block cipher is a function E: {0,1}* x {0,1}} — {0,1}' that takes two inputs, a k-bit key K and an
I-bit “plaintext” M, to return an I-bit “ciphertext” C' = E(K, M). The key-length k and the block-length
are parameters associated to the block cipher and vary from cipher to cipher, as of course does the design
of the algorithm itself. For each key K € {0,1}* we let Ex: {0,1}' — {0,1}! be the function defined by
Ex (M) = E(K,M). For any block cipher, and any key K, the function Fx is a permutation on {0,1}".
This means that it is a bijection, ie. a one-to-one and onto function of {0,1}! to {0,1}!. Accordingly it has
an inverse, and we can denote it Fy'. This function also maps {0,1} to {0,1}!, and of course we have
E'(Fg(M)) = M and Ex(ER"(C)) = C for all M,C € {0,1}'. We let E~': {0,1}* x {0,1}' — {0,1}! be
defined by E~Y(K, C) = E;'(C); this is the inverse cipher to E.

The block cipher is a public and fully specified algorithm. Both the cipher F and its inverse E~! should
be easily computable, meaning given K, M we can compute E(K, M), and given K,C we can compute
E-YK,O).

In typical usage, a random key K is chosen and kept secret between a pair of users. The function Fx is then
used by the two parties to process data in some way before they send it to each other. The adversary may
see input-output examples of Fx, meaning pairs of the form (M, C) where C = Ex (M), but is not directly
shown the key K. Security relies on the secrecy of the key. (This is necessary, but not always sufficient,
for security.). So at a first cut at least, you might view the adversary’s goal as recovering the key K given
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some input-output examples of Ex. The block cipher should be designed to make this task computationally
difficult. Later we will refine this view, but it is the classical one, so let’s go with it for now.

How do block ciphers work? Lets take a look at some of them to get a sense of this.

4.2 Data Encryption Standard

The Data Encryption Standard (DES) is the quintessential block cipher. Even though it is now feeling its
age, and on the way out, no discussion of block ciphers can really omit mention of this construction. DES
is a remarkably well-engineered algorithm which has had a powerful influence on cryptography. DES is in
very widespread use, and probably will be for some years to come. Every time you use an ATM machine,
you are using DES.

4.2.1 A brief history

In 1972 the NBS (National Bureau of Standards, now NIST, the National Institute of Science and Technology)
initiated a program for data protection and wanted as part of it an encryption algorithm that could be
standardized. They put out a request for such an algorithm. In 1974, IBM responded with a design based
on their “Lucifer” algorithm. This design would eventually evolve into the DES.

DES has a key-length of & = 56 and a block-length of | = 64. It consists of 16 rounds of what is called a
“Feistel network.” We will describe the details shortly.

After NBS, several other bodies adopted DES as a standard, including ANSI (the American National Stan-
dards Institute) and the American Bankers Association.

The standard was to be reviewed every five years to see whether or not it should be re-adopted. Although
there were claims that it would not be re-certified, the algorithm was re-certified again and again. Only
recently did the work for finding a replacement begin in earnest, in the form of the AES (Advanced Encryption
Standard) effort.

DES proved remarkably secure. There has, since the beginning, been concerns, especially about exhaustive
key-search. But for a fair length of time, the key size of 56 bits was good enough against all but very
well-funded organizations. Interesting attacks significantly different from key search emerged only in the
nineties, and even then don’t break DES in a sense significant in practice. But with today’s technology, 56
bits is too small a key size for many security applications.

4.2.2 Construction

The construction is described in FIPS 46 [147]. The following discussion is a quick guide that you can follow
if you have the FIPS document at your side.

Begin at page 87 where you see a big picture. The input is 64 bits and in addition there is a 56 bit key K.
(They say 64, but actually every eighth bit is ignored. It can be set to the parity of the previous seven.)
Notice the algorithm is public. You operate with a hidden key, but nothing about the algorithm is hidden.

The first thing the input is hit with is something called the initial permutation, or IP. This just shuffles bit
positions. That is, each bit is moved to some other position. How? In a fixed and specified way: see page
88. Similarly, right at the end, notice they apply the inverse of the same permutation. From now on, ignore
these. They do not affect security. (As far as anyone can tell, they are there to make loading the chips
easier.)

The essence of DES is in the round structure. There are 16 rounds. Each round 7 has an associated subkey
K; which is 48 bits long. The subkeys K, ..., Kig are derived from the main key K, in a manner explained
on page 95 of the FIPS document.
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In each round, the input is viewed as a pair (L;, R;) of 32 bit blocks, and these are transformed into the new
pair (L; 41, Ri4+1), via a certain function f that depends on a subkey K; pertaining to round i. The structure
of this transformation is important: it is called the Feistel transformation.

The Feistel transformation, in general, is like this. For some function g known to the party computing
the transformation, it takes input (L, R) and returns (L', R') where L’ = R and R’ = g(R)®L. A central
property of this transformation is that it is a permutation, and moreover if you can compute g then you
can also invert the transform. Indeed, given (L', R') we can recover (L, R) via R = L' and L = g(R)®R'.
For DES, the role of g in round ¢ is played by f(Kj;,-), the round function specified by the subkey K;.
Since DESk (+) is a sequence of Feistel transforms, each of which is a permutation, the whole algorithm is a
permutation, and knowledge of the key K permits computation of DESI_(I(J.

Up to now the structure has been quite generic, and indeed many block-ciphers use this high level design:
a sequence of Feistel rounds. For a closer look we need to see how the function f(Kj,-) works. See the
picture on page 90 of the FIPS document. Here K; is a 48 bit subkey, derived from the 56 bit key in a way
depending on the round number. The 32 bit R; is first expanded into 48 bits. How? In a precise, fixed way,
indicated by the table on the same page, saying E-bit selection table. It has 48 entries. Read it as which
inputs bits are output. Namely, output bits 32, 1, 2, 3, 4, 5, then 4, 5 again, and so on. It is NOT random
looking! In fact barring that 1 and 32 have been swapped (see top left and bottom right) it looks almost
sequential. Why did they do this? Who knows. That’s the answer to most things about DES.

Now K; is XORed with the output of the E-box and this 48 bit input enters the famous S-boxes. There are
eight S-boxes. Each takes 8 bits to 6 bits. Thus we get out 32 bits. Finally, there is a P-box, a permutation
applied to these 32 bits to get another 32 bits. You can see it on page 91.

What are the S-boxes? Each is a fixed, tabulated function, which the algorithm stores as tables in the code
or hardware. You can see them on page 93. How to read them? Take the 6 bit input by, bs, b3, by, b5, bg.
Interpret the first two bits as a row number, between 1 and 4. Interpret the rest as a column number, 1
through 16. Now index into the table.

Well, without going into details, the main objective of the above was to give you some idea of the kind of
structure DES has. Of course, the main questions about the design are: why, why and why? What motivated
these design choices? We don’t know too much about this, although we can guess a little.

4.2.3 Speed

How fast can you compute DES? Let’s begin by looking at hardware implementations since DES was in
fact designed to be fast in hardware. We will be pretty rough; you can find precise estimates, for different
architectures, in various places.

You can get over a Gbit/sec throughput using VLSI. Specifically at least 1.6 Gbits/sec, maybe more. That’s
pretty fast.

Some software figures I found quoted are: 12 Mbits/sec on a HP 9000/887; 9.8 Mbits/sec on a DEC Alpha
4000/610. The performance of DES in software is not as good as one would like, and is one reason people
seek alternatives.

4.3 Advanced Encryption Standard

A new standard was chosen to replace the DES in February 2001. The AES (Advanced Encryption Standard)
is a block cipher called Rijndael. It is described in [62]. It has a block length of 128 bits, and the key size is
variable: it could be 128, 192 or 256 bits.
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4.4 Some Modes of operation

Let a block cipher E be fixed, and assume two parties share a key K for this block cipher. This gives them
the ability to compute the functions Ex (-) and Ef(l() These functions can be applied to an input of [-bits.
An application of Fk is a called enciphering and an application of E;(1 is called deciphering.

Typically the block size [ is 64 or 128. Yet in practice we want to process much larger inputs, say text files to
encrypt. To do this one uses a block cipher in some mode of operation. There are several of these. We will
illustrate by describing three of them that exhibit different kinds of features. We look at ECB (Electronic
Code-Book), CBC (Cipher Block Chaining) and CTR (Counter). In each case there is an encryption process
which takes an nl-bit string M, usually called the plaintext, and returns a string C, usually called the
ciphertext. (If the length of z is not a multiple of | then some appropriate padding must be done to make
it so0.) An associated decryption process recovers M from C.

If x is a string whose length is a multiple of [ then we view it as divided into a sequence of [-bit blocks, and
let z[i] denote the i-th block, for ¢ = 1,...,|z|/l. That is, z = z[1]...xz[n] where n = |z|/L.

4.4.1 Electronic codebook mode

Each plaintext block is individually enciphered into an associated ciphertext block.

Algorithm Ex (M[1]... M|[n]) | Algorithm Dg(C[1]...Cln])

Fori=1,...,ndo Fori=1,...,ndo
Cli] — Ex(M[i)) Mi] — Ex'(C[i])
Return C[1]...C[n] Return M[1]... M|[n]

4.4.2 Cipher-block chaining mode

CBC mode processes the data based on some initial vector IV which is an [-bit string, as follows.

Algorithm Ex (IV, M[1]... M[n]) | Algorithm Dk (C[0]C[1]...C[n])

C[0] — IV Fori=1,...,ndo
Fori=1,...,ndo M{i] «— E M (C[i))aCli — 1]
Cli] « Ex(C[i — 1|@M]i]) Return M[1]... M|[n]

Return C[0]C[1]...CIn]

Unlike ECB encryption, this operation is not length preserving: the output is [-bits longer than the input.
The initial vector is used for encryption, but is then part of the ciphertext, so that the receiver need not be
assumed to know it a priori.

Different specific modes result from different ways of choosing the initial vector. Unless otherwise stated,
it is assumed that before applying the above encryption operation, the encryptor chooses the initial vector
at random, anew for each message M to be encrypted. Other choices however can also be considered, such
as letting IV be a counter that is incremented by one each time the algorithm is applied. The security
attributed of these different choices are discussed later.

CBC is the most popular mode, used pervasively in practice.

4.4.3 Counter mode

CTR mode also uses an auxiliary value, an “initial value” IV which is an integer in the range 0,1, ...,2! — 1.
In the following, addition is done modulo 2!, and NtS;(j) denotes the binary representation of integer j as
an [-bit string.
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Algorithm Ex(IV, M[1]... M[n]) Algorithm Dy (NtS;(IV)C[1]...CIn])
Fort:=1,...,n do Fort=1,...,n do
Cli] «— Ex(NtS;(IV +4))®M][i] MT[i] «— Ex(NtS;(IV +4))®C|i]
Return NtS;(IV)C[1]...C[n] Return M[1]... M[n]

Notice that in this case, decryption did not require computation of Ef(l, and in fact did not even require
that Ex be a permutation. Also notice the efficiency advantage over CBC: the encryption is parallelizable.

Again, there are several choices regarding the initial vector. It could be a counter maintained by the sender
and incremented by n = | M|/l after message M has been encrypted. Or, it could be chosen anew at random
each time the algorithm is invoked.

4.5 Key recovery attacks on block ciphers

Practical cryptanalysis of a block cipher E: {0, 1}*x{0,1} — {0, 1}! focuses on key-recovery. They formulate
the problem facing the cryptanalyst like this. A k-bit key K is chosen at random. Let ¢ > 0 be some integer
parameter.

GIVEN: The adversary has a sequence of ¢ input-output examples of Fx, say
(My,Ch),. .., (M,,Cy)

where C; = Ex(M;) fori=1,...,q and M,..., M, are all distinct I-bit strings.

FIND: The adversary must find the key K.

Two kinds of “attack” models are considered within this framework:

KNOWN-MESSAGE ATTACK: My,..., M, are any distinct points; the adversary has no control over them,
and must work with whatever it gets.

CHOSEN-MESSAGE ATTACK: Mi,..., M, are chosen by the adversary, perhaps even adaptively. That is,
imagine it has access to an “oracle” for the function Ex. It can feed the oracle M; and get back C; =
Ex(My). Tt can then decide on a value My, feed the oracle this, and get back Cs, and so on.

Clearly a chosen-message attack gives the adversary much more power, but is also less realistic in practice.

The most obvious attack is exhaustive key search.

EXHAUSTIVE KEY SEARCH: Go through all possible keys K’ € {0,1}* until you find the right one, namely
K. How do you know when you hit K? If Ex, (M;) = Cy, you bet that K/ = K. Of course, you could be
wrong. But the “chance” of being wrong is small, and gets much smaller if you do more such tests. For
DES, two tests is quite enough. That is, the attack in this case only needs ¢ = 2, a very small number of
input-output examples.

Let us now describe the attack in more detail. For i = 1,...,2* let K; denote the i-th k-bit string (in
lexicographic order). The following algorithm implements the attack.

Fori=1,...,2F do
It B(K;, M) = C,
then if E(K;, M) = Cs then return K;

How long does this take? In the worst case, 2¥ computations of the block cipher. For the case of DES, even
if you use the above mentioned 1.6 Gbits/sec chip to do these computations, the search takes about 6,000
years. So key search appears to be infeasible.
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Yet, this conclusion is actually too hasty. We will return to key search and see why later.

DIFFERENTIAL AND LINEAR CRYPTANALYSIS: The discovery of a less trivial attack waited until 1990. Dif-
ferential cryptanalysis is capable of finding a DES key using 247 input-output examples (that is, it requires
q = 27). However, differential cryptanalysis required a chosen-message attack.

Linear cryptanalysis improved differential in two ways. The number of input-output examples required is
reduced to 243, but also only a known-message attack is required.

These were major breakthroughs in cryptanalysis. Yet, their practical impact is small. Why? It difficult
to obtain 243 input-output examples. Furthermore, simply storing all these examples requires about 140
terabytes of data.

Linear and differential cryptanalysis were however more devastating when applied to other ciphers, some of
which succumbed completely to the attack.

So what’s the best possible attack against DES? The answer is exhaustive key search. What we ignored
above is parallelism.

KEY SEARCH MACHINES: A few years back it was argued that one can design a $1 million machine that
does the exhaustive key search for DES in about 3.5 hours. More recently, a DES key search machine was
actually built, at a cost of $250,000. It finds the key in 56 hours, or about 2.5 days. The builders say it will
be cheaper to build more machines now that this one is built.

Thus DES is feeling its age. Yet, it would be a mistake to take away from this discussion the impression
that DES is weak. Rather, what the above says is that it is an impressively strong algorithm. After all these
years, the best practical attack known is still exhaustive key search. That says a lot for its design and its
designers.

Later we will see that that we would like security properties from a block cipher that go beyond resistance
to key-recovery attacks. It turns out that from that point of view, a limitation of DES is its block size.
Birthday attacks “break” DES with about ¢ = 232 input output examples. (The meaning of “break” here is
very different from above.) Here 232 is the square root of 264, meaning to resist these attacks we must have
bigger block size. The next generation of ciphers has taken this into account.

4.6 Limitations of key-recovery based security

As discussed above, classically, the security of a block ciphers has been looked at with regard to key recovery.
That is, analysis of a block cipher E has focused primarily on the following question: given some number ¢
of input-output examples (M7, C1)), ..., (My, Cy), where K is a random, unknown key and C; = Ex(M;),
how hard is it for an attacker to find K7 A block cipher is viewed as “secure” if the best key-recovery attack
is computationally infeasible, meaning requires a value of ¢ that is too large to make the attack practical.
In the sequel, we refer to this as security against key-recovery

However, as a notion of security, security against key-recovery is quite limited. A good notion should be
sufficiently strong to be useful. This means that if a block cipher is secure, then it should be possible to use
the block cipher to make worthwhile constructions and be able to have some guarantee of the security of
these constructions. But even a cursory glance at common block cipher usages shows that good security in
the sense of key recovery is not sufficient for security of the usages of block ciphers.

Take for example the CTR mode of operation discussed in Section 4.4. Suppose that the block cipher had the
following weakness: Given C, Fg(C + 1), Fx(C + 2), it is possible to compute Fx (C + 3). Then clearly the
encryption scheme is not secure, because if an adversary happens to know the first two message blocks, it can
figure out the third message block from the ciphertext. (It is perfectly reasonable to assume the adversary
already knows the first two message blocks. These might, for example, be public header information, or the
name of some known recipient.) This means that if CTR mode encryption is to be secure, the block cipher
must have the property that given C, Fx(C + 1), Fx(C + 2), it is computationally infeasible to compute
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Fr(C +3). Let us call this property SP1, for “security property one”.

Of course, anyone who knows the key K can easily compute Fg(C + 3) given C, Fx(C + 1), Fx(C + 2).
And it is hard to think how one can do it without knowing the key. But there is no guarantee that someone
cannot do this without knowing the key. That is, confidence in the security of F' against key recovery does
not imply that SP1 is true.

This phenomenon continues. As we see more usages of ciphers, we build up a longer and longer list of security
properties SP1, SP2, SP3, ... that are necessary for the security of some block cipher based application.

Furthermore, even if SP1 is true, CTR mode encryption may still be weak. SP1 is not sufficient to guarantee
the security of CTR mode encryption. Similarly with other security properties that one might naively come
up with.

This long list of necessary but not sufficient properties is no way to treat security. What we need is one
single “MASTER” property of a block cipher which, if met, guarantees security of lots of natural usages
of the cipher.

A good example to convince oneself that security against key recovery is not enough is to consider the
block cipher E: {0,1}* x {0,1}' — {0,1}! defined for all keys K € {0,1}* and plaintexts x € {0,1}! by
F(K,z) = x. That is, each instance Fx of the block cipher is the identity function. Is this a “good” block
cipher? Surely not. Yet, it is exceedingly secure against key-recovery. Indeed, given any number of input
output examples of F, an adversary cannot even test whether a given key is the one in use.

This might seem like an artificial example. Many people, on seeing this, respond by saying: “But, clearly,
DES and AES are not designed like this.” True. But that is missing the point. The point is that security
against key-recovery alone does not make a “good” block cipher. We must seek a better notion of security.
Chapter 5 on pseudorandom functions does this.

4.7 Exercises and Problems
Exercise 4.1 Show that for all K € {0,1}°¢ and all z € {0,1}%4
DESk (z) = DES#(T) .

This is called the key-complementation property of DES. |

Exercise 4.2 Show how to use the key-complementation property of DES to speed up exhaustive key search
by a factor of two. Explain any assumptions that you make. |

Exercise 4.3 Find a key K such that DESk(-) = DES;!(+). Such a key is sometimes called a “weak” key.
How many weak keys can you find? Why do you think they are called “weak?” |



CHAPTER 5

Pseudo-random functions

Pseudorandom functions (PRFs) and their cousins, pseudorandom permutations (PRPs), figure as central
tools in the design of protocols, especially those for shared-key cryptography. At one level, PRFs and PRPs
can be used to model block ciphers, and they thereby enable the security analysis of protocols based on
block ciphers. But PRFs and PRPs are also a wonderful conceptual starting points in other contexts. In
this chapter we will introduce PRFs and PRPs and try to understand their basic properties.

5.1 Function families

A function family is a map F: Keys(F) x Dom(F) — Range(F'). Here Keys(F') is the set of keys of F;
Dom(F) is the domain of F; and Range(F') is the range of F. The two-input function F takes a key K
and input z to return a point y we denote by F(K,z). For any key K € Keys(F') we define the map
Fi: Dom(F) — Range(F) by Fk(x) = F(K,z). We call the function Fx an instance of family F'. Thus, F
specifies a collection of maps, one for each key. That’s why we call F' a family of functions.

Most often Keys(F) = {0,1}* and Dom(F) = {0,1}' and Range(F) = {0,1} for some integer values of
k,l,L > 1. But sometimes the domain or range could be sets of different kinds, containing strings of varying
lengths.

There is some probability distribution on the set of keys Keys(F'). Most often, just the uniform distribution.
So with Keys(F) = {0,1}*, we are just drawing a random k-bit string as a key. We denote by K <~ Keys(F)
the operation of selecting a random string from Keys(F') and naming it K. Then f & F denotes the
operation: K < Keys(F); f < Fk. In other words, let f be the function F where K is a randomly chosen
key. We are interested in the input-output behavior of this randomly chosen instance of the family.

A permutation is a map whose domain and range are the same set, and the map is a length-preserving
bijection on this set. That is, a map 7m: D — D is a permutation if |7 (z)| = |z| for all z € D and also = is
one-to-one and onto. We say that F' is a family of permutations if Dom(F) = Range(F') and each F is a
permutation on this common set.

Example 5.1 A block cipher is a family of permutations. For example, DES is a family of permutations with
Keys(DES) = {0,1}°% and Dom(DES) = {0,1}%* and Range(DES) = {0,1}5*. Here k = 56 and | = L = 64.
Similarly AES is a family of permutations with Keys(AES) = {0,1}'2® and Dom(AES) = {0,1}!?® and
Range(AES) = {0,1}!?8. Here k =128 and [ = L = 128. |
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5.2 Random functions and permutations

Let D,R C {0,1}* be finite sets and let I, L > 1 be integers. There are two function families that we fix.
One is Rand” 7% the family of all functions of D to R. The other is Perm”, the family of all permutations
on D. For compactness of notation we let Rand' ™% equal Rand” ™ with D = {0,1}! and R = {0,1}%. We
also set Perm' equal Perm” with D = {0,1}.

What are these families? The family Rand” =% has domain D and range R, while the family Perm® has
domain and range D. The set of instances of Rand” " is the set of all functions mapping D to R, while the set
of instances of Perm® is the set of all permutations on D. The key describing any particular instance function
is simply a description of this instance function in some canonical notation. For example, order the domain
D lexicographically as x1, 2, . .., and then let the key for a function f be the list of values (f(x1), f(x2),...).
The key-space of Rand?~% is simply the set of all these keys, under the uniform distribution.

Let us illustrate in more detail for the cases in which we are most interested. The key of a function in
Rand'~% is simply a list of of all the output values of the function as its input ranges over {0,1}'. Thus

Keys(RanleL) = { (yla"'ay2l) DYy Y2 € {O’I}L }

is the set of all sequences of length 2! in which each entry of a sequence is an L-bit string. For any z € {0, 1}
we interpret = as an integer in the range {1,...,2!} and set

Randl_)L((yl7 CsY2t), T) = Y

Notice that the key space is very large; it has size oL, Naturally, since there is a key for every function
of [-bits to L-bits, and this is the number of such functions. The key space is equipped with the uniform
distribution, so that f <~ Rand' ' is the operation of picking a random function of l-bits to L-bits.

On the other hand, for Perm!, the key space is

Keys(Perm') = {(y1,...,92): w1,...,y2 € {0,1}! and

Y1, .., Yy are all distinct} .
For any = € {0,1}' we interpret = as an integer in the range {1,...,2!} and set
Perm'((y1,...,y21), ) = Yo .

The key space is again equipped with the uniform distribution, so that f & Perm! is the operation of picking
a random permutation on {0,1}!. In other words, all the possible permutations on {0, 1}! are equally likely.

Example 5.2 We exemplify Rand®~?, meaning | = 3 and L = 2. The domain is {0,1}? and the range is

{0,1}2. An example instance f of the family is illustrated below via its input-output table:

2 000 [ 001 [ 010 [ 011 [ 100 | 101 | 110 | 111
F@)y[ 10 [ 11 o1 [ 11 | 10 | 00 | 00 | 10

The key corresponding to this particular function is

(10,11,01, 11, 10,00, 00, 10) .

The key-space of Rand® ™2 is the set of all such sequences, meaning the set of all 8-tuples each component of

which is a two bit string. There are
222" — 216 — 65 536

such tuples, so this is the size of the key-space. |



60 Goldwasser and Bellare

We will hardly ever actually think about these families in terms of this formalism. Indeed, it is worth pausing
here to see how to think about them more intuitively, because they are important objects.

We will consider settings in which you have black-box access to a function g. This means that there is a box
to which you can give any value x of your choice (provided z is in the domain of g), and box gives you back
g(x). But you can’t “look inside” the box; your only interface to it is the one we have specified. A random
function g: {0,1}' — {0,1}* being placed in this box corresponds to the following. Each time you give the
box an input, you get back a random L-bit string, with the sole constraint that if you twice give the box the
same input z, it will be consistent, returning both times the same output g(x). In other words, a random
function of [-bits to L-bits can be thought of as a box which given any input z € {0,1}* returns a random
number, except that if you give it an input you already gave it before, it returns the same thing as last time.
It is this “dynamic” view that we suggest the reader have in mind in thinking about random functions.

The dynamic view can be thought of as following program. The program maintains the function in the form
of a table T where T'[z] holds the value of the function at z. Initially, the table is empty. The program
processes an input = € {0, 1} as follows:

If T'[x] is not defined then
Flip coins to determine a string y € {0,1}" and let T[z] « y
Return T'[z]

The answer on any point is random and independent of the answers on other points.

Another way to think about a random function is as a large, pre-determined random table. The entries are
of the form (z,y). For each = someone has flipped coins to determine y and put it into the table.

We are more used to the idea of picking points at random. Here we are picking a function at random.

One must remember that the term “random function” is misleading. It might lead one to think that certain
functions are “random” and others are not. (For example, maybe the constant function which always
returns 0¥ is not random, but a function with many different range values is random.) This is not right.
The randomness of the function refers to the way it was chosen, not to an attribute of the selected function
itself. When you choose a function at random, the constant function is just as likely to appear as any other
function. It makes no sense to talk of the randomness of an individual function; the term “random function”
just means a function chosen at random.

Example 5.3 Let’s do some simple probabilistic computations to understand random functions. Fix x €
{0,1}! and y € {0,1}*. Then:

P[f(a:):y : fﬁRanleL] =2 L,

Notice it doesn’t depend on [. Also it doesn’t depend on the values of x,y.
Now fix 21,22 € {0,1}! and y € {0,1}*. Then:

2L if g T
P s = fle) =y 7 & RandtH] < { 30 7

This illustrates independence. Finally fix x1, 22 € {0,1} and y € {0,1}~. Then:

2-L if xTq 7é To
P[f(ml)@f(acg):y : fiRanleL} =q 0 if z; = x5 and y # 0
1

if z1 = 29 and y = 0F

Similar things hold for the sum of more than two things. |
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5.3 Pseudorandom functions

A pseudorandom function is a family of functions with the property that the input-output behavior of
a random instance of the family is “computationally indistinguishable” from that of a random function.
Someone who has only black-box access to a function, meaning can only feed it inputs and get outputs, has
a hard time telling whether the function in question is a random instance of the family in question or a
random function. The purpose of this section is to arrive at a suitable definition of this notion. Later we
will look at motivation and applications.

We fix a family of functions F: Keys(F) x D — R. (You may want to think Keys(F) = {0,1}*, D = {0,1}!
and R = {0, 1} for some integers k,l, L > 1, since this is the most common case.) Imagine that you are in
a room which contains a computer that is connected to another computer outside your room. You can type
something into your computer and send it out, and an answer will come back. The allowed questions you
can type must be strings from the domain D, and the answers you get back will be strings from the range
R. The computer outside your room implements a function g: D — R, so that whenever you type a value
x you get back g(x). However, your only access to g is via this interface, so the only thing you can see is
the input-output behavior of g. We consider two different ways in which g will be chosen, giving rise to two
different “worlds.”

World 0: The function g is drawn at random from Ran , namely via g <~ Ran So ¢ is just a

random function of D to R.)

World 1: The function g is drawn at random from F', namely g < F. (This means that a key is chosen via
K & Keys(F) and then g is set to Fg.)

You are not told which of the two worlds was chosen. The choice of world, and of the corresponding function
g, is made before you enter the room, meaning before you start typing questions. Once made, however, these
choices are fixed until your “session” is over. Your job is to discover which world you are in. To do this, the
only resource available to you is your link enabling you to provide values x and get back g(x). After trying
some number of values of your choice, you must make a decision regarding which world you are in. The
quality of pseudorandom family F' can be thought of as measured by the difficulty of telling, in the above
game, whether you are in World 0 or in World 1.

Intuitively, the game just models some way of “using” the function g in an application like an encryption
scheme. If it is not possible to distinguish the input-output behavior of a random instance of F' from a truly
random function, the application should behave in roughly the same way whether it uses a function from F'
or a random function. Later we will see exactly how this works out; for now let us continue to develop the
notion. But we warn that pseudorandom functions can’t be substituted for random functions in all usages
of random functions. To make sure it is OK in a particular application, you have to make sure that it falls
within the realm of applications for which the formal definition below can be applied.

The act of trying to tell which world you are in is formalized via the notion of a distinguisher. This is an
algorithm which is provided oracle access to a function g and tries to decide if g is random or pseudorandom.
(TIe. whether it is in world 0 or world 1.) A distinguisher can only interact with the function by giving it
inputs and examining the outputs for those inputs; it cannot examine the function directly in any way. We
write A9 to mean that distinguisher A is being given oracle access to function g. Intuitively, a family is
pseudorandom if the probability that the distinguisher says 1 is roughly the same regardless of which world
it is in. We capture this mathematically below. Further explanations follow the definition.

Definition 5.4 Let F: Keys(F') x D — R be a family of functions, and let A be an algorithm that takes an
oracle for a function g: D — R, and returns a bit. We consider two experiments:

Experiment EXP%T,ZI Experiment Exp%ﬁo
K < Keys(F) g & Rand” ="
d— AP d — A9

Return d Return d
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The prf-advantage of A is defined as
Advil, = P[Exp}f =1] - P [Expl =1
For any t, q, u we define the prf-advantage of F
AdvP (g ) = max { Adv%rj4

where the maximum is over all A having time-complexity ¢ and making at most ¢ oracle queries, the sum of
the lengths of these queries being at must u bits. |

The algorithm A models the person we were imagining in our room, trying to determine which world he
or she was in by typing queries to the function g via a computer. In the formalization, the person is an
algorithm, meaning a piece of code. We formalize the ability to query g as giving A an oracle which takes
input any string z € D and returns g(z). Algorithm A can decide which queries to make, perhaps based on
answers received to previous queries. Eventually, it outputs a bit d which is its decision as to which world
it is in.

It should be noted that the family F' is public. The adversary A, and anyone else, knows the description of
the family, and have code to implement it, meaning are capable, given values K, z, of computing F (K, x).

The worlds are captured by what we call “experiments.” The first experiment picks a random instance F
of family F' and then runs adversary A with oracle g = F. Adversary A interacts with its oracle, querying
it and getting back answers, and eventually outputs a “guess” bit. The experiment returns the same bit.
The second experiment picks a random function g: D — R and runs A with this as oracle, again returning
A’s guess bit. Each experiment has a certain probability of returning 1. The probability is taken over the
random choices made in the experiment. Thus, for the first experiment, the probability is over the choice
of K and any random choices that A might make, for A is allowed to be a randomized algorithm. In the
second experiment, the probability is over the random choice of g and any random choices that A makes.
These two probabilities should be evaluated separately; the two experiments are completely different.

To see how well A does at determining which world it is in, we look at the difference in the probabilities
that the two experiments return 1. If A is doing a good job at telling which world it is in, it would return 1
more often in the first experiment than in the second. So the difference is a measure of how well A is doing.
We call this measure the prf-advantage of A. Think of it as the probability that A “breaks” the scheme F,
with “break” interpreted in a specific, technical way based on the definition.

Different distinguishers will have different advantages. There are two reasons why one distinguisher may
achieve a greater advantage than another. One is that it is more “clever” in the questions it asks and the
way it processes the replies to determine its output. The other is simply that it asks more questions, or
spends more time 