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Introduction

WHAT’S COVERED

v/ Purpose and Audience
v/ Contents
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I Purpose and Audience

For today’s Visa® merchant, accepting Visa payment cards has become
simultaneously easier and more complex. Electronic terminals and card
acceptance devices make transaction processing automatic and seemingly
effortless, raising potential profitability. However, they also create increased
possibilities for processing mistakes and fraudulent transactions that can result
in copy requests and chargebacks.

In addition, the walls between card-present and card-not-present transactions
have become less obvious as growing numbers of traditional “brick and mortar”
merchants launch e-commerce web sites, transforming themselves into “click
and mortar” businesses. Such merchants must, in effect, be “bilingual,” familiar
with both card-present and card-not-present procedures.

Rules for Visa Merchants—Card Acceptance and Chargeback Management
Guidelines is a comprehensive manual for all businesses that accept Visa
transactions. The purpose of this guide is to provide merchants and their sales
staffs with accurate, up-to-date information on processing Visa transactions,
while minimizing risk of loss from fraud and chargebacks. The book is targeted
at both card-present and card-not-present merchants and their employees, and
includes requirements and best practices for doing business on the Internet. It
also contains detailed information on the most common types of chargebacks
merchants receive and what you can do to remedy or prevent them.
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EE Contents

Rules for Visa Merchants—Card Acceptance and Chargeback Management
Guidelines is organized to allow users to find the information they need quickly
and easily. The table of contents serves as an index of the topics and material
covered.

Topics covered include:

v Section 1: Getting Down to Basics: An overview of the how Visa transac-
tions are processed, from point of transaction to clearing and settlement.
A list of key Visa policies for merchants is also included.

v/ Section 2: Card-Present Transactions: Requirements and best practices
for processing card-present transactions at the point of sale, including how
to minimize key-entered transactions and ensure legible sales receipts.
Suspicious transactions, Code 10 calls, and card recovery procedures are
also discussed.

v/ Section 3: Card-Not-Present Transactions: Requirements and best
practices for processing card-not-present transactions, including mail
order, telephone order, and Internet sales. Visa fraud prevention tools,
like the Address Verification Service, and Card Verification Value 2 (CVV2);
requirements for e-commerce web sites; and procedures for recurring
transactions are also covered.

v/ Section 4: Visa Cardholder Information Security Program (CISP): The
Payment Card Industry (PCI) Data Security Standard that Visa requires
merchants and their service providers to implement to ensure the security
of confidential cardholder account information.

v/ Section 5: Copy Requests: Requirements and best practices for respond-
ing to a request for a copy of a sales receipt to resolve a cardholder dis-
pute. Information on minimizing copy requests, ensuring legible receipts,
and meeting sales draft requirements are also covered.

v/ Section 6: Chargebacks: Requirements and best practices for processing
transactions that are charged back to you by your merchant bank, from the
card issuer. This section includes strategies for chargeback prevention, as
well as information on how and when to resubmit a charged-back transac-
tion to your merchant bank. A brief compliance process overview is also
included.

v/ Section 7: Chargeback Reason Codes: Detailed information on the
reason codes for the most common types of chargebacks that merchants
receive. For each reason code, a definition is given, along with the
merchant actions—or failure to act—that may have caused the chargeback,
and recommendations for resubmitting the transaction and preventing
similar chargebacks in the future.
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v/ Appendix 1: Training Your Troops: A comprehensive list of Visa print and
multimedia materials that merchants can use for training their employees
on card acceptance and fraud prevention procedures.

v’ Appendix 2: Glossary: A list of terms used in the book.

Disclaimer The information in this guide is current as of the date of printing. However,
card acceptance, processing, and chargeback procedures are subject to
change. This guide contains information based on the current Visa U.S.A. Inc.
Operating Regulations. If there are any technical differences between the Visa
U.S.A. Inc. Operating Regulations and this guide, the Visa U.S.A. Inc. Operating
Regulations will prevail in every instance. Your merchant agreement and the
Visa U.S.A. Inc. Operating Regulations take precedence over this guide or any
updates to its information.

For further information about the rules or practices covered in this guide,
contact your merchant bank.
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Section 1.: Getting Down to Basics

WHAT’S COVERED

v/ Visa Transaction Processing—From Start to Finish
Visa Rules

Visa Rules for Returns and Exchanges

Visa Rules for PIN-less Payment Brand Acceptance

AN N N N

Dynamic Currency Conversion (DCC) Compliance at the Point of Sale
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I Visa Transaction Processing—From Start to

Who Does
What—
Parties

to Visa
Transactions

Finish

By accepting Visa cards at your point of sale, you become an integral part of the
Visa payment system. That’s why it’s important that you start with a clear picture
of the Visa card transaction process: what it is, how it works, and who’s involved.
This basic knowledge will provide you with a conceptual framework for the poli-
cies and procedures covered in this guide. It will also help you to understand the
major components of payment processing and how they affect the way you do
business.

Besides you and your customers, several other parties are involved in every
Visa transaction. The following summary will help you and your sales staff to
better understand who does what.

A cardholder is an authorized user of Visa payment cards or other Visa payment
products.

A merchant is any business entity that is authorized to accept Visa cards for the
payment of goods and services.

A merchant bank is a financial institution that contracts with merchants to
accept Visa cards for payment of good and services. A merchant bank may also
contract with third-party processors to provide many of these services.

A card issuer is a financial institution that maintains the Visa cardholder rela-
tionship. It issues Visa cards and contracts with its cardholders for billing and
payment of transactions.

Visa is a membership corporation of financial institutions that issue Visa cards
and/or sign merchants to accept Visa cards for payment of goods and services.
Visa provides card products, promotes the Visa brand, and establishes the rules
and regulations governing member participation in Visa programs. Visa also
operates the world’s largest consumer payment system to facilitate the flow of
transactions between members.

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines
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Transaction
Life Cycles

Authorization

1. Cardholder
presents a Visa
card to pay for
purchases. For
card-not-present
transactions, the
cardholder provides
the merchant with
the account number,
expiration date,
billing address,
and CVV2.

b

D

1t =]

and completes the

=
2

8. Merchant receives the
authorization response

VisaNet® is part of Visa’'s consumer payment system. It is itself a collection of
systems that includes:

¢ An authorization service through which issuers can approve or decline
individual Visa card transactions.

* A clearing and settlement service that processes transactions
electronically between merchant banks and issuers to ensure that:

- Visa transaction information moves from merchant banks to issuers for
posting to cardholders’ accounts.

- Payment for Visa transactions moves from issuers to merchant banks to
be credited to the merchant’s account.

The following illustrations show the life cycle for Visa card transactions, for both
card-present and card-not-present purchases. Processing events and activities
may vary slightly for any one merchant, merchant bank, or card issuer, depend-
ing on card and transaction type, and the processing system used.

2. Merchant swipes the card,

enters the dollar amount, and

transmits an authorization request
to the merchant bank. For card-not-
present transactions, the account L

. . the authorization

number and other information may t to VisaNet
be digitally or key-entered. request to visaivet.

BN N
I

i

3. Merchant bank
electronically sends

4. VisaNet passes
on the request to the

0 card issuer.
I
—

5. Card issuer
e approves or

%_\;‘\\_ declines the
s/

V}\\\\A fll) «— i

—_—

7. Merchant bank
forwards the response
to the merchant.

transaction accordingly.
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Clearing and Settlement

10. Merchant bank

credits the merchant’s

account and electronically
submits the transaction to

Visa for settlement. @

cepost the ®
transaction receipt //"|>
Wil

with merchant

) |_|’r\,
—

bank.* _— =
—_—
VisaNet: —_— \j
Card issuer:
K * facilitates
settlement. * posts the =
transaction to §
R o
account. L \

the card issuer

account, then * sends the monthly

sends the statement to the 13. Cardholder
transaction to the cardholder. receives the
card issuer. statement.

*Merchants or their agents that store, process, or transmit data may not store sensitive authentication data (full magnetic-stripe or
chip) contents. Card Verification Value 2 (CW2), or PIN Verification Value (PVV)—even if it is encrypted. Once an authorization is pro-
cessed, such data should no longer exist. The only components of the magnetic stripe that can be stored are name, account number,
and expiration date.
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I Visa Rules

Acceptance
Options

Visa Logo

VISA

VISA

Only Debit cards accepted

VISA

Only Credit and Business
cards accepted

U.S. merchants must follow basic card acceptance rules for all Visa transactions.
Careful and consistent adherence to the Visa USA rules outlined in this section
will help you to enhance customer satisfaction and increase your profitability. If
you have any questions about any of the Visa rules presented here, contact your
merchant bank.

To offer the broadest possible range of payment options to consumers, most
merchants choose to accept all categories of Visa debit and credit cards.
U.S. merchants, however, may accept:

e All Visa cards

¢ \Visa credit and business cards only

e Visa consumer debit and prepaid cards only

These acceptance options apply only to cards issued in the United States.
Merchants accepting any category of Visa cards must honor all foreign-issued
Visa cards presented for payment.

Display the Visa logo at the merchant location or on catalogs, sales materials,
or web sites. Depending on the card acceptance option you choose, both
card-present and card-not present merchants must display the appropriate Visa
logo or wordmark to advise customers of your payment options. Visa has
developed the following logos:

V’ SA All Visa Cards accepted

Visa Debit Category accepted (Merchant chooses not to accept credit and
business category)

Visa Credit and Business Category accepted (Merchant chooses not to accept
debit category)

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines 9
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Dollar
Minimums
and
Maximums

No
Surcharging

Taxes

Split Sales

Laundering

Zero-Percent
Tip

10

Always honor valid Visa cards, in your acceptance category, regardless of
the dollar amount of the purchase. Imposing minimum or maximum purchase
amounts is a violation.

Always treat Visa transactions like any other transaction; that is, you may not
impose any surcharge on a Visa transaction. You may, however, offer a discount
for cash transactions, provided that the offer is clearly disclosed to customers
and the cash price is presented as a discount from the standard price charged
for all other forms of payment.

Include any required taxes in the total transaction amount. Do not collect
taxes separately in cash. This policy reflects the needs of the many Visa
cardholders who must have written records of the taxes they pay for goods
and services.

Prepare one sales receipt per transaction, using the full transaction amount.
Merchants are not allowed to split the cost of a single transaction between

two or more sales receipts, using a single cardholder account, in order to avoid
authorization limits.

Deposit transactions only for your own business. Depositing transactions for

a business that does not have a valid merchant agreement is called laundering
or factoring. Laundering is not allowed; it is a form of fraud associated with high
chargeback rates and the potential for forcing merchants out of business.

For restaurant transactions with a Visa credit or debit card, authorize only
for the known amount, not the transaction amount plus estimated tip.
Cardholders now have the ability to check their credit or checking accounts
almost instantaneously via phone, the Internet, or an ATM. Consequently, an
authorization that includes an estimated tip can reduce a cardholder’s available
funds or credit by an unrecognizable or unexpected amount.

This kind of transaction may occur if a cardholder leaves a cash tip or adds a
tip that is less than the estimated amount used for authorization; for example,
if the restaurant authorizes for an estimated 20 percent tip, but the customer
adds on only 15 percent.

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines
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No Cash Complete a Visa credit receipt for merchandise returns or adjustments. Do

Refunds not provide cash refunds for returned merchandise originally purchased with
a Visa card. Visa does not permit cash refunds for any credit or debit card
transaction. By issuing credits, you protect your customers from individuals who
might fraudulently make a purchase on their Visa account and then return the
merchandise for cash.

If a transaction was conducted with a Visa prepaid card and the cardholder is
returning items, but has discarded this card, you may give a cash refund or
in-store credit.

Deposit Time Deposit your Visa transaction receipts within five calendar days of the trans-

Limits action date. The sooner you deposit transaction receipts with your merchant
bank, the sooner you get paid! For card-not-present transactions, the transac-
tion date is the ship date, not the order date. Transactions deposited more than
30 days after the original transaction date may be charged back to you.

Delivery of Deliver the merchandise or services to the cardholder at the time of the

Goods and transaction. Cardholders expect immediate delivery of good and services

Services unless other delivery arrangements have been made. For card-not-present
transactions, cardholders should be informed of delivery method and tentative
delivery date. Transactions cannot be deposited until goods or services have
been delivered.

Delayed For a delayed delivery, obtain two authorizations: one for the deposit amount

Delivery and one for the balance amount. Some merchandise, such as a custom-cov-

ered sofa, requires delivery after the transaction date. In these delayed-deliv-
ery situations, the customer pays a deposit at the time of the transaction and
agrees to pay the balance upon delivery of the merchandise or services.

To complete a delayed-delivery transaction, you should:

¢ Create two transaction receipts—one for the deposit and one for the bal-
ance. Write “Deposit” or “Balance, ” as appropriate, on the receipt.

e Obtain an authorization for each transaction receipt on their respective
transaction dates. Ensure an authorization code is on each receipt; if your
POS device does not automatically print authorization codes on sales
receipts, write the codes on the receipts so they are clearly identifiable as
such.

*  Write “Delayed Delivery” along with the authorization code on each trans-
action receipt.

You may deposit the receipt for the deposit portion of the transaction before
delivery of the goods or services. However, you must not deposit the transaction
receipt for the balance amount prior to delivery.

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines 11
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Cardholder Keep cardholder account numbers and personal information confidential.

Information Cardholders expect you to safeguard any personal or financial information they
may give you in the course of a transaction. Keeping that trust is essential to
fraud reduction and good customer service. Cardholder account numbers and
other personal information should be released only to your merchant bank or
processor, or as specifically required by law.

/ |\~
. )
:\;‘"SA J) For more information on Visa's data security requirements and programs, see Section
L\" S, 4, Visa Cardholder Information Security Program on page 55.
L\%‘
Merchant Visa merchant banks must register Merchant Agents in accordance with the
Servicer Visa U.S.A. Inc. Operating Regulations. A merchant servicer is an organization

Registration that has a direct relationship with a merchant instead of the merchant bank.
This type of Agent performs services such as payment gateway, fraud
scrubbing, loyalty programs, etc. Member banks and their merchants are
responsible for ensuring merchant servicers maintain compliance with
cardholder data security and storage regulations.

Data Storage Merchants should also be aware of the following data security requirements:

* Magnetic-Stripe Data. Do not store magnetic-stripe data after receiving
authorization. After a transaction is authorized, the full contents of track
data, which is read from the magnetic stripe, must not be retained on any
systems. The account number, expiration date, and name are the only

elements of track data that may be retained if held in a CISP-compliant
manner.

¢ Avoid CVV2 Storage. All merchants are prohibited from storing CVV2 data.
When asking a cardholder for CVV2, merchants must not document this
information on any kind of paper order form or store it on any database.

* Know your liability. Many merchant agreements now include provisions
that hold businesses liable for losses resulting from compromised card data
if a business (or its third-party processor) lacks adequate data security.

0
C\L‘"SA )) For more information on Visa’s data security requirements and programs, see Section
LL JJ 4, Visa Cardholder Information Security Program on page 55.
L/
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I Visa Rules for Returns and Exchanges

=y
7 Y
4

Disclosure
for Card-
Present
Merchants

As a merchant, you are responsible for establishing the merchandise return
and adjustment (credit) policies that will provide your business with maximum
profitability and customer service. Clear disclosure of these policies can help
you avoid misunderstandings and potential cardholder disputes. Visa will
support your policies, provided they are clearly disclosed to cardholders before
the completion of a transaction.

If you are unsure about how to disclose your return and adjustment policies,
contact your merchant bank for further guidance.

For card-present transactions, Visa will accept that proper disclosure has
occurred before a transaction is completed if the following (or similar)
disclosure statements are legibly printed on the face of the transaction receipt
near the cardholder signature line.

DISCLOSURE STATEMENT
No Refunds or Returns

WHAT IT MEANS

Your establishment does not issue refunds
and does not accept returned merchandise
or merchandise exchanges.

Your establishment is willing to exchange
returned merchandise for similar merchan-
dise that is equal in price to the amount of
the original transaction.

Exchange Only

Your establishment takes returned
merchandise and gives the cardholder an
in-store credit for the value of the returned
merchandise.

In-Store Credit Only

You and the cardholder have agreed to
special terms (such as delivery charges or
restocking fees). The agreed-upon terms
must then be written on the transaction
receipt or a related document (for example,
an invoice). The cardholder’s signature on
the receipt or invoice indicates acceptance
of the agreed-upon terms.

Special Circumstances

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines 13
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Disclosure Mail Order or Telephone Order

for Card- For proper disclosure, your refund and credit policies must be mailed,
Not-Present  e-mailed, or faxed to the cardholder. To complete the sale, the cardholder must
Merchants sign and return the disclosure statement to you.

Internet

Your refund and credit policies should be available to online customers through
clearly visible links on your home page. You should also provide “click-through”
confirmation for important elements of the policy. For example, when purchas-
ing tickets for a sporting event, customers should be able to click on a but-
ton—Accept or | Agree—to acknowledge that they understand the tickets are
non-returnable unless the event is postponed or cancelled.
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I Visa Rules for PIN-less Payment Brand Acceptance

Three
Important
Steps

It's up to Visa Merchant banks to help their merchants understand and follow
Visa payment acceptance rules if they elect to implement a PIN-less payment
option for alternative debit cards. To this end, you are encouraged to work
closely with your merchants and their third-party agents to ensure that the
following practices are adopted prior to system implementation.

1. Offer the Customer a Clear Payment Choice

Confusion can often arise when customers believe they're paying using one
payment brand, but the transaction is processed using another brand. For
example, a customer who selects payment by Visa should always have that
choice honored. Options such as “Debit” and “Credit” may be misleading and
may have different meanings depending upon the customer’s understanding.
Selection of a payment brand provides a clear choice to the consumer. This is
why it is best for merchants to provide their customers with a menu of accept-

able brands. Billing Information

* For Internet merchants, providing a menu or
radio button that presents all of the payment
brand options and allowing the customer to VISA
make an informed choice as shown in the
example to the right.

K
STAR

¢ For telephone merchants who instruct
customers to select their preferred payment method through a Voice
Response Unit (VRU) or customer service agent, it means identifying spe-
cific payment brand options, rather than generic terms such as credit,
debit, and ATM, and allowing the customer to make an informed choice.

2. Honor the Choice

If the customer indicates that he or she wants to pay with a Visa card, the
merchant must make sure that choice is honored. A merchant is allowed to steer
the customer to other forms of payment, but cannot confuse or mislead the
customer or omit important information in the process. In other words, the
choice is ultimately the customer’s. A transaction can only be processed as
something other than Visa if the customer has selected another form of
payment. However, if a customer chooses Visa, it must be processed as a Visa
transaction.

3. Confirm the Choice

To avoid any kind of misunderstanding about the customer’s choice of payment,
merchants should include a confirmation page or voice confirmation that
specifies the payment option selected (e.g., Visa, Mastercard, Star, etc).

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines 15
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I Dynamic Currency Conversion (DCC)
Compliance at the Point of Sale

What is the Dynamic Currency Conversion (DCC) is an optional service, which is facilitated
Dynamic by a merchant at the point of sale with either a third party agent or through its

Currency merchant bank. DCC gives a Visa cardholder the choice of whether to pay for
Conversion goods or services in their billing currency, or in the merchant’s pricing currency.
(DCC) In a typical DCC transaction, the purchase price is converted from the mer-
Service? chant’s pricing currency into another currency, the “transaction currency.” This
is the cardholder’s billing currency. This conversion is performed at the point of
sale, before a merchant bank presents the transaction for authorization. The
transaction amount is based on a labelled price in the merchant’s pricing cur-
rency and converted at a rate agreed upon by the merchant and the cardholder,
plus any other charges for currency conversion.
Merchants When performed correctly, DCC provides transparency for Visa cardholders. It
that offer allows a cardholder to see the transaction amount in his or her billing currency
DCC generally and the merchant’s pricing currency. This way, the cardholder knows exactly how
have a high much the goods or services cost, and is able to make value judgments quickly
percentage of and easily.
International With DCC, there are no surprises—the amount agreed and verified by the card-
customers— holder using either a PIN or signature at point of sale is exactly the amount
particularly charged on the his or her payment card statement.
those in the
travel and DCC is currently prohibited for ATM and cash disbursement transactions.
entertain-

ment sectors,
and at tourist
destinations.
DCC may also
be offered in
card-present
and card-not-
present
transactions.
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DCC For both a card-present or card-not-present environment, a DCC transaction
Transaction  Must contain all of the following:

Receipt .
Requirements

Transaction amount of the goods or services purchased in the merchant’s
local currency—including currency symbol next to the amount

Exchange rate, including any commission

Total price in the transaction currency, accompanied by the words
“Transaction Currency”’—including currency symbol next to the amount

A disclaimer that:
- is easily visible to the cardholder,

- specifies that the cardholder has been offered a choice of payment in
the merchant’s local currency, and that the cardholder understands the

choice of currency is final

Fashion Store
Location
Date and Time

Merchant ID XAXKA

Terminal ID XXKXX

Date: Time:

Invoice No: Auth No:

VISA SALE

Card No XXXXXKXXHXAKXEII0

Exp. Date o

Sale Amount 100 Merchant Currency
Tax 2

Total Amount 102 Merchant Currency

Exchange Rate:

+ Commission: xx.xx

Sale Amount $ 65 Transaction Currency

| accept that | have been offered a choice of
currencies for payment & that this choice is final.

Signature:
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Truncated Account Number
Visa requires that all new
electronic POS terminals
provide account number
truncation on transaction
receipts. This means that
only the last four digits of an
account number should be
printed on the customer’s copy
of the receipt.

After July 1, 2006, the
expiration date should not
appear at all. Existing POS
terminals must comply with
these requirements by July 1,
2006. To ensure your POS
terminals are properly set

up for account number
truncation, contact your
merchant bank.
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DCC

DCC
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Suggested DCC best practices for merchants are as follows:
Transaction .
Receipt Best
Practices

Fully disclose to the cardholder that DCC is optional.

A DCC transaction receipt must not contain misleading text, layout, font
sizes or use of text highlighting, that may lead to cardholder confusion or
disputes.

The Transaction Currency and amount should be shown in a larger type-
face.

To aid confirmation of cardholder choice, a cardholder signature may be
required to acknowledge cardholder agreement to participation in a DCC
transaction. This is in addition to the signature or PIN verification to
confirm the transaction and cardholder identity.

Communication to the cardholder in their local language is advisable,
where technically possible, or in English as the default.

There must be a clear statement that the cardholder recognizes that he or
she has been given a choice of currencies.

There needs to be a clear statement acknowledging that the cardholder’s
choice of currency is final. This does not mean the use of the term “No
Refunds.”

A DCC merchant:
Restrictions

Q .

Must not use any contractual language or procedures that result in the
cardholder choosing DCC transaction by default. The merchant must inform
the cardholder that the service is optional.

Must not convert a transaction amount in a local currency into an amount
in a cardholder’s billing currency, after the transaction has been completed,
but not yet entered into the Interchange.
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Card-Present Transactions

WHAT’'S COVERED

Doing It Right at the Point of Sale

Visa Card Features and Security Elements
Authorization

Signature and Identification

Suspicious Behavior

Skimming

Code 10 Calls

Recovered Cards

Electron Cards

LN N N N N N N N N N

Visa Travelers Cheques

Card-present transactions are those in which both the card and cardholder
are present at the point of sale. Merchants associated with this sales envi-
ronment include traditional retail outlets such as department and grocery
stores, electronics stores, and specialty shops and boutiques. Gas stations
and other businesses where customers use unattended payment devices are
also defined as card-present merchants.

In traditional sales environments, merchants are required to take all reason-
able steps to assure that the card, cardholder, and transaction are legitimate.
Proper card acceptance begins and ends with sales staff and is critical to
customer satisfaction and profitability.
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I Doing It Right at the Point of Sale

Whether sales associates are experienced or new to the job, if they follow a few
basic card acceptance procedures, they will do it right the first time and every
time. The illustration below provides an overview of the card acceptance steps
that should be followed at the point of sale. Each step is explained in greater
detail in this section.

lllustration of Card Acceptance

Swipe the card to While the transaction is being processed,
request the trans- check the card’s features and security
action authoriza- elements to make sure the card is valid
tion. Hold the card and has not been altered in any way.
through the entire &

transaction. @

NG

N\ oo®, Obtain authorization
and get the cardholder

signature on the trans-
action receipt.

Compare the name, number, Ser|
and signature on the card
to those on the transaction \q ﬁ?

receipt. N%%

If you suspect fraud,
make a Code 10 call.

It Pays to On the back of every Visa card, you'll find a magnetic stripe. It contains the
Swipe the cardholder name, card account number, and expiration date, as well as
Stripe special security information designed to help detect counterfeit cards. When
the stripe is swiped through the terminal, this information is electronically read
éﬁ and relayed to the card issuer, who then uses it as crucial input for the authori-

o0 zation decision.
-¢

Swipe the card to request the transaction authorization. Hold the card through the
entire transaction.
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Verifying Most POS terminals also allow merchants to verify that the account number

the Account €mbossed on the front of the card is the same as the account number encoded

Number on the card’s magnetic stripe. How you check the numbers depends on your
POS terminal. In some cases, the magnetic stripe number is displayed on the
terminal or printed on the sales receipt. In others, the terminal may be pro-
grammed to check the numbers electronically. In such instances, you will be
prompted to enter the last four digits of the embossed account number, which
will then be matched against the last four digits of the account number on the
magnetic stripe.

If the account number is printed on the receipt, in many cases only the last four
digits will be used. If the numbers don’t match, you will receive a “No Match”
message. In such instances, you should make a Code 10 call.

@ Visa requires that all new electronic POS terminals provide account number
/*’? truncation on transaction receipts. This means that only the last four digits of an
account number should be printed on the customer’s copy of the receipt, and the
expiration date should not appear at all. Existing POS terminals must comply with
these requirements by July 1, 2006. To ensure your POS terminals are properly set
up for account number truncation, contact your merchant bank. (See page 62 for a
transaction receipt account number truncation example.)

If a Card In some instances, when you swipe a card, the terminal will not be able to read
Won’t the magnetic stripe or perform an authorization. When this occurs, it usually
Read When means one of three things:

Swiped v The terminal’s magnetic-stripe reader is not working properly.
v The card is not being swiped through the reader correctly.

v/ The magnetic stripe on the card has been damaged or demagnetized.
Damage to the card may happen accidentally, but it may also be a sign
that the card is counterfeit or has been altered.

If a card won't read when swiped, you should:

v Check the terminal to make sure that it is working properly and that you
are swiping the card correctly.

v If the terminal is okay, take a look at the card’s security features to make
sure the card is not counterfeit or has not been altered in any way (see
Visa Card Features and Security Elements on page 23).

v If the problem appears to be with the magnetic stripe, follow store proce-
dures. You may be allowed to use the terminal’s manual override feature
to key-enter transaction data for authorization, or you may need to make a
call to your voice-authorization center.

v For key-entered or voice-authorized transactions, make an imprint of the
front of the card. The imprint proves the card was present at the point of
sale and protects your business from potential chargebacks if the trans-
action turns out to be fraudulent. The imprint can be made either on the
sales receipt generated by the terminal or on a separate manual sales
receipt form signed by the customer.
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@ Key-entered transactions are fully acceptable, but they are associated with higher

S fraud and chargebacks rates. In addition, when transactions are key-entered, the

f benefits associated with special security features—such as the expiration date and
Card Verification Value 2 (CVV2)—are not available.

How to These best practices can help you keep key-entered transactions at acceptably
Minimize low levels and should be incorporated into your daily operations and staff train-
Key-Entered ing and review sessions.

Transactions  p;,.0int Areas with High Key-Entry Rates

Calculate the percentage of key-entered transactions compared to total trans-
actions to pinpoint which stores, terminals, or sales associates have high key-

gaengvg I(gi;llgts entry rates. Merchants are encouraged to monitor their key-entry rates on a

for cleaning monthly basis.

magnetic-stripe To obtain the percentage of key-entered transactions for a particular terminal,
readers. You divide the total number of key-entered transactions by the total number of sales.
can order Visa . Exclude from both totals any mail or telephone orders that may have been made
Saesjc;e(r\%za_ner at the terminal. Perform the above calculation for each terminal, and for each

MIM 01.04.03) sales shift to determine the key-entry rate per sales associate. Repeat the pro-

from Visa cess for each store, as appropriate.

Fulfillment at . .
1-800-VISA-311. Find Causes and Look for Solutions

If your key-entry rates are greater than one percent per terminal or sales associ-
ate, you should investigate the situation and try to find out why. The following
chart summarizes the most common reasons for high key-entry rates and pro-
vides possible solutions.

KEY-ENTRY CAUSE SOLUTION

Damaged Magnetic-Stripe Readers Check magnetic-stripe readers regularly to make
sure they are working.

Dirty Magnetic-Stripe Readers Clean magnetic-stripe reader heads several times a
year to ensure continued good use.

Magnetic-Stripe Reader Obstructions Remove obstructions near the magnetic-stripe read-

er. Electric cords or other equipment could prevent a
card from being swiped straight through the reader
in one easy movement.

Spilled Food or Drink Remove any food or beverages near the magnetic-
stripe reader. Falling crumbs or an unexpected spill
could soil or damage the machines.

Anti-Theft Devices that Damage Magnetic Keep magnetic anti-theft deactivation devices away

Stripes from any counter area where customers might place
their cards. These devices can erase a card’s mag-
netic stripe.

Improper Card Swiping e Swipe the card once in one direction, using a

quick, smooth motion.
e Never swipe a card back and forth.

* Never swipe a card at an angle; this may cause a
faulty reading.
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I \isa Card Features and Security Elements

Every Visa card contains a set of unique design features and security elements

developed by Visa to help merchants verify a card’s legitimacy. By knowing what
to look for on a Visa card, your sales associates can avoid inadvertently accept-

ing a counterfeit card or processing a fraudulent transaction.

Train your sales staff to take a few seconds to look at the card’s basic features
and security elements after they have swiped the card and are waiting for autho-
rization. Checking card features and security elements helps to ensure that the
card is valid and has not been altered in any way.

Holding Onto Sales staff should be instructed to keep payment cards in their possession

the Card during transaction processing. Holding onto the card allows time to check card
features and security elements and to compare the cardholder signature on the
card with the signature on the transaction receipt.

What To Cards with Visa Mini Dove Design Hologram on Back of Card

Look For The Signature Panel h dated
. e Signature Panel has an update
On All Visa tamper evident design, as shown here,

Cards or has a custom design. It may vary in The magnetic stripe is encheq with the
length dependent on card type. card's account number, expiration date, and Card Verification Value
If someone has tried to erase other identifying information. (CVV2) is a three-digit
the signature panel, code that appears either

on the signature panel
or on a white box to the
right of the signature
panel. Portions of the
account number may
also be present on the
signature panel. CVV2 is
used primarily in
card-not-present
transactions to verify
that the customer is in
possession of a valid
Visa card at the time of
the sale.

the word “VOID" will
be displayed.

The Mini Dove Design Hologram may appear I dn
on the back anywhere within the outlined ~
areas shown in these images. A three-dimen-
sional dove hologram should reflect light and
seem to change as you tilt the card. Most
counterfeit cards contain a one-dimensional
printed image on a foil sticker.

Embossed or Printed Account Number on valid
cards begins with “4.” The account number must
be even and straight; on altered cards, they may
have fuzzy edges, or you may be able to see “ghost

images” of the original numbers. Visa Brand Mark appears in blue and

gold on a white background. It must

Always request appear in either the bottom right, top

authorization left, or top right corner.
on an expired Four-Digit Number must be
card. If the card printed directly below the “Good Thru" (or “Valid Thru") Date
issuer approves account number. This four-digit is the expiration date of the card. It is
o number must match exactly located below the embossed account
- ’ with the first four digits of the number. If the current transaction date
proceed with the account number. Both must is after the “Good Thru" date, the card
sale. Never accept  beginwitha"4." has expired.
a transaction
that has been
declined.
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> SECTION TWO: CARD-PRESENT TRANSACTIONS

Cards with Visa Holographic Magnetic Stripe on Back of Card

The Signature Panel has an updated tamper evident The Holographic Magnetic Stripe
design, as shown here, or has a custom design. should have a ring around the sun
when the card is moved from side-to-
) T side. The word “VISA" should appear
If someone has tried to erase the BT in the center of the sun when the card
signature panel, the word "VOID" fomd ity Voo ol Somtheed 55 is tilted.

will be displayed.

Card Verification Value (CVV2)
is a three-digit code that appears
either on the signature panel or
on a white box to the right of the
signature panel. Portions of the
account number may also be
present on the signature panel.
CVV2is used primarily in card-
not-present transactions to verify
that the customer is in possession
of a valid Visa card at the time of
the sale.

Embossed or Printed
Account Number on valid
cards begins with “4."

The account number must
be even and straight; on
altered cards, they may have
fuzzy edges, or you may be
able to see "ghost images”
of the original numbers.

Four-Digit Number must be
printed directly below the
account number. This four-
digit number must match
exactly with the first four
digits of the account number.
Both must begin with a “4.”

Visa Brand Mark appears in blue
and gold on a white background. It
"Good Thru" (or “Valid Thru") Date is the must appear in either the bottom
expiration date of the card. It is located below right, top left, or top right corner.
the embossed account number. If the current

transaction date is after the “Good Thru" date,

the card has expired.

Cards with Dove Design Hologram on Front of Card

The magnetic stripe is encoded with the card's account
number, expiration date, and other identifying information.

Card Verification Value (CVV2) is a
three-digit code that appears either
on the signature panel or on a white
box to the right of the signature panel.
Portions of the account number may
also be present on the signature
panel. CVV2 is used primarily in card-
not-present transactions to verify that
the customer is in possession of a
valid Visa card at the time of the sale.

If someone has tried to erase
the signature panel, the word
“VOID" will be displayed.

The Signature Panel has an updated
tamper evident design, as shown
here, or has a custom design.

Embossed or Printed Account
Number begins with 4. All digits
must be clear, even, and the
same size/shape. If a card has
been re-embossed, the numbers
may appear fuzzy. As a general
rule of thumb—always check the
hologram. It is easier to spot a
re-embossed number there.

Flying Dove Hologram should
appear to be three-dimensional
and appear to move when the
card is tilted back and forth.

Four-Digit Number must be Visa Brand Mark appears in blue

printed directly below the = and gold on a white background. It
account number. This four-digit  uGood Thru” (or “Valid Thru”) Date is the expiration ~ Must appear in either the bottom
number must match exactly date of the card. It is located below the embossed right, top left, or top right corner.
with the first four digits of the account number. If the current transaction date is
accgunt'num”bez. Both must after the “Good Thru" date, the card has expired.
begin with a "4,
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Visa Flag Cards with Dove Design Hologram on Front of Card

The Signature Panel should be white

with the word “VISA" repeated in a diagonal The magnetic stripe is encoded with the card's account number,
pattern in blue and gold print. The card account expiration date, and other identifying information.

number should be printed in the panel.

The words “Authorized Signature”

and “Not Valid Unless Signed" must

appear above, below, or beside the
signature panel.

If someone has tried to erase the signature
panel, the word “VOID" will be displayed.

Embossed/Printed Account
Number begins with 4. All
digits must be clear, even, and
the same size/shape. If a card
has been re-embossed, the
numbers may appear fuzzy.

As a general rule of thumb—
always check the hologram. It
is easier to spot a re-embossed
number there.

Card Verification Value (CVV2) is
a three-digit code that appears on
the signature panel. Portions of the
account number may also be
AUTHOREZED SIGNATURE ‘ present on the signature panel.
CVV2is used primarily in card-not-
present transactions to verify that
the customer is in possession of
avalid Visa card at the time of

the sale.

Flying Dove Hologram should appear to
be three-dimensional and appear to move
when the card is tilted back and forth.

Visa Logo should have micro-printing
around the border. The fine print

is barely readable without
magnification.

Four-.Digit Number must “"Good Thru" (or “Valid Flying “V" is an

be printed directly below  Thru") Date is the expira- embossed security

the embossed account tion date of the card. Itis character beside the .

number. This printed located below the embossed  “Good Thru” date. A.lways requeSt. authoriza-

number must ma_tch account number. If the current This character is not a tion on an eXplred card.

exactly with the first transaction date is after the  equired security feature If the issuer approves the

four digits of the account  “Good Thru" date, the card and may or may not transaction, proceed with

number has expired. appear on the card. the sale Néver accept a
transaction that has been
declined.

When If any of the Visa card security features is missing or looks altered, keep the

Something card in your possession and make a Code 10 call to your authorization center.
Doesn’t Look You may be instructed to try to recover the card or simply to return it to the
Right cardholder and decline the transaction (see Code 10 Calls on page 33).
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I A uthorization

| |G|

Authorization
Responses

Authorization
should be seen
as an indication
that account
funds are avail-
able and a card
has not been
reported as

lost or stolen.

It is not proof
that the true
cardholder or a
valid Visa card
is involved in a
transaction.

26

The authorization process allows the card issuer to approve or decline a
transaction. In most cases, authorizations are processed electronically in a
matter of moments. However, to protect against fraud, the card issuer may
request additional information about the transaction

If properly done, authorizing a transaction is quick and easy, and protects
merchants against fraud and chargebacks.

During the authorization process, your sales associates should receive one of
the following responses, or one that is similarly worded.

RESPONSE
Approved

Declined or Card Not

Accepted

Call, Call Center, or
Referrals

Pick Up

No Match

MEANING

Card issuer approves the transaction. This is the
most common response—about 95% of all authoriza-
tion requests are approved.

Card issuer does not approve the transaction. The
transaction should not be completed. Return the
card and instruct the cardholder to call the card
issuer for more information on the status of the
account.

Card issuer needs more information before approv-
ing the sale. Most of these transactions are
approved, but you should call your authorization cen-
ter and follow whatever instructions you are given. In
most cases, an authorization agent will ask to speak
directly with the cardholder or will instruct you to
check the cardholder’s identification.

Card issuer wants to recover the card. Do not com-
plete the transaction. Inform the customer that you
have been instructed to keep the card, and ask for
an alternative form of payment. If you feel uncom-
fortable, simply return the card to the cardholder
(see Card Recovery Procedures on page 34).

The embossed account number on the front of the
card does not match the account number encoded
on the magnetic stripe. Swipe the card again and
re-key the last four digits at the prompt. If a “No
Match” response appears again, it means the card
is counterfeit. If it can be done safely, keep the card
in your possession, and make a Code 10 call.
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Zero-Percent
Tip Authoriz-
ations

Chargeback
Protection

Restaurant
authorizations
are automati-
cally valid for
the transaction
amount plus 20
percent to pro-
tect merchants
from chargeback
liability for an
incorrect or dis-
puted transac-
tion amount.

Split Sales
and Split-
Tender
Transactions

When a transaction is approved, the POS terminal automatically prints a sales
receipt. When a negative or alert message is received, the response is displayed
on the POS terminal, and no sales receipt is printed. Whatever the message, you
should continue to treat the customer courteously so as not to arouse alarm or
suspicion.

Merchants should not estimate transaction amounts. For restaurant merchants,
in particular, this means debit or credit card transactions should be authorized
only for the known amount of the check. Do not add on an estimated tip.

Cardholders today can check their account balances almost instantly via the
Internet or ATMs. An authorization that includes an estimated tip can reduce
their available cash or credit balance by an unrecognizable amount.

Say, for example, a cardholder’s restaurant bill is $100, but the staff adds on a
20 percent tip—that is, $20—for authorization purposes. If the cardholder only
adds on a $15 tip, or leaves the tip in cash, the authorization “hold” on the larg-
er amount may make it appear he or she was overcharged. And that, in turn, can
mean angry phone calls from unhappy customers—and the potential for reduced
business.

To ensure zero-percent tip authorization for all transactions, restaurant mer-
chants should:

* Instruct staff to authorize only for the check amount. Your staff training
and review materials should emphasize the importance of authorizing only
for the known amount of the check, excluding any estimated tip.

¢ Ensure your authorization system is set up for zero-percent authoriza-
tion. Check with your POS terminal provider to ensure that your terminals
are programmed to authorize only for the known check amount.

For further information on zero-percent tip authorization, contact your merchant
bank.

Split sales are prohibited. This means a merchant may not split the cost of a
single transaction between two or more sales receipts, using a single cardhold-
er account, in order to avoid authorization limits.

You may, however, accept split-tender transactions. A split-tender transaction
occurs when a cardholder purchases goods or services with a Visa card plus
some other form of payment, or tender, such as cash or check or another Visa
card. Merchants set their own policies on whether or not to accept split-tender
transactions. Make sure that your sales staff knows your policy.
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I Signature and Identification

7/ The final step in the card acceptance process is to ensure that the customer

\( N\ signs the sales receipt and to compare that signature with the signature on the

pw'%\\ back of the card. When signing the receipt, the customer should be within your
/ full view, and you should check the two signatures closely for any obvious incon-

sistencies in spelling or handwriting.

While checking the signature, you should also compare the name, account
number, and signature on the card to those on the transaction receipt.

e Match the name and last four digits of the account number on the card to
those printed on the receipt.

B Pl

* Match the signature on the back of the card to the signature on the
receipt. The first initial and spelling of the surname must match. Note:
Embossed name and signature do not need to be the same.

B Prdee

For suspicious or non-matching signatures, make a Code 10 call and ask for
further instructions. Note: If the transaction is accepted with a non-matching
signature and it turns out to be fraudulent, your business may be liable, even if
all other procedures were followed.

R
L‘\' WIshA Y
¢ ¢,  For more information on how to make a Code 10 call, refer to page 33.
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Unsigned
Cards

The words “Not
Valid Without
Signature”
appear above,
below, or beside
the signature
panel on all Visa
cards.

“See ID”
Requesting
Cardholder
ID
C\‘* ))
Y=

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines

While checking card security features, you should also make sure that the card
is signed. An unsigned card is considered invalid and should not be accepted. If
a customer gives you an unsigned card, the following steps must be taken:

* Check the cardholder’s ID. Ask the cardholder for some form of official
government identification, such as a driver’s license or passport. Where
permissible by law, the ID serial number and expiration date should be
written on the sales receipt before you complete the transaction.

* Ask the customer to sign the card. The card should be signed within your
full view, and the signature checked against the customer’s signature
on the ID. A refusal to sign means the card is still invalid and cannot be
accepted. Ask the customer for another signed Visa card.

e Compare the signature on the card to the signature on the ID.

If the cardholder refuses to sign the card, and you accept it, you may end up
with financial liability for the transaction should the cardholder later dispute the

charge.

Some customers write “See ID” or “Ask for ID” in the signature panel, thinking
that this is a deterrent against fraud or forgery; that is, if their signature is not
on the card, a fraudster will not be able to forge it. In reality, criminals don’t take
the time to practice signatures: they use cards as quickly as possible after a
theft and prior to the accounts being blocked. They are actually counting on you
not to look at the back of the card and compare signatures—they may even have
access to counterfeit identification with a signature in their own handwriting.

“See ID” or “Ask for ID” is not a valid substitute for a signature. The customer
must sign the card in your presence, as stated above.

When should you ask a cardholder for an official government ID? Although Visa
rules do not preclude merchants from asking for cardholder ID, merchants
cannot make an ID a condition of acceptance. Therefore, merchants cannot
refuse to complete a purchase transaction because a cardholder refuses to
provide ID. Visa believes merchants should not ask for ID as part of their regu-
lar card acceptance procedures. Laws in several states also make it illegal for
merchants to write a cardholder’s personal information, such as an address or
phone number, on a sales receipt.

For more information on how to make a Code 10 call, refer to page 33.

If you are suspicious about the transaction or feel you need additional informa-
tion to insure the identity of the cardholder, make a Code 10 call.
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Cash Disbursements

Generally, merchants are prohibited from making cash disbursements. Financial
institutions (for example, bank branches) may disburse cash. For these transac-
tions, you must ask for an official government ID, and where permitted by law,
you must also write the ID number and expiration date on the sales receipt. The
printed four-digit number from the front of the card must also be recorded.
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B Suspicious Behavior

At the Point
of Sale

At Service
Stations

In addition to following all standard card acceptance procedures, you should be
on the lookout for any customer behavior that appears suspicious or out of the
ordinary.

Purchasing large amounts of merchandise with seemingly no concern for
size, style, color, or price

* Asking no questions or refusing free delivery on large items (for example,
heavy appliances or televisions) or high-dollar purchases

e Trying to distract or rush sales associates during a transaction

e Making purchases, leaving the store, and then returning to make more pur-
chases

* Making purchases either right when the store opens or just before it closes

Of course, peculiar behavior should not be taken as automatic proof of criminal
activity. Use common sense and appropriate caution when evaluating any cus-

tomer behavior or other irregular situation that may occur during a transaction.
You know what kind of behavior is normal for your particular place of business.

If you feel really uncomfortable or suspicious about a cardholder or transaction,
keep the card in your possession and make a Code 10 call. In any situation
where making the call with the customer present feels inappropriate or unsafe,
complete the transaction, return the card, and make the call immediately after
the customer leaves.

With their mix of attended and unattended POS devices, service stations are
somewhat different from traditional retail environments. Customer behavior
that signals potential fraud is also different here, both at the counter and at the

pump.

AT THE COUNTER AT THE PUMP

e Buying more than $50 worth of e Activating multiple pumps

convenience store items . Buying gas several times a day

* Buying large amounts of beer and

: e Filling multiple cars on the same
cigarettes

pump

e Buying tires and not needing « Filling large containers
them mounted
] ] ) e Testing cards
e Attempting to bribe a cashier
) ] e Loitering at the pumps
* Asking for cash back with a

credit card
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Skimming is a fraud scam in which a cardholder’s account information is elec-
tronically copied, or “skimmed,” off the card’s magnetic stripe, often in the
process of an otherwise valid transaction. The skimmed information is used to
produce counterfeit payment cards that are, in turn, used for fraudulent transac-
tions.

Skimming often occurs in card-present environments, such as restaurants and
service stations, where transaction processing may occur out of sight of the
cardholder. To skim a card, fraudsters typically use a small portable device that
may not be bigger than a pager. They swipe the card through the device to copy
the magnetic stripe.

To prevent skimming, you should be on the lookout for:

¢ Anyone operating an electronic device not normally used in your day-to-day
business activities

e Anyone offering you money to record account information

If you suspect skimming activity at your place of business, you should call your
merchant bank or company security immediately.
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I Code 10 Calls

Code 10 calls allow merchants to alert card issuers to suspicious activity and

E take appropriate action when instructed to do so. You should make a Code 10
call to your voice authorization center whenever you are suspicious about a

card, cardholder, or a transaction. The term “Code 10" is used so the call can be

made at any time during a transaction without arousing a customer’s suspicions.

2
Yow

To make a Code 10 call:

e Keep the card in your possession during the call.

e Call your voice authorization center, and say, “l have a Code 10 authoriza-
tion request.”

The call may first be routed to a representative at your merchant bank who
may need to ask you for some merchant or transaction details. You will
then be transferred to the card issuer and connected to a special operator
who will ask you a series of questions that can be answered with a simple
yes or no.

* When connected to the special operator, answer all questions calmly and
in a normal tone of voice. Your answers will be used to determine whether
the card is valid.

¢ Follow all operator instructions.

e [f the operator tells you to pick up the card, do so only if recovery is pos-
sible by reasonable and peaceful means.

Making Sometimes a sales associate may not feel comfortable making a Code 10 call
Code 10 while the cardholder is at the point of sale, or the sales associate may become
Calls After a suspicious of a cardholder who has already left the store.

Transaction Emphasize to your sales staff that they can make Code 10 calls even after a
cardholder leaves the store. A Code 10 alert at this time may help stop fraudu-
lent card use at another location, or perhaps during a future transaction at your
store.
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I Rccovered Cards

==
Zi\

Card
Recovery
Procedures

Cash
Rewards
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In general, you should recover a card if you have reasonable grounds for
believing the card is being used fraudulently or is altered or counterfeit. The
following situations are considered reasonable grounds for recovery:

e Card security features are missing or irregular, or appear to have been
tampered with (see Visa Card Features and Security Elements on page 23).

e The account number on the magnetic stripe does not match the number
embossed on the front of the card (see Doing It Right at the Point of Sale
on page 20).

* You receive a pick-up response when a card has been swiped for electronic
authorization, or you are instructed to recover the card during a Code 10
call.

The following card recovery procedures apply to all Visa credit, debit, and
Electron cards.

v/ Recover the card only if you can do so safely. Never take unnecessary risks.

v Tell the cardholder you have been instructed to keep the card, and that he
or she may call the card issuer for more information.

v/ Remain calm and courteous. If the cardholder behaves in a threatening
manner, return the card immediately.

v Following a successful recovery, call your merchant bank and ask for
further instructions.

v Cut the card in half lengthwise, being careful not to damage the dove
hologram, the embossed account number, or magnetic stripe.

v/ Send the card pieces directly to your merchant bank.

For cards that are inadvertently left at a merchant location and remain
unclaimed, follow the procedures for contacting your merchant bank and
sending in the card.

Cash rewards are available to merchants and their employees for recovering
counterfeit or other fraudulent cards, or for information leading to the arrest
and conviction of any person or persons involved in a counterfeit scheme.
Eligibility for specific rewards is as follows:

For Recovered Cards

e $50 rewards: A reward of not less than $50 will be paid for any card you
recover after receiving a pick-up response to an authorization request.

¢ $100 rewards: A $100 reward is paid for cards recovered as a result of a
Code 10 call, or if you determine that the first four digits of the embossed
account number on a card do not match the four-digit printed number.
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For Counterfeit Information

* $1,000 rewards: A reward of up to $1,000 will be paid for information
leading to the arrest and conviction of any person using or causing a
counterfeit card to be used.

Eligibility
To be eligible for a reward, you must comply with all card-recovery procedures. If

a law enforcement agency keeps the recovered card, you must provide a legible
copy of the front and back of the card to your merchant bank.
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I Electron Cards

VISA

—
Electron
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The Visa Electron card is a type of debit or prepaid card owned and managed by
Visa International and issued in countries around the world. The card is
currently not issued in the United States but is accepted at many U.S. merchant
locations. Like a Visa check card, the Electron card provides consumers with
direct access to deposit account funds, but the card’s security features and
acceptance procedures are slightly different.

First, the account number on the front of an Electron card is printed, not
embossed. The card also has an Electron symbol in place of the Visa dove
hologram and the word “Electron,” rather than “Visa,” in the pattern on the
signature panel. The full 16-digit account number may not be present on the
front of the card. At the discretion of the card issuer, Electron cards may bear
only the first and last four digits of the account number. At the discretion of the
card issuer, Electron cards may be used for mail order, telephone order,

or Internet purchases, or for cash advances or any other type of cash
disbursement.

Electronic authorization is required for all Electron card transactions. This means
you must be able to perform the authorization by swiping the card through a
POS terminal. Key-entered authorizations are not allowed. If the magnetic stripe
is damaged or cannot be read by the terminal, the card cannot be used.
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I Visa Travelers Cheques

Many card-present merchants also accept Visa Travelers Cheques. Visa
recommends the following cheque acceptance procedures.

Examine the cheque. Look for the key security features.

— Paper. Should feel like currency. A counterfeit cheque will feel smoother
or thicker.

— Visa Dove Watermark. Should be visible on the front of the cheque
when it is lifted to light. A counterfeit cheque will either not have a water-
mark, or it will be on the back rather than the front.

— Engraved printing. Should have a raised texture to the touch. Engraved
elements on a travelers cheque include the primary denomination
indicator, the cheque border, and the cheque’s portrait. A counterfeit
cheque will usually have a uniformly flat surface.

— Silver holographic bands. Should be to the right of Visa symbol. When
the cheque is tilted, the color in the bands will appear to change; the
bands also have a repeat pattern with the word “secure” in them. If the
color of the bands appears black, the cheque may be counterfeit.

— Security inks. Should have multicolored background pattern, with the
word “Visa,” and the currency and denomination included. Any attempt to
alter the signature or countersignature areas will result the smudging or
disappearance of the background pattern.

Watch the customer countersign each cheque on the lower left-hand
signature line.

Compare the countersignature with the signature on the upper right-hand
signature line. In the case of dual-signature cheques, the countersignature
must match one of the two original signatures in the upper right. In either
case, if the signatures do not match, ask the customer to countersign the
check again, on the reverse side, and ask for a photo ID.

If you receive a cheque that is already countersigned, ask the customer to
sign it on the back and request a photo ID.

If you are suspicious about any cheque or the customer using it, call Visa’s
toll-free number, 1-800-227-6811, for verification and further instructions.
Try to retain the cheque and customer ID, if possible, by peaceful means.
If a customer becomes abusive or threatening, return the cheque and ID
immediately.
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> SECTION TWO: CARD-PRESENT TRANSACTIONS
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Card-Not-Present Transactions

—/) WHAT’S COVERED

v/ Fraud Prevention Guidelines for Card-Not-Present Transactions
— v Additional Fraud Prevention Tools for the Internet

v/ Suspicious Transactions

v/ Recurring Transactions

The growth of the mail order, telephone order (MO/TO), and Internet markets
means increasing numbers of merchants are now processing transactions

in situations where the card and cardholder are not present—and fraud may
be especially difficult to detect. Of necessity, card acceptance procedures
for these transactions are different from procedures for card-present trans-
actions, but must still allow merchants to verify—to the greatest extent pos-
sible—the cardholder’s identity and the validity of the purchase.

This section covers basic card acceptance procedures for both MO/TO and
Internet merchants. It also includes resources and best practices that all
card-not-present merchants can use to prevent fraud and chargebacks.
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I Fraud Prevention Guidelines for Card-Not-Present

Authorize

All Card-
Not-Present
Transactions

Ask for Card
Expiration
Date

Ask for CVV2

Cvv2
Processing
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Transactions

Visa has established a range of fraud-prevention policies, guidelines, and servic-
es for card-not-present merchants. Using these tools will help protect your busi-
ness from fraud-related chargebacks and losses. MO/TO and Internet merchants
should strongly consider developing in-house fraud control policies and providing
appropriate training for their employees.

The following sections outline basic fraud-prevention guidelines and best prac-
tices for card-not-present merchants.

Authorization is required on all card-not-present transactions. Card-not-present
transactions are considered as zero-floor-limit sales. Authorization should occur
before any merchandise is shipped or service performed.

Whenever possible, card-not-present merchants should ask customers for
their card expiration, or “Good Thru,” date and include it in their authorization
requests.

Including the date helps to verify that the card and transaction are legitimate.
A MO/TO or Internet order containing an invalid or missing expiration date may
indicate counterfeit or other unauthorized use.

The Card Verification Value 2 (CVV2) is a three-digit security number printed
on the back of Visa cards to help validate that a customer is in possession of
a legitimate card at the time of an order. (See Visa Card Features and Security
Elements on page 23.)

Studies show that merchants who include CVV2 validation in their authoriza-
tion procedures for card-not-present transactions can reduce their fraud-related
chargebacks.

To ensure proper CVV2 processing for card-not-present transactions, merchants
should:

v Ask card-not-present customers for the last three numbers in or beside the
signature panel on the back of their Visa cards.

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines

©2006 Visa U.S.A. Inc., all rights reserved, to be used solely for the purpose of providing Visa Card acceptance services as authorized pursuant to agreement with a Visa member financial institution.



A cardholder’s
CVV2 may never
be stored as a
part of order
information or
customer data.
The storage of
CVV2 s strictly
prohibited subse-
quent to authori-
zation.

Verify the
Billing
Address with
AVS

v If the customer provides a CVV2, submit this information with other trans-
action data (card expiration date and account number) for electronic
authorization. You should also include one of the following CVV2 pres-
ence indicators, even if you are not including a CVV2 in your authorization

request:

INDICATOR

WHAT IT MEANS

0 CVV2 is not included in authorization request.

1 CVV2 is included in authorization request.
2 Cardholder has stated that CVV2 is illegible.
9 Cardholder has stated that CVV2 is not on the card.

v Evaluate the CVV2 result code you receive with the transaction authoriza-
tion, and take appropriate action based on all transaction characteristics.

CVV2 RESULT CODE
M - Match

N - No Match

P - CVV2 request
not processed

S - CVV2 should

be on the card, but
the cardholder has
reported that it
isn’t.

U - card issuer does
not support CVV2

RECOMMENDED ACTION

Complete the transaction, taking into account all other
transaction characteristics and verification data.

View a “No Match” response as a sign of potential fraud,
which should be taken into account along with the autho-
rization response and any other verification data. You
may also want to resubmit the CVV2 to ensure a key-entry
error did not occur.

Resubmit the authorization request.

Follow up with the customer to verify that the correct card
location has been checked for CVV2.

Evaluate all available information and decide whether to
proceed with the transaction or to investigate further.

The Address Verification Service (AVS) is an automated fraud prevention tool
that allows card-not-present merchants to check a cardholder’s billing address
as part of the electronic authorization process. Studies have shown that perpe-
trators of fraud in card-not-present transactions often do not know the correct
billing address for the account they are using. Verifying the address can, there-
fore, provide merchants with another key indicator of whether or not a transac-

tion is valid.
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AVS Processing

To use AVS, simply ask card-not-present customers for their billing address as

it appears on their monthly statement. This information is then submitted with
other transaction data for electronic authorization. Address verification and
authorization occur simultaneously—in a matter of seconds—and you will receive
an AVS response code with the authorization.

You should evaluate the AVS response code and take appropriate action, based
on all transaction characteristics and any other verification information received
with the authorization (expiration date, CVV2, etc.). An authorization response
always takes precedence over AVS. Do not accept any transaction that has been
declined, regardless of the AVS response.

If you a complete
a transaction

for which you
received an
authorization
approval and an
AVS response of
“U” (unavailable),
and the trans-
action is later
charged back to
you as fraudu-
lent, your mer-
chant bank may
represent the
item. U.S. issu-
ers must support
AVS or lose their
right to fraud
chargebacks for
card-not-present
transactions.

Issuers also lose
fraud charge-
back rights for
“U” responses

in CVV2 request
situations.
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AVS RESPONSE
Y - Match

A - Partial Match

Z - Partial Match

N - No Match

U - Unavailable

R - Retry

WHAT IT MEANS

Both street address and five-digit zip code match.
Complete the transaction; you can be relatively confident
it is legitimate.

Street address matches, but zip code doesn’t. View as

a sign of potential fraud. Depending on the transaction
amount, you may decide to complete the transaction or
investigate further to ensure it is valid.

Zip code matches but the street address doesn’t. View as
a sign of potential fraud. Depending on the transaction
amount, you may decide to complete the transaction or
investigate further to ensure it is valid.

Unless you sent only a zip code AVS request and it
matched, you may want to follow up before shipping
merchandise.

Note: A zip code only request and P.O. Box address, issu-
ers may respond with either a "Y" (Exact Match), or a "Z"
(Partial match-zip Code Matches).

Street address and zip code don’t match. View as a sign
of potential fraud and take further steps to validate the
transaction.

The card issuer’s system is not available, or the card
issuer does not support AVS. The address cannot be
verified at present. You must decide whether to accept or
refuse the transaction, or investigate further.

The card issuer’s system is not available; try again later.
The card issuer’s system may not be working. You should
resubmit your AVS request later.

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines

©2006 Visa U.S.A. Inc., all rights reserved, to be used solely for the purpose of providing Visa Card acceptance services as authorized pursuant to agreement with a Visa member financial institution.



International Addresses

AVS can only be used to confirm addresses in the United States, unless a card
issuer supports International AVS. If you submit an address outside the U.S., you
will receive the response message "G" for “Global.” In such cases, you should
take further steps to verify the address. You will be liable for any chargebacks if
you accept the transaction, even if the card issuer approves it.

Merchant Direct Access Service (MDAS)

The Merchant Direct Access Service (MDAS) offers merchants access to AVS by
a toll-free number, using a touch-tone phone. The service is specifically targeted
to small MO/TO or Internet merchants for whom AVS may not be cost-effective.

Merchants using MDAS are charged on a per-transaction basis.

To use MDAS, you need a touch-tone phone with an outgoing line and a
Merchant Access Code (MAC), which you get from your merchant bank. To
request an address verification, call the MDAS toll-free number, 1-800-VISA-AVS
(1-800-847-2287). An automated voice unit guides you through the process of
submitting a customer’s account number and address, and gives you the results
of the verification.

MDAS responses are similar to AVS, but do not include a single-letter response

code.
MDAS RESPONSE WHAT IT MEANS
Exact Match Street address and zip code match.
Partial Match Street address matches, but not zip code.
Partial Match Zip code matches, but not street address.
No Match Neither street address nor zip code matches.
Retry Later Card issuer system is not available at present.
Global International address; cannot be verified.

Internet Transactions

Today, more and more merchants are joining the “click and mortar” market,
adding online sales to their traditional card-present operations. As a result, Visa
has developed guidelines and fraud prevention services especially for the web.
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Merchant Your merchant bank may recommend or require that you include certain

Web Site content or features on your web site. These elements are intended to promote
Require- ease of use for online shoppers and reduce cardholder disputes and potential
chargebacks.
ments
¢ Complete description of goods and services. Remember you have a
Merchants global market, which increases opportunities for unintended misunder-
cannot convert standings or miscommunications. For example, if you sell electrical goods,
transaction be sure to state voltage requirements, which vary around the world.

amounts into
a different cur-
rency. Equivalent

e Customer service contact information, including e-mail address or
phone number. Online communication may not always be the most

amounts in other t|me.-eff|0|ent or user-friendly for some cusftomers. Including a customer
currencies may service telephone number as well as e-mail address promotes customer
be shown, but satisfaction.

they must be

clearly labeled

as being listed

for information * Delivery policy. Merchants set their own policies about delivery of goods,

only. that is, if they have any geographic or other restrictions on where or under
what circumstances they provide delivery. Any restrictions on delivery must
be clearly stated on the web site.

* Return, refund, and cancellation policy. This policy must be clearly
posted. (See Disclosure for Card-Not-Present Merchants on page 14.)

e Country of origin. You must disclose the permanent address of your
establishment on the web site. Check with your merchant bank to ensure
your disclosure is made in accordance with the Visa U.S.A. Inc. Operating
Regulations and local law.

¢ Export restrictions (if known).

Best Suggested best practices for merchant web sites include:
Practices for . pyiyvacy statements.
the Web

* Information on when credit cards are charged. You should not bill the
customer until merchandise has been shipped.

e Order-fulfillment information. State timeframes for order processing and
send an e-mail confirmation and order summary within one business day
of the original order. Provide up-to-date stock information if an item is
back-ordered.

e Customer service timeframes. Ideally customer service e-mails or phone
calls should be answered within two business days.

* A statement on web site regarding security controls used to protect
customers.

¢ A statement encouraging cardholders to retain a copy of the transaction.
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I Additional Fraud-Prevention Tools for the Internet

Today’s e-commerce merchant has many options for combating payment card
fraud. To protect your business, you need to build a reliable risk management
system. Visa continues to develop online fraud-prevention tools to complement
your own internal fraud avoidance efforts.

Verified by Verified by Visa is an online, realtime service that allows e-commerce merchants
Visa to validate that a cardholder is the owner of a specific account number.

The service is free to cardholders, who register their account numbers online at

Visa’s consumer web site, www.usa.visa.com. Each cardholder creates a unique

password at the time of registration. Then when a cardholder makes a purchase
Verified by Visa by clicking Buy, or a similar button, on a participating merchant web site, the

participating merchant server recognizes the Visa account number and a Verified by Visa
merchants are window appears. The cardholder is prompted to enter the password. The
protected by password is forwarded to the cardholder’s card issuer, who confirms the
their merchant  cardholder’s identity and the Visa account number.

bank from

receiving certain Merchants offering Verified by Visa to their customers must incorporate a software
fraud-related module called a merchant plug-in (MPI) as part of their e-commerce server applica-
chargebacks. tion. You will also need to talk with your merchant bank or gateway processor to

ensure authentication-related data is included in transaction records.

Following confirmation, the Verified by Visa window disappears and the
consumer is returned to the checkout screen. If the cardholder is not confirmed,
an error message appears.

Fraud Today, a wide variety of fraud-screening services and practices are available

Screening to help Internet merchants assess the risk of a transaction and, in some
cases, suspend processing if high-risk attributes are found. You are encour-
aged to develop your own internal fraud-screening programs or consider using
a third-party screening service, such as CyberSource Advanced Fraud Screen
Enhanced by Visa.

An effective fraud-screening program will suspend processing if a transaction:
* Matches data stored in your internal negative files.

e Exceeds velocity limits and controls.

* Generates an AVS mismatch or CVV2 no match.

* Matches other high-risk attributes. For example, transactions associated
with anonymous e-mail addresses, high-risk shipping addresses, or cards
issued outside the United States are considered high-risk.
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Identify low-risk
transactions.
For many mer-
chants, obtain-
ing third-party
fraud scores for
each and every
transaction may
not be cost-effec-
tive. You can
minimize costs
by identifying
low-risk transac-
tions—those with
potential losses
that are less
than the cost

of scoring—and
eliminating them
from the scoring
process.
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You should also develop cost-effective and timely review procedures for inves-
tigating high-risk transactions. In particular, your screening criteria should help
you to avoid manual review of transactions where fraud loss would be less than
the cumulative costs of screening and investigation.

CyberSource Advanced Fraud Screen Enhanced by Visa

CyberSource Advanced Fraud Screen Enhanced by Visa is real-time risk manage-
ment tool that evaluates the risk associated with individual transactions and
provides merchants with risk scores. You use the scores as an additional means
to identify potentially fraudulent orders.

Every time a cardholder clicks the Buy button on a web site using CyberSource
Advanced Fraud Screen, the transaction is evaluated based on over 150 data
points. Running 24 hours a day, seven days a week, the service uses the world’s
largest database of global fraud and payment-card usage patterns, including
online and offline transactions, and is updated frequently. Risk scores are cal-
culated using a combination of neural networks, rules-based modeling, and Visa
hybrid fraud technologies.
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I Suspicious Transactions

Card-not-present merchants should develop in-house policies and procedures for
handling irregular or suspicious transactions and provide appropriate training for
their sales staff. Being able to recognize suspicious orders may be particularly
important for merchants involved in telephone sales, and employees should be
given clear instructions on the steps to take to verify these transactions.

Your sales employees should be on the lookout for any of the following signs of
suspicious customer behavior:

Hesitation: Beware of customers who hesitate or seem uncertain when
giving you personal information, such as a zip code or the spelling of a
street or family name. This is often a sign that the person is using a false
identity.

Rush orders: Urgent requests for quick or overnight delivery—the
customer who “needs it yesterday”—should be another red flag for
possible fraud. While often perfectly valid, rush orders are one of the com-
mon characteristics of “hit and run” fraud schemes aimed at obtaining
merchandise for quick resale.

Random orders: Watch out also for customers who don’t seem to care if
a particular item is out of stock —"You don’t have it in red? What colors do
you have?”—or who order haphazardly—"I'll take one of everything!” Again,
orders of this kind may be intended for resale rather than personal use.

Suspicious shipping address: Scrutinize and flag any order with a ship-
to address that is different from the billing address on the cardholder’s
account.

- Requests to ship merchandise to post office boxes or an office address
are often associated with fraud.

- Keep lists of zip codes where high fraud rates are common and verify any
order that has a ship-to address in these areas.

- If your business does not typically service foreign customers, use caution
when shipping to addresses outside the United States, particularly if you
are dealing with a new customer or a very large order.

In examining what appears to be an unusual order, keep in mind that if the sale
sounds too good to be true, it probably is.
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Guidelines Experience suggests that Internet orders with certain characteristics can be
for Internet  tip-offs to possible fraud. Suspicious online transactions are similar to suspi-
Merchants cious sales in other card-not-present environments, although the Internet offers
additional opportunities for “virtual” scams. The following list of potential fraud
characteristics—compiled from the advice of various experts—is offered to help
you avoid being victimized by Internet fraud. An Internet transaction with any
one of these characteristics by itself is seldom cause for alarm; however, a
transaction with several potential risk markers may mean you are the target of
a fraud scheme.

Characteristics to watch out for include:

¢ First-time shopper:
Criminals are always looking for new victims. They usually hit a merchant
once and don’t go back a second or third time.

¢ Larger-than-normal orders:
Because stolen cards or account numbers have a limited life span, crooks
need to maximize the size of their purchases. Of course, the size of
“normal” orders vary from merchant to merchant.

¢ Orders consisting of several of the same item:
Having multiples of the same item increases criminals’ profits.

e Orders made up of big-ticket items:
These items have maximum resale value and therefore maximum profit
potential.

¢ Orders shipped “rushed” or “overnight”:
Crooks aren’t concerned about extra delivery charges. They want their
fraudulently obtained items as soon as possible for the quickest possible
resale.

¢ Orders from Internet addresses at free e-mail services:
These services have no billing relationships with their users, which in
turn means no audit trail or verification that a legitimate cardholder has
opened the account.

¢ Orders shipped to an International address:
A significant number of fraudulent transactions are shipped to fraudulent
cardholders outside of the United States. AVS can validate addresses in
the United Kingdom, but other non-U.S. addresses cannot be verified.
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The next several characteristics are ones that require regular monitoring of your
company’s transactions. ldeally, you should have a database or account history
files against which to compare individual sales for possible fraud.

¢ Transactions on similar account numbers: Fraudsters often use account
numbers that have been generated with software available on the Internet,
such as CreditMaster.

¢ Orders made on multiple cards but shipped to a single address:
These orders can also be characteristic of a software-generated account
number or may have been made using a batch of stolen cards.

¢ Multiple transactions on one card over a very short period of time:
Criminals often attempt to run up purchases on a single card until the
account is closed.

* Multiple shipping addresses:
In a similar fraud scenario, multiple transactions are charged to one card
or similar cards that have a single billing address but multiple shipping
addresses. This situation could be a sign of some organized activity, rather
than one individual at work.

¢ Multiple cards from a single IP address:
The Internet Protocol (IP) address identifies the computer in a network
from which an order has been made. In this instance, fraud indicators may
include multiple orders using different names, addresses, and card
numbers, but coming from one IP address.

What To Do Card-not-present merchants should have established procedures for responding
If You're to suspicious transactions. Your sales staff should be familiar with these
Suspicious procedures and receive regular training on them.

Mail Order/Telephone Order Merchants

For suspicious MO/TO transactions, you should:

e Ask for a Code 10 Authorization: A separate phone call to your authoriza-
tion center asking for a Code 10 authorization lets the center know you
have concerns about a transaction. (For more information, see Code 10
Calls on page 33.)

¢ Ask the customer for additional information: For example, ask for day
and evening phone numbers, and call the customer back later. Some
merchants ask for the bank name on the front of the card.

e Separately confirm the order with the customer: Send a note to the
customer’s billing address, rather than the shipping address.
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When requesting additional information to verify orders, telephone order employ-
ees should use a conversational tone so as not to arouse customers’ suspicions.
If a customer balks or asks why the information is needed, employees should
say they are trying to protect cardholders from the high cost of fraud.

Internet Merchants

For suspicious transactions, Internet merchants should establish effective pro-
cedures for cardholder verification calls. Contacting customers directly not only
reduces fraud risk, but also builds customer confidence and loyalty. Your verifica-
tion procedures should address the need both to identify fraud and leave legiti-
mate customers with a positive impression of your company.

e Use directory assistance or Internet search tools—not the telephone
number given for a suspect transaction—to find a cardholder’s telephone
number.

¢ Confirm the transaction, resolve any discrepancies, and let the cardholder
know that you are performing this confirmation as a protection against
fraud.

The Best Advice of All

Trust your instincts! If a sale seems too good to be true, it probably is. We hear
all too often that what a merchant thought was a great sale turned out to be
fraud. So take the time to check out that huge order that is being shipped some-
where halfway around the world to a customer with whom you’ve never done
business. That little bit of extra work may well prevent you from being the victim
of a fraud scheme.
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I Recurring Transactions

For First
Recurring
Transactions

A recurring transaction is one in which a cardholder authorizes a merchant to
automatically charge his or her account number for the recurring or periodic
delivery of goods or services. A typical recurring transaction might be an auto-
matic bill pay for Internet or cable television services, a monthly newspaper sub-
scription, or a health club membership.

Because these transactions are processed automatically, without direct partici-
pation of the cardholder, they are particularly liable to potential disputes and
copy requests. The following sections provide recommendations for merchant
policies and procedures to minimize such problems.

An initial, or set-up, recurring transaction should be processed the same as any
MO/TO or Internet transaction. If set up by mail or telephone, you should
submit AVS and CVV2 queries with the authorization. For online transactions,
cardholder identity should be authenticated with Verified by Visa.

The sales receipt for an initial recurring transaction must include the following
information:

e The phrase “recurring transaction”
¢ The frequency of the debits

e The period of time the cardholder has agreed to for the debits

Setting Up Recurring Transactions by E-Mail

Visa allows Internet merchants to accept an electronic record, such as an e-mail
message, as cardholder permission to set up a recurring transaction. This record
should be kept on file for the duration of the arrangement and provided to the
card issuer upon request.
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VAU service
ensures that
merchant on-file
information
(cardholder
account
number, expira-

tion date, status,

etc.) is current.
VAU allows Visa
merchants,

merchant banks,

and card issuers
to electronically
exchange the
most current
cardholder
account
information—
without
transaction

or service
interruption.
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For All Recurring Transactions

To minimize the risk associated with all recurring transactions, merchants
should:

1. The card issuer sends
information to the Visa
Account Updater that
includes account num-
ber, card expiration date
changes, and account

/L \ Updates
— i l

Participate in Visa Account Updater (VAU) to verify that on-file information,
including account number and expiration date, is correct. VAU is a Visa
service that allows merchants, merchant banks, and issuers to exchange
electronic updates of cardholder account information.

Keep the cardholder’s expiration date on file and include it in all authoriza-
tion requests.

Use AVS.

Ensure that all recurring transactions are clearly identified as such. For
example, where a recurring transaction is set up by mail or telephone, it
should have a MO/TO E-Commerce Indicator of 2. This identification is
usually handled automatically by a merchant’s transaction-processing
system; however, you should check with your merchant bank to confirm
that your system is properly set up.

Notify the customer before billing. Cardholders should be routinely notified
of regular recurring payments charged to their Visa account at least 10
days in advance. The advance notification should include the amount to
be charged to the account and where necessary, alert the cardholder if the
transaction amount exceeds a preauthorized range.

How the Visa Account Updater (VAU) Service Works

Visa Account

Merchant
Updater
Issuer o p\ 9 Acquirer On-file
i [ ey Information

== o=| Inquirie ,\
ey {
- — 18

/'—\.

I

// = Updates

©

®-3

cg“(ﬂ“

2. The merchant bank
sends inquiries to Visa
Account Updater for
cardholder accounts that
their enrolled merchants
have on file.

4. The merchant
updates the billing
information for the
customer.

3. Visa Account Updater
sends a response to

the merchant bank for
each inquiry, including
updated information.

closures.
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Put proper controls in place to protect any stored cardholder information
related to the transaction.

Do not store CVV2 data-this is strictly prohibited.

Request the cardholder’s Visa account number only as payment for goods
or services. The merchant must not use the account number for age verifi-
cation or any purpose other than payment.

Check customer logs daily for complaints, especially those relating to
transaction amounts or failure to notify customers in advance of a recur-

ring transaction that exceeds the pre-authorized amount range. Follow up
with the customer.

Cancelling To cancel a recurring transaction, merchants should:

Recurring « Check customer logs daily for cancellation or non-renewal of services paid
or with a recurring transaction. Comply with all cancellation and nonrenew-

Transactions for with ing t tion. Comply with all llati d
al requests in a timely manner, and notify the cardholder that the recurring
payment account has been closed.

* Process all credits promptly. If a cancellation request is received too late
to prevent the most recent recurring charge from being posted to the card-
holder’s account, submit the credit and notify the cardholder.

* Provide the customer with a cancellation number.

,:\./\"sA 3) For more information on recurring transactions, see Appendix 1: Training
< )) Your Troops, pg. 125 to order Merchant Best Practices for Recurring
o = Transactions (VRM 03.03.06).
==

=
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> SECTION THREE: CARD-NOT-PRESENT TRANSACTIONS
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Visa Cardholder Information Security Program

WHAT’S COVERED
v CISP Requirements
v/ Steps and Requirements for Compromised Entities

v/ Additional Security Requirements

With recent media reports of hacker incidences, stolen credit card numbers,
and identity theft, consumers are increasingly concerned about information
security. Today, consumers want absolute assurance from the merchants
with whom they do business that their bankcard account number and other
personal information are safe.

To address these concerns, Visa has established the Visa USA Cardholder
Information Security Program (CISP) in 2001 to define standards for
protecting sensitive cardholder information.

CISP is based upon the Payment Card Industry (PCI) Data Security
Standard, with which all members, merchants, and service providers must
comply. In order to ensure compliance, Visa may require all merchants to
validate their implementation of the CISP standards. Validation requirements
are based on Visa transaction volume and the risk factors associated with a
merchant’s business.

@ More information about CISP, including the detailed PCI Data Security Standard and
f CISP compliance validation requirements are available at www.visa.com/cisp.
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I CISP Requirements

56

The PCI Data Security Standard reflects a “walls of security” philosophy in which
no single security measure should ever be considered as providing complete
protection from trespassers. Rather, risk of intrusion is minimized by erecting
multiple layers of security measures that work together.

The PCI Data Security Standard consists of twelve basic requirements
supported by more detailed sub-requirements:

PCI DATA SECURITY STANDARD

Build and maintain a
Secure Network

Protect Cardholder
Data

Maintain a
Vulnerability
Management Program

Implement Strong
Access Control
Measures

Regularly Monitor and
Test Networks

Maintain an
Information Security
Policy

1.

Install and maintain a firewall configuration to
protect data

Do not use vendor-supplied defaults for system
passwords and other security parameters

Protect shared data

Encrypt transmission of cardholder data and
sensitive information across public networks

Use and regularly update anti-virus software

6. Develop and maintain secure systems and

applications
Restrict access to data by business need-to-know

8. Assign a unique ID to each person with computer

9.

dCCess

Restrict physical access to cardholder data

10.Track and monitor all access to network

resources and cardholder data

11.Regularly test security systems and processes
12.Maintain a policy that addresses information

security
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Who Must CISP applies to any entity—meaning any merchant or service provider—that

Comply stores, processes, or transmits Visa cardholder information. All eligible
merchants and service providers, regardless of size (or in the case of service
providers, whether they support issuing or merchant activity) must comply with
the PCI Data Security Standard.

Beyond basic data security, full implementation of the PCI Data Security
Standard benefits merchants in several ways.

e Customer service. Customers seek out merchants they feel are “safe.”
Confident consumers are loyal customers. They come back again and
again, and share their experiences with others.

* Cost containment. By protecting your customers, you also minimize your
own exposure to risk and the direct and operational costs associated with
compromised cardholder information.

¢ Public image. Information security is a frequent topic of media attention.
An incident of data loss or compromise not only hurts your customers; it
can seriously damage your public image.
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I Steps and Requirements for Compromised
Entities

Key Point to
Remember

To minimize

the impact of a
cardholder infor-
mation secu-
rity breach, Visa
has put togeth-
er an Incident
Response Team
to assist in
forensic investi-
gations. In the
event of a com-
promise, Visa
will coordinate a
team of forensic
specialists to go
on-site imme-
diately to help
identify security
deficiencies and
control expo-
sure. The foren-
sic information
collected by the
team is often
used as evi-
dence to pros-
ecute criminals.
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Entities that have experienced a suspected or confirmed security breach must
take prompt action to help prevent additional damage and adhere to CISP and
PIN security requirements.

1.

Immediately contain and limit the exposure. Prevent the further loss of
data by conducting a thorough investigation of the suspected or confirmed
compromise of information.

To facilitate the investigation:

— Do not access or alter compromised systems (i.e., don’t log on at all to
the machine and change passwords, do not log in as ROOT).

- Do not turn the compromised machine off. Instead, isolate compromised
systems from the network (i.e., unplug cable).

— Preserve logs and electronic evidence.
— Log all actions taken.

- If using a wireless network, change SSID on the AP and other machines
that may be using this connection with the exception of any systems
believed to be compromised.

— Be on HIGH alert and monitor all systems with cardholder data.
Alert all necessary parties immediately. Be sure to contact:

— Your internal information security group and incident response team.
— Your Visa acquirer.

— The Visa Investigations and Incident Management Group immediately at
(650) 432-2978.

- Your local office of the Secret Service.

Provide all compromised Visa, Interlink and Plus accounts to your Visa
acquirer within 10 business days. All potentially compromised accounts
must be provided and transmitted as instructed by your Visa acquirer and
Visa Investigations and Incident Management Group. Visa will distribute
the compromised Visa account numbers to issuers and ensure the confi-
dentiality of entity and non-public information.

Within four business days of the reported compromise:
— Provide an Incident Response Report document to your Visa acquirer.

— Visa will determine whether or not an independent forensic investigation
be initiated on the compromised entity.
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In the event of a security breach, Visa or the acquirer will contact the merchant
or service provider to discuss the compromise and review the actions required to
demonstrate the ability to prevent future loss or theft of transaction information.

Acquirers may be subject to fines of up to $500,000 per incident if a security
breach is caused by a merchant or service provider who is not CISP compliant.
Acquirers will not be fined if the compromised merchant or service provider is
CISP compliant at the time of the security breach.
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I Additional Security Requirements

Merchants should also be aware of the following data security requirements and
best practices:

* Magnetic-Stripe Data. The Visa U.S.A. Inc. Operating Regulations prohibit
merchants and/or their agents from storing the full contents of the mag-
netic stripe after transaction authorization.

* CVV2 storage. The Visa U.S.A. Inc. Operating Regulations prohibit
merchants and/or their agents from storing the Card Verification Value 2
data (security code printed within or immediately to the right of the
signature panel) after transaction authorization.

* Know your liability. Many merchant agreements now include provisions
that hold businesses liable for losses resulting from compromised card
data if a business (or its third-party processor) lacks adequate data
security.
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Copy Requests

WHAT’'S COVERED

v Transaction Receipt Requirements — Card-Present Merchants

v/ Transaction Receipt Requirements — Card-Not-Present Merchants
v Responding to Copy Requests

v How to Minimize Copy Requests

When cardholders do not recognize transactions on their Visa statements,
they typically ask their card issuer for a copy of the related transaction
receipt to determine whether the transaction is theirs. In this kind of situa-
tion, the card issuer first tries to answer the cardholder’s questions. If this
cannot be done, the card issuer electronically sends a “request for copy”
(also known as a “retrieval request”) to the merchant bank associated with
the transaction.

If your transaction receipts are stored at your merchant bank, the bank
fulfills the copy request. However, if you store your own transaction receipts,
the merchant bank forwards the request to you. You must then send a
legible copy of the transaction receipt to the merchant bank, which sends it
on to the card issuer.
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> SECTION FIVE: COPY REQUESTS

BN Transaction Receipt Requirements—
Card-Present Merchants

The following are Visa requirements for all transaction receipts generated from
electronic point-of-sale terminals (including cardholder-activated terminals).

Electronic Point-of-sale Terminal Receipts

Transaction Date

Merchant
Location Code

Effective November 1, 2005,
the payment brand used to
complete the transaction
must be identified on the
cardholder’s copy of the
transaction receipt.

Authorization Code, if
applicable, except for
Express Payment Service
Transactions.

Space for Cardholder

Signature, except for:

e Transactions in which the
PIN is an acceptable
substitute for Cardholder
signature

e Limited-Amount Terminal
Transactions

o Self-Service Terminal
Transactions

* Express Payment Service
Transactions
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Merchant or member name and location,
or the city and state of the Automated
Dispensing Machine or Self-Service Terminal

XYZ SHOES
1040 PARK ST
ANYTOWN, CA 94501
PHONE # (000)555-5555
NOV 10, 2005 12:30PM

MERCH ID: 08233004

REF # : 003

ACT # ************5220
EXP : XX/XX
CARD : VISA

$21.69
APPROVAL CODE: 035789

TRAN ID: VGT7ET800815
I AGREE TO PAY ABOVE
TOTAL AMOUNT ACCORDING
TO CARD ISSUER AGREEMENT

X

SIGNATURE

THANK YOU
CARDHOLDER COPY

Truncated Account Number
Visa requires that all new
electronic POS terminals
provide account number
truncation on transaction
receipts. This means that only
the last four digits of an account
number should be printed on the
customer’s copy of the receipt.

In addition, the expiration

date should not appear at all.
Existing POS terminals must
comply with these requirements
by July 1, 2006. To ensure your
POS terminals are properly set
up for account number trunca-
tion, contact your merchant
bank.

Transaction Amount
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B Transaction Receipt Requirements—
Card-Not-Present Merchants

The following are Visa requirements for all manually printed transaction receipts.

Manual Transaction Receipts

Merchant Name and Location
Transaction Date

Bob Books

2346 West Ave.

Seattle, WA 98102

Order placed: September 29, 2005
www.bobbooks.com

ORDER #: 103-62567-3299874

Description of Goods or Services

Merchant Shipping Address: Items Ordered Price
R John Bennett
Online Address 2423 Sweet Dr. 1 How to Raise a Puppy (Hardcover) $16.95
San Francisco, CA 94111 by Jane Russo
Usa
- 1 item(s) Gift options: None
Shipping:
Standard
Item(s) Subtotal:  $16.95
Shipping & Handling: $3.99
Subtotal: $20.64
Total for this Shipment: $20.64
Payment Method Used PAYMENT INFORMATION
Payment Method: Item(s) Subtotal: $16.95
Visa | Last 5 digits: 00123 Shipping & Handling: $3.99
Authorization Code: XXXXXX Authorization .-
Transaction Type: Purchase Cod Total Before Tax: $20.64
T ti T . ode Estimated Tax: $0.00
ransaction lype: Billing Address: R
Purchase or Credit John Bennett Grand Toal: $20.64
2423 Sweet Dr.
San Francisco, CA 94111
usa
No refunds after 30 days. See our Return Policy. Transaction Amount

Questions? Call Customer Service at 1-800-234-5678

Refund/Return Policy (optional)
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N Responding to Copy Requests

Copy
Requests by
Phone

It Pays to
Respond
to Copy

Requests
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The illustration on the next page shows the copy request process. When a card
issuer sends a copy request to a merchant bank, the bank has 30 days from the
date it receives the request to send a copy of the sales receipt back to the card
issuer. If the merchant bank sends the request to you, it will tell you the number
of days you have to respond. You must follow the merchant bank’s timeframe.

Once you receive a copy request, you should retrieve the appropriate sales
receipt, make a legible copy of it, and fax or mail it to your merchant bank within
the specified timeframe. Your merchant bank will then forward the copy to the
card issuer, which will, in turn, send it to the requesting cardholder. The question
or issue the cardholder had with the transaction is usually resolved at this point.

Also, when you send the copy to the merchant bank, you should use a delivery
method that provides proof of delivery. If you mail the copy, send it registered or
certified. If you send the copy electronically, be sure you have a written record of
the transmittal.

If you store your own sales receipts, you should retain your merchant copies—or
copies of them, for example, on CD-ROM—for 12 months from the date of the
original transactions to ensure your ability to fulfill copy requests.

From time to time—to assist their cardholders—card issuers may call you directly
to request a copy of a sales receipt. You are not obligated to fulfill a verbal copy
request from a card issuer. However, if you do decide to provide a copy of the
sales receipt, be sure to keep a copy for your own records. You may find you
need it for dispute-related or accounting purposes.

Responding to copy requests saves you time and money. As a merchant, you
should always:

e Fulfill any copy requests you receive

e Fulfill requests in a timely manner

¢ Ensure that the receipt copy you send is legible

A copy request that is unfulfilled or late can only be charged back if retrieval

request for RC 33 Fraud or else "true reason" must be presented. Avoiding
chargebacks can help you improve your customer service and profitability.
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The Copy Request Process

Cardholder
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transaction.

0 * Contacts card

issuer and may request
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I How to Minimize Copy Requests

Make Sure
Customers
Can
Recognize
Your Name
on Their Bills

Merchants who keep copy requests to a minimum are also more likely to have
lower chargeback rates and higher profitability. Best practices for reducing copy
requests include:

Cardholders must be able to look at their bank statements and recognize trans-
actions that occurred at your establishment. Check with your merchant bank

to be sure it has correct information on your “Doing Business As” (DBA) name,
city, and state. You can check this information yourself by purchasing an item
on your Visa card at each of your outlets and looking at the merchant name
and location on your monthly Visa statement. Is your name recognizable? Can
your customers identify the transactions made at your establishment?

Make Make sure your company’s name is accurately and legibly printed on transac-
Sure Your tion receipts. The location, size, or color of this information should not interfere
Business with transaction detail. Similarly, you should make sure that any company logos
Name Is or marketing messages on receipts are positioned away from transaction infor-
. mation.
Legible on
Receipts
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Handle carbonless

paper and carbon/
silver-backed paper
carefully

Keep white copy of
sales draft receipt—
give customers
colored copy

Change point-of-
sale printer
cartridge routinely

Change point-of-
sale printer paper
when colored streak
first appears
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Train Sales
Staff

Avoid
lllegible
Transaction
Receipts

With proper transaction processing, many copy requests can be prevented at
the point of sale. Instruct your sales staff to:

¢ Follow proper point-of-sale card acceptance procedures.
* Review each transaction receipt for accuracy and completeness.

¢ Ensure the transaction receipt is readable. (See best practices in next
section.)

e Give the cardholder the customer copy of the transaction receipt, and keep
the original, signed copy.

Sales associates should also understand that merchant liability encompasses
the merchandise as well the dollar amount printed on the receipt; that is, in the
event of a dispute, the merchant could lose both.

Ensuring legibility of transactions receipts is key to minimizing copy requests
and chargebacks. When responding to a copy request, you will usually photo-
copy or scan the transaction receipt before mailing or electronically sending

it to your merchant bank. If the receipt is not legible to begin with, the copy
that the bank receives and then sends to the card issuer may not be useful

in resolving the cardholder’s question. If this occurs, the transaction may be
returned to you as a chargeback for an illegible copy. At this point, unless you
can improve the readability of the transaction receipt, you may end up taking a
loss on the transaction.

The following best practices are recommended to help avoid illegible transaction
receipts.

¢ Change point-of-sale printer cartridge routinely.

Faded, barely visible ink on transaction receipts is the top cause of illeg-
ible receipt copies. Check readability on all printers daily, and make sure
the printing is clear and dark on every sales draft.

¢ Change point-of-sale printer paper when the colored streak first
appears.

The colored streak down the center or the edges of printer paper indicates
the end of the paper roll. It also diminishes the legibility of transaction
information.

¢ Keep the white copy of the transaction receipt.

If your transaction receipts include a white original and a colored copy,
always give customers the colored copy of the receipt. Since colored paper
does not photocopy as clearly as white paper, it often results in illegible
copies.

¢ Handle carbon-backed, silver-backed, or carbonless paper carefully.

Silver-backed paper appears black when copied. Any pressure on carbon-
backed or carbonless paper during handling and storage causes black
blotches, making copies illegible.
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Measure Your monthly copy request volume should not exceed 0.16 percent of your

Copy total Visa sales. To measure this volume, divide the number of copy requests
Request received by your total Visa transactions minus returns and adjustments. If the
Volume ratio exceeds 0.16 percent, review your point-of-sale and other business proce-

dures to identify opportunities for improvement.
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Chargebacks

WHAT’'S COVERED

Why Chargebacks Occur

Customer Dispute Chargebacks

Invalid Chargebacks

Chargeback Remedies

Avoiding Chargebacks

Chargeback Monitoring

When Chargeback Rights Do Not Apply

D N N U N N N

A chargeback is a transaction that a card issuer returns to a merchant bank
as a financial liability and which, in turn, a merchant bank may return to a
merchant. In essence, it reverses a sales transaction, as follows:

e The card issuer subtracts the transaction dollar amount from the card-
holder’s Visa account. The cardholder receives a credit and is no longer
financially responsible for the dollar amount of the transaction.

e The card issuer debits the merchant bank for the dollar amount of the
transaction.

e The merchant bank will, most often, deduct the transaction dollar
amount from the merchant’s account. The merchant loses the dollar
amount of the transaction.

For merchants, chargebacks can be costly. You can lose both the dollar
amount of the transaction being charged back and the related merchandise.
You also incur your own internal costs for processing the chargeback.
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I \Why Chargebacks Occur

The most common reasons for chargebacks include:
¢ Customer disputes

* Fraud

* Processing errors

e Authorization issues

¢ Nonfulfillment of copy requests (only if fraud or illegible)

Although you probably cannot avoid chargebacks completely, you can take
steps to reduce or prevent them. Many chargebacks result from easily avoidable
mistakes, so the more you know about proper transaction-processing proce-
dures, the less likely you will be to inadvertently do, or fail to do, something that
might result in a chargeback (see Avoiding Chargebacks on page 76).

Of course, chargebacks are not always the result of something merchants did
or did not do. Errors are also made by merchant banks, card issuers, and
cardholders.

@ Your Responsibility
o)

) From the administrative point of view, the main interaction in a chargeback is

f between a card issuer and a merchant bank. The card issuer sends the chargeback
to the merchant bank, which may or may not need to involve the merchant who
submitted the original transaction. This processing cycle does not relieve merchants
from direct responsibility for taking action to remedy and prevent chargebacks. In
most cases, the full extent of your financial and administrative liability for charge-
backs is spelled out in your merchant agreement.

For more information on the most common types of chargebacks merchant receive,
see Section 7, Chargeback Reason Codes.

\\

10\
\\\\4\,\,\—"")
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The
Chargeback
Life Cycle

Cardholder

Receives information
resolving initial dispute
and may be re-billed for
item or receives credit.

o
/7

/
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Card issuer

Receives re-presented
item and, if appropriate,
re-posts to cardholder’s
account. If chargeback

e )
issue is not appropriately e

addressed, card issuer -
may submit dispute to

Visa.

Visa |

The following illustration shows the chargeback life cycle.

Cardholder

* Disputes transaction.

» Contacts card issuer with
disputed information.

o

LN
CL\ N

Card issuer

Reviews eligibility of
transaction for charge-
back. If appropriate,
returns transactions
(charges it back) to
merchant bank through
Visa (electronically).

Visa

e Electronically

screens chargeback
for technical criteria
compliance.

Receives re-presented 6
item and, if appropriate,
forwards it to card issuer

o

1
VISA VISA

(electronically). ) x:rffzrgzggzb;%;
to merchant bank
| (electronically).
Merchant Bank \
Forwards re-presented e /14 \§
item to Visa. \\\\ I l / / /E\ 0 Merchant Bank
— L Receives chargeback
\\\ \ll l / / and resolves issue, or
forwards to merchant.
N e / .
Arbitration é ErmE

If the card issuer disputes a
representment from the merchant
bank, it may file for arbitration with
Visa. In arbitration, Visa decides which
party is responsible for the disputed
transaction. In most cases, Visa’s
decision is final, and must be accepted
by both the card issuer and the
merchant bank. During arbitration, the
Visa USA Arbitration Committee reviews
all information/documentation submit-
ted by both parties to determine who
has final liability for the transaction.
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Members may submit a compliance
case to Visa USA for committee review
if members incur a loss and a valid
chargeback or representment is
unavailable.

Merchant

* Receives chargeback.

o |f appropriate, and under certain
conditions, can re-present charge-
back to its merchant bank.

e [f conditions aren’t met, merchant
may have to accept chargeback.
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I customer Dispute Chargebacks

Customer disputes are one of the most common reasons for chargebacks. A
customer may dispute a transaction because:

e A credit has not been processed when the customer expected it would be.
e Merchandise ordered was never received.

¢ A service was not performed as expected.

¢ The customer did not make the purchase; it was fraudulent.

Because these chargebacks may indicate customer dissatisfaction—and the
potential for lost sales in the future—addressing their underlying causes should
be an integral part of your customer service policies.
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If a cardholder
with a valid
dispute contacts
you directly,

act promptly

to resolve the
situation. Issue a
credit, as appro-
priate, and send
a note or e-mail
message to let
the cardholder
know he or she
will be receiving
a credit.

Invalid Chargebacks

Responding to the needs of card issuers, merchant banks, and merchants, Visa
has implemented sophisticated systems that significantly reduce chargebacks
and vastly improve the chargeback process. When Visa systems detect an invalid
chargeback, it is automatically returned to the card issuer that originated it, and
the merchant and merchant bank never see it. Many merchant banks also have
systems that routinely review exception items, allowing them to resolve issues
before a chargeback is necessary. Together, these systems ensure that any
chargebacks you receive are usually those that only you can respond to or that
cannot be remedied in any other way.
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I Chargeback Remedies

Even when you do receive a chargeback, you may be able to resolve it without
losing the sale. Simply provide your merchant bank with additional information
about the transaction or the actions you have taken related to it. For example,
you might receive a chargeback because the cardholder is claiming that credit
has not been given for returned merchandise. You may be able to resolve the
issue by providing proof that you submitted the credit on a specific date. Send
this information to your merchant bank in a timely manner.

The key in this and similar situations is always to send your merchant bank as
much information as possible to help it remedy the chargeback. With appropri-
ate information, your merchant bank may be able to resubmit, or “re-present,”
the item to the card issuer for payment.

Timeliness is also essential when attempting to remedy a chargeback. Each
step in the chargeback cycle has a defined time limit during which action can be
taken. If you or your merchant bank does not respond during the time specified
on the request—which may vary depending on your merchant bank—you will not
be able to remedy the chargeback.

Although many chargebacks are resolved without the merchant losing the sale,
some cannot be remedied. In such cases, accepting the chargeback may save
you the time and expense of needlessly contesting it.

Represent- Card-not-present merchants should be familiar with the chargeback
ment Rights representment rights associated with the use of Address Verification Service
for Card- (AVS), Card Verification Value 2 (CVV2), and the option to provide compelling

information. Specifically, your merchant bank can represent a charged-back

Not-Present o
transaction if:

Merchants
* You received an AVS positive match in the authorization message and if the

billing and shipping addresses are the same. You will need to submit proof
of the shipping address and delivery.

* You submitted an AVS query during authorization and received a “U”
response from a U.S. card issuer. This response means the card issuer is
unavailable or does not support AVS.

* You submitted a CVV2 verification request during authorization and
received a “U” response from a U.S. card issuer. This response means the
card issuer does not support CVV2.
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Verified by Visa
participating
merchants are
protected by their
merchant bank
from receiving
certain fraud-
related charge-
backs. If you are
not participating
in Verified by Visa
at this time, see
pg. 45 for more
information.

* You can provide documentation that you:

- spoke to the cardholder and he or she now acknowledges the validity of
the transaction, OR

- received a letter from the cardholder that he or she now acknowledges
the validity of the transaction.

If you believe you have AVS, CVV2, or compelling information representment
rights on a charged-back transaction, work with your merchant bank to ensure
that all supporting evidence for the representment is submitted.
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I Avoiding Chargebacks

Point of Sale

&

¢
\ &
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Most chargebacks can be attributed to improper transaction-processing proce-
dures and can be prevented with appropriate training and attention to detail.
The following best practices will help you minimize chargebacks.

Declined Authorization. Do not complete a transaction if the authorization
request was declined. Do not repeat the authorization request after
receiving a decline, ask for another form of payment.

Transaction Amount. Do not estimate transaction amounts. For example,
restaurant merchants should authorize transactions only for the known
amount on the check; they should not add on a tip.

Referrals. If you receive a “Call” message in response to an authorization
request, do not accept the transaction until you have called your authoriza-
tion center. In such instances, be prepared to answer questions. The oper-
ator may ask to speak with the cardholder. If the transaction is approved,
write the authorization code on the sales receipt. If declined, ask the card-
holder for another Visa card.

Expired Card. Do not accept a card after its “Good Thru” or “Valid Thru”
date unless you obtain an authorization approval for the transaction.

Card Imprint for Key-Entered Card-Present Transactions. If, for any rea-
son, you must key-enter a transaction to complete a card-present sale,
make an imprint of the front of the card on the sales receipt, using a
manual imprinter. Even if the transaction is authorized and the cardholder
signs the receipt, the transaction may be charged back to you if the receipt
does not have an imprint of the embossed account number and expiration
date.

Cardholder Signature. The cardholder’s signature is required for all card-
present transactions. Failure to obtain the cardholder’s signature could
result in a chargeback if the cardholder later denies authorizing or partici-
pating in the transaction. When checking the signature, always compare
the first letter and spelling of the surname on the sales receipt with the
signature on the card. If they are not the same, ask for additional identifi-
cation or make a Code 10 call.

Digitized Cardholder Signature. Some Visa cards have a digitized card-
holder signature on the front of the card, in addition to the hand-written
signature on the signature panel on the back. However, checking the digj-
tized signature is not sufficient for completing a transaction. Sales staff
must always compare the customer’s signature on the sales receipt with
the hand-written signature in the signature panel.
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¢ Fraudulent Card-Present Transaction. If the cardholder is present and
has the account number but not the card, do not accept the transaction.
Even with an authorization approval, the transaction can be charged back
to you if it turns out to be fraudulent.

* Legibility. Ensure that the transaction information on the sales receipt is
complete, accurate, and legible before completing the sale. An illegible
receipt, or a receipt which produces an illegible copy, may be returned
because it cannot be processed properly. The growing use of electronic
scanning devices for the electronic transmission of copies of sales receipts
makes it imperative that the item being scanned be very legible.

“No Chargeback” Sales Receipts

Independent entrepreneurs have been selling sales-receipt stock bearing a statement
near the signature area that the cardholder waives the right to charge the transac-
tion back to the merchant. These receipts are being marketed to merchants with the
claim that they can protect businesses against chargebacks; in fact, they do not. “No
chargeback” sales receipts undermine the integrity of the Visa payment system and
are prohibited.

Sales- * One Entry for Each Transaction. Ensure that transactions are entered into
Receipt point-of-sale terminals only once and are deposited only once. You may get
Processing a chargeback for duplicate transactions if you:

- Enter the same transaction into a terminal more than once

- Deposit both the merchant copy and bank copy of a sales receipt with
your merchant bank

— Deposit the same transaction with more than one merchant bank

¢ Voiding Incorrect or Duplicate Sales Receipts. Ensure that incorrect or
duplicate sales receipts are voided and that transactions are processed
only once.

¢ Depositing Sales Receipts. Deposit sales receipts with your merchant
bank as quickly as possible, preferably within one to five days of the trans-
action date; do not hold on to them.

¢ Timely Deposit of Credit Transactions. Deposit credit receipts with your
merchant bank as quickly as possible, preferably the same day the credit
transaction is generated.

e Ship Merchandise Before Depositing Transaction. For card-not-present
transactions, do not deposit sales receipts with your merchant bank until
you have shipped the related merchandise. If customers see a transaction
on their monthly Visa statement before they receive the merchandise, they
may contact their card issuer to dispute the billing. Similarly, if delivery is
delayed on a card-present transaction, do not deposit the sales receipt
until the merchandise has been shipped.
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Customer
Service

78

Requests for Cancellation of Recurring Transactions. If a customer
requests cancellation of a transaction that is billed periodically (monthly,
quarterly, or annually), cancel the transaction immediately or as specified
by the customer. As a customer service, advise the customer in writing
that the service, subscription, or membership has been cancelled and
state the effective date of the cancellation.

Delayed Delivery. If the merchandise or service to be provided to the card-
holder will be delayed, advise the cardholder in writing of the delay and the
new expected delivery or service date.

Item Out of Stock. If the cardholder has ordered merchandise that is out
of stock or no longer available, advise the cardholder in writing. If the mer-
chandise is out of stock, let the cardholder know when it will be delivered. If
the item is no longer available, offer the option of either purchasing a simi-
lar item or cancelling the transaction. Do not substitute another item unless
the customer agrees to accept it.

Disclosing Refund, Return, or Service Cancellation Policies. If your busi-
ness has policies regarding merchandise returns, refunds, or service can-
cellation, these policies must be disclosed to the cardholder at the time of
the transaction. Your policies should be pre-printed on your sales receipts;

if not, write or stamp your refund or return policy information on the sales
receipt near the customer signature line before the customer signs (be sure
the information is clearly legible on all copies of the sales receipt). Failure
to disclose your refund and return policies at the time of a transaction could
result in a dispute should the customer return the merchandise.

Return, refund, and cancellation policy for Internet merchants. This policy
must be clearly posted to inform cardholders of their rights and responsi-
bilities (e.g., if the merchant has a limited or no refund policy, this must be
clearly disclosed to cardholder on your web site before the purchase deci-
sion is made to prevent misunderstandings and disputes).
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I Chargeback Monitoring

As with copy requests, monitoring chargeback rates can help merchants to
pinpoint problem areas in their businesses and improve prevention efforts.
However, while copy request volume is often a good indicator of potential charge-
backs, actual chargeback rates and monitoring strategies vary by merchant type.
Card-not-present merchants may experience higher chargebacks than retail mer-
chants as the card is not swiped, which increases liability for chargebacks.

General recommendations for chargeback monitoring include:

¢ Track chargebacks and representments by reason code. Each reason
code is associated with unique risk issues and requires specific remedy
and reduction strategies.

¢ Include initial chargeback amounts and net chargebacks after
representment.

* Track card-present and card-not-present chargebacks separately. If your
business combines traditional retail with card-not-present transactions
(MO/TO or Internet), track the card-present and card-not-present charge-
backs separately. Similarly, if your business combines MO/TO and Internet
sales, these chargebacks should also be monitored separately.

Visa Visa monitors all merchant chargeback activity on a monthly basis and alerts
Chargeback merchant banks when any one of their merchants has excessive chargebacks.

Monitoring Once notified of a merchant with excessive chargebacks, merchant banks are

Programs expected to take appropriate steps to reduce the merchant’s chargeback rate.
Remedial action will depend on merchant type, sales volume, geographic
location, and other risk factors. In some cases, you may need to provide sales
staff with additional training or review sessions on card acceptance procedures.
In others, you should work with your merchant bank to develop a detailed
chargeback-reduction plan.
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Visa USA has three chargeback monitoring programs:

Merchant Chargeback Monitoring Program (MICMP)

The Merchant Chargeback Monitoring Program (MCMP) monitors chargeback
rates for all merchant banks and merchants on a monthly basis. If a merchant
meets or exceeds specified chargeback thresholds, its merchant bank is notified
in writing.

First notification of excessive chargebacks for a specific merchant is considered
a warning. If actions are not taken within an appropriate period of time to return
chargeback rates to acceptable levels. Visa may impose financial penalties on
merchant banks that fail to reduce excessive merchant-chargeback rates.

High-Risk Chargeback Monitoring Program (HRCMP)

The High Risk Chargeback Monitoring Program (HRCMP) is specifically targeted
at reducing excessive chargebacks by high-risk merchants. As defined by Visa,
high-risk merchants include direct marketers, travel services, outbound
telemarketers, inbound teleservices, and betting establishments.

HRCMP applies to all high-risk merchants that meet or exceed specified
chargeback thresholds. Under HRCMP, there is no warning period and fees may
be assessed to the merchant bank immediately if a merchant has an excessive
chargeback rate.

Global Merchant Chargeback Monitoring Program (GMCMP)

The Global Chargeback Monitoring Program (GMCMP) is operated by Visa
International and administered by each region. The program augments the
U.S. Merchant Chargeback Monitoring Program (MCMP) in effect today and is
intended to encourage merchants to reduce their incidence of chargebacks by
using sound best practices.

The GMCMP applies when a merchant meets or exceeds specified International
chargeback thresholds. Under GMCMP, there is no warning period and fees may
be assessed to the merchant bank immediately if a merchant has an excessive
chargeback rate.
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I When Chargeback Rights Do Not Apply

Compliance— Sometimes, a problem between members is not covered under Visa’s

Another chargeback rights. To help resolve these kinds of rule violations, Visa USA has

Option established the compliance process, which basically offers members another
dispute resolution option. The Visa compliance process can be used when all of
the following conditions are met:

e Aviolation of the Visa U.S.A. Inc. Operating Regulations occurred.
* The violation is not covered by a specific chargeback right.
* The member incurred a financial loss as a direct result of the violation.

* The member would not have incurred the financial loss if the regulation had
been followed.
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Compliance
Violations

Compliance
Resolution
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There are many different violations that can be classified as a compliance
issue. The list below offers a quick peek at some of the compliance violations
most commonly cited.

The cardholder stays at a lodging merchant and is also billed a no-show
from the same location, for the same date.

The merchant adds a surcharge for using a credit card as a means
of payment.

The merchant bills the cardholder for a delinquent account, or for the
collection of a dishonored check.

The merchant re-posts a charge after the issuer initiated a chargeback.

The merchant insists that the cardholder sign a blank sales draft before the
final dollar amount is known.

The cardholder is billed for an advance deposit and the deposit amount is
not applied toward the balance of the stay.

A merchant, which does not hold a Visa account through a merchant bank,
processes a transaction through another Visa merchant.

The cardholder cancels the airline transaction and the merchant fails to
issue credit or prove that proper disclosure was given to the cardholder at
the time of the transaction.

The cardholder arrives at a lodging merchant, but leaves within a
reasonable time period due to the poor quality of the accommodation.

The merchant has failed to properly disclose their return policy to the
cardholder at the time of the transaction.

The merchant failed to compare the signature on the card to the signature
on the transaction receipt.

Cardholder was credited more than once for the same transaction.

During compliance, the filing member must give the violating member an
opportunity to resolve the issue. This is referred to as pre-compliance. If the

dispute remains unresolved, Visa's Compliance Committee will review the
information presented and determine which member has final responsibility for
the transaction.
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Section 7: Chargeback Reason Codes

The chargebacks discussed in this section are grouped into six
classifications:

v/ Non-Receipt of Information

v/ Fraud Codes

v/ Authorization Errors

v Processing Errors

v/ Cancelled or Returned

v/ Non-Receipt of Goods or Services
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These classifications are designed to help you understand the underlying
business reason for the chargeback. In addition, the following information is
included for each type of chargeback.

Definition. Each chargeback is defined. The definition will help you under-
stand what happened from the card issuer’s perspective; that is, what
conditions or circumstances existed that caused the card issuer to issue a
chargeback on the item.

Most Common Causes. This section looks at the chargeback from the
merchant’s perspective; that is, what may have been done or not done
that ultimately resulted in the item being charged back. As the “Causes”
sections are short, they may be helpful to you as quick references and for
training purposes.

Merchant Actions. This section outlines specific steps that merchants can
take to help their merchant banks remedy the chargeback, prevent future
recurrence, and address customer service issues. You will also be advised
under what circumstances—that is, where no remedy is available—you
should accept financial liability for the charged back item. Merchant
actions are further classified by the staff functions within your establish-
ment most likely to be responsible for taking the actions.

- Back-office Staff. The persons responsible for your general operations,
administration, and processing of chargebacks and copy requests.

- Point-of-Sale Staff. The persons responsible for accepting payment
from customers for goods and services at the point of sale. For card-not-
present environments, point-of-sale staff refers to order desk staff who
receive and process orders.

- Owner/Manager. The persons responsible for the policies, procedures,
and general management of your establishment. Owners and managers
may also be responsible for training.

Rules for Visa Merchants—Card Acceptance and Chargeback Management Guidelines

©2006 Visa U.S.A. Inc., all rights reserved, to be used solely for the purpose of providing Visa Card acceptance services as authorized pursuant to agreement with a Visa member financial institution.



Within each of these categories, the suggestions and recommendations for
merchant action are further classified by action type.

(PR) Possible Remedy. Steps you could take to help your merchant bank
re-present (resubmit) a chargeback item.

* (NR) No Remedy. You must accept the chargeback.

(PM) Preventive Measures. Possible steps you could take to minimize
future recurrence of the particular type of chargeback being discussed.

(CS) Customer Service. Suggestions that may help you provide enhanced
service to your customers.

Disclaimer

The chargeback information in this appendix is current as of the date of printing.
However, chargeback procedures are frequently updated and changed. Your
merchant agreement and Visa U.S.A. Inc. Operating Regulations take precedence
over this guide or any updates to its information.

— . . I
¢ wish )) An overview of the chargeback life cycle and merchant responsibilities for
¢ )) representment and prevention can be found in Section 6: Chargebacks.
T’
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I Non-Receipt of Information

Reason Code 60: Request Copy lllegible or Invalid

Definition

Most
Common
Causes

Merchant
Actions

The card issuer requested a copy of the sales receipt and received an illegible
copy, or an incomplete substitute receipt, or something other than the
requested item.

The merchant submitted a substitute sales receipt that did not contain all of
the required information or the transaction receipt was not legible, or was other
than the requested item because:

* The point-of-sale printer ribbon was worn and the ink was too light.

¢ The point-of-sale paper roll was nearing the end, and the colored streak
indicating this obscured transaction information.

e The copy was on colored paper.

e The carbonless paper of the original sales receipt was mishandled, caus-
ing black blotches and making copies illegible.

* The original sales receipt was microfilmed at a reduced size, resulting in
blurred and illegible copies.

¢ The document submitted was not the requested copy of the sales receipt.

Back-Office Staff

Legible or Complete Copy

(PR) If possible, resubmit a legible or complete copy of the sales receipt to your
merchant bank.

Incomplete Sales Receipt

(NR) If missing information or a legible copy of the sales receipt cannot be
provided, accept the chargeback. (See page 66 of this guide for further details
regarding legible receipts.)

Incomplete Sales Receipt—Fraud

If a retrieval request is fraud-related and the merchant provides a substitute
sales receipt, accept the chargeback. The merchant has no representment rights
unless the card issuer's chargeback is for "illegible item received or invalid."

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 60: Request Copy lllegible or Invalid (continued)

Microfilming Sales Receipts

(PM) If your establishment microfilms sales receipts, make copies from the
microfilm at the same size as the original receipt—reduced images result in
blurred and illegible copies.

Point-of-Sale Staff

Change Point-of-Sale Printer Ribbon

(PM) Change point-of-sale printer ribbon routinely. Faded, barely visible ink on
sales receipts is the top cause of illegible receipt copies.

Change Point-of-Sale Printer Paper

(PM) Change point-of-sale printer paper when colored streak first appears. The
colored streak down the center or the edges of printer paper indicates the end
of the paper roll. It also diminishes the legibility of transaction information.

Keep White Copy of Sales Receipt

(PM) Keep the white copy of the sales receipt and give customers the colored
copy. Colored paper does not copy as clearly as white paper and often results in
illegible copies.

Carbonless Paper Used for Sales Receipts

(PM) Handle carbonless paper and carbon- or silver-back paper carefully. Silver-
back paper appears black when copied. Any pressure on carbonless and carbon-
back paper during handling and storage causes black blotches, making copies
illegible. Always keep the top copy.

Owner/Manager

Company Logo Position on Sales Receipts

(PM) Position your company logo or marketing messages on sales receipts away
from transaction information. If your company name, logo, or marketing mes-
sage is printed across the face of sales receipts, the transaction information on
a copy may be illegible.

(PM) For fraud-related retrieval requests, provide a copy of the signed sales
receipt.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 75: Cardholder Does Not Recognize Transaction

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a complaint from a cardholder stating that the transac-
tion appearing on the billing statement is not recognized. This code applies to
both card-present and card-not-present transactions.

The merchant store name or location reflected on the cardholder’s billing
statement was not correct or recognizable to the cardholder.

Back-Office Staff

Cardholder Participated in Transaction

(PR) Provide any documentation or information that would assist the cardholder
in recognizing the transaction. For example:

Sales receipt

Shipping invoice or delivery receipts

e Description of merchandise or service purchased

Owner/Manager

Merchant Name

(PM) The merchant name is the single most important factor in cardholder rec-
ognition of transactions. Therefore, it is critical that the merchant name, while
reflecting the merchant’s “Doing Business As” (DBA) name, also be clearly rec-
ognizable to the cardholder. Work with your merchant bank to ensure your mer-
chant name, city, and state are properly identified in the clearing record.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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I Fraud Codes

Reason Code 57: Fraudulent Multiple Transactions

Definition The card issuer received a written claim from the cardholder, acknowledging
participation in at least one transaction at the merchant outlet but disputing
participation in the remaining transaction. The cardholder also states the card
was in his or her possession at the time of the disputed transactions.

Most The merchant:
Common R
Causes

Failed to void multiple transactions

e Attempted to process transactions fraudulently

Card-Not-Present Transactions

This chargeback does not apply to recurring payments or to mail order, telephone
order, or Internet transactions.

Merchant Back-Office Staff

Actions Credit Processed on Disputed Transactions

(PR) If the appropriate credit has been processed to the cardholder’s account
on one or all of the disputed transactions, send your merchant bank evidence
of the credits.

Cardholder Participated in Multiple Transactions

(PR) If the cardholder did participate in more than one valid transaction, provide
your merchant bank with appropriate documentation, such as sales receipts,
invoices, etc.

Credit Not Processed on Disputed Transactions
(NR) If appropriate credit has not yet been processed on the disputed transac-

tion, accept the chargeback. Do not process a credit since the chargeback has
already performed this function.

Owner/Manager

Investigate All Potentially Fraudulent Transactions

(PM) This type of chargeback could have serious implications for your establish-
ment as it may indicate potential fraud occurring at the point of sale. It also may
simply be the result of a mistake by point-of-sale staff. In either case, charge-
backs of this nature require immediate investigation.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 62: Counterfeit Transaction

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a written complaint from the cardholder claiming:

¢ He or she was in possession of the valid card on the date of transaction.

¢ He or she did not authorize or participate in the transaction.

The merchant:

e Failed to compare the first four-digits of the embossed account humber on
the card with the preprinted digits below the embossed number for a card-
present transaction.

* Received authorization without transmission of the entire magnetic stripe.

Back-Office Staff

Card and Transaction Were Valid

(PR) If the card was swiped and transaction authorized at the point of sale, pro-
vide your merchant bank with a copy of the printed sales receipt.

Transaction Was Counterfeit

(NR) If the transaction was counterfeit, accept the chargeback.

Point-of-Sale Staff

Check Card Security Features

(PM) Check all card security features before completing the transaction. In par-
ticular, the first four digits of the embossed account number on the card should
match the printed four-digit number below the embossed number. If the num-
bers do not match, make a Code 10 call. You should also look for other signs
of counterfeit, such as embossed numbers that are blurry or uneven, or ghost
images beneath the embossed numbers, indicating they have been changed.

Key-Entered Transaction

(PM) If you key-enter a transaction because the magnetic stripe cannot be read,
be sure to get an imprint of the front of card either on the printed sales receipt
or a manual sales receipt form, which should be signed by the customer.

Code 10 Calls

(PM) If you are suspicious of a card or cardholder for any reason, make a Code
10 call.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 81: Fraudulent Transaction—Card-Present
Environment

Definition The card issuer received a sales receipt that is missing required information,
indicating a potentially fraudulent transaction. Specific situations where this
chargeback code may be used include the following:

¢ The card issuer received a sales receipt that has no imprint of the card’s
embossed or magnetic-stripe information or the cardholder’s signature,
and either: the cardholder certifies that he or she neither authorized nor
participated in the transaction OR the card issuer certifies that no valid
card with that account number existed on the transaction date.

This chargeback is not valid for recurring payments and card-not-present transac-
tions. It is valid for card-present sales on self-serve POS terminals, such as cardhold-
er-activated gas pumps.

Most The merchant or service establishment:
Common  Did not swipe the card through a magnetic-stripe reader
Causes

* Did not make a manual imprint of the card account information on the
sales receipt for a key-entered transaction

* Completed a card-present transaction without obtaining the cardholder’s
signature on the sales receipt

¢ Completed a card-not-present transaction but did not identify the transac-
tion as a MO/TO or Internet purchase.

Merchant Back-Office Staff

Actions Card Imprint from Magnetic Stripe Was Obtained
(PR) If account information was captured from the card’s magnetic stripe,
request that your merchant bank send a copy of the authorization record to
the card issuer as proof that the card’s magnetic stripe was read. You should
also provide a copy of the sales receipt proving the cardholder’s signature was
obtained.

Card Imprint Was Manually Obtained

(PR) If the account number was manually imprinted on the sales receipt, send a
copy of the sales receipt to your merchant bank as documentation. The copy

of the sales receipt must also contain the cardholder’s signature in order to
remedy the chargeback.

Card Imprint Was Not Obtained
(PR) If the account number was not obtained from either the magnetic stripe or
manually, accept the chargeback.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 81: Fraudulent Transaction—Card-Present Environment (continued)

92

Signature Was Obtained

(PR) If the cardholder’s signature was obtained on the sales receipt or a related
document (for example, an invoice with cardholder’s name, address, and the
date of the transaction) send a copy of the document to your merchant bank.
You should also send evidence that the cardholder’s card was present, specifi-
cally either a manually imprinted sales receipt or authorization record proving
the magnetic stripe was read. You must be able to prove the sales receipt and
other documentation are from the same transaction. For example, if the imprint
is on a separate receipt, the date, amount and authorization code for the trans-
action should also be written on this document at the point of sale.

Signature Was Not Obtained

(NR) If the cardholder’s signature was not obtained for a card-present transac-
tion, accept the chargeback.

Point-of-Sale Staff

Swipe Cards or Use a Manual Imprinter

(PM) Obtain a record of the card’s account and expiration date information

on the sales receipt by (1) swiping the card through a terminal to capture the
account information from the card’s magnetic stripe, or (2) using a manual
imprinter to obtain the card’s embossed information. If you use a manual
imprinter, make sure the imprint can be positively matched with other trans-
action information to prove the card was present. For example, if you take an
imprint on a separate receipt for a key-entered transaction, you should write the
transaction date, amount, and authorization code on this document before
completing the sale.

Obtain Cardholder Signature

(PM) Obtain the cardholder’s signature on the sales receipt for all card-present
transactions. Always compare the customer’s signature on the sales receipt to
the signature on the back of the card. If the names are not spelled the same or
the signatures look different, call your voice authorization center and ask for a
“Code 10” authorization.

Owner/Manager

Remind Staff to Obtain an Electronic or Manual Imprint

(PM) Train sales staff to swipe the card through a magnetic-stripe terminal or to
use a manual imprinter to imprint the embossed information from the front of
the card onto a sales receipt that will be signed by the customer.

Manual Imprinter or Portable Electronic Terminal

(PM) If your business delivers merchandise or performs services at customers’
homes, equip your field employees with manual imprinters or portable electronic
terminals that can read the card’s magnetic stripe.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 81: Fraudulent Transaction—Card-Present Environment (continued)

Cardholder Signature

(PM) Train sales staff to (1) obtain the cardholder’s signature on the sales
receipt for all card-present transactions; (2) compare the signature on the receipt
to the signature on the back of the card (the names must be spelled the same);
and (3) accept only signed cards.

Investigate High Volume of Chargebacks

(PM) If you are receiving a high volume of Code 81 chargebacks, investigate.
It could be a sign of internal fraud. You may need to examine sales receipts
related to the chargebacks to check which POS terminals and sales staff were
involved in these transactions.

Train Staff, Clean Magnetic-Stripe Readers

(PM) A high volume of Code 81 chargebacks may also indicate a need for addi-
tional staff training in proper card acceptance procedures or better maintenance
and cleaning of the magnetic-stripe readers in your terminals. Ask your merchant
bank about point-of-sale training and educational materials and ReaderCleaner™
cards for cleaning magnetic-stripe readers; all are available from Visa.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 83: Fraudulent Transaction—Card Absent
Environment

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received:

e A written complaint from a cardholder in regard to a card-not-present transac-
tion, claiming that he or she did not authorize or participate in the transaction

e A card-not-present transaction charged to a fictitious account number for
which authorization approval was not obtained.

Card-not-present transactions include mail order, telephone order, Internet,
pre-authorized health care transactions, recurring and advance payment transac-
tions, and no-show fees.

The merchant:

* Processed a card-not-present transaction from a person who was
fraudulently using an account number.

¢ Processed a card-not-present transaction without submitting an
authorization request
The cardholder:

* Did not recognize a card-not-present transaction on his or her statement
due to an unclear or confusing merchant name.

e Had his or her account number taken by fraudulent means.

Back-Office Staff JTEy—

Authorization Was Obtained and AVS or CVV2 Used are primarily

(PR) If the transaction was a MO/TO or Internet transaction fraud-prevention

and you: tools; in some

instances they

e received an authorization approval and an exact match provide mer-
to the AVS query (that is, a match on the cardholder’s chants with a
street number and ZIP code), and have proof that the representment
merchandise was delivered to the AVS address, send a right but do not
copy of the transaction invoice, proof of delivery and any  diréctly prevent
other information pertaining to the transaction to your w:erfefjecjs'
merchant bank so it may attempt a representment. correctly, Verified

* verified AVS or CVV2 and the card issuer gave a "U" by Visa prevents
response, you have a representment right. Inform your issuing banks
merchant bank. from charging

back fraudulent
transactions.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 83: Fraudulent Transaction—Card Absent Environment (continued)

Authorization Obtained, AVS or CVV2 Not Used

(PR) If you did not use AVS and the item has been charged back to you, send a
copy of the transaction invoice, signed proof of delivery and any other informa-
tion you may have pertaining to it to your merchant bank so it may attempt a
representment.

Was a Card-Present Transaction

(PR) If the transaction was face-to-face and the card was present, the charge-
back is invalid. To prove the cardholder participated in the transaction, provide
your merchant bank either with a copy of the sales receipt bearing the card
imprint and signature of the customer or with an authorization record proving
the magnetic stripe was read.

Recurring Payment

(PR) Because recurring payment transactions occur on a regular basis over time,
it is possible that a cardholder’s account could be closed or the account number
changed (for example, if a new card is issued due to a bank merger or account
upgrade). If authorization is declined on a subsequent recurring payment trans-
action, contact the customer to obtain updated payment information.

Point-of-Sale Staff

Obtain Authorization for All Card-Not Present Transactions

(PM) Always request authorization for mail order, telephone order, Internet, and
recurring transactions, regardless of the dollar amount.

Verify Account Number with Customer

(PM) For telephone transactions, always verify (read back) the account number
with the customer to avoid errors.

Identify Transaction as Card-Not-Present

All card-not-present transactions should be identified by the appropriate code for
mail order, telephone order, or Internet during both the authorization and settle-
ment process. In most cases, this will be automatically done by your transaction-
processing terminal or system, or by pressing a MO/TO indicator button. If not,
be sure to write the appropriate code on the transaction receipt: “MO” for mail
order; “TO” for telephone order; and “ECI” for Internet.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 83: Fraudulent Transaction—Card Absent Environment (continued)

96

Owner/Manager

Risk-Management Tools

(PM) For card-not-present transactions, consider using AVS, CVV2, and Verified
by Visa to help reduce fraud. Contact your merchant bank for more information
on these important risk-management tools.

Identifying Card-Not-Present Transactions

(PM) Instruct sales staff to ensure card-not-present transaction receipts contain
an appropriate code identifying them as either MO/TO or Internet purchases. If
the appropriate code is not printed on the receipt by your transaction-processing
system, sales staff should be instructed to write it: “MO” for mail order, “TO” for
telephone order, and “ECI” for Internet. In addition, if your business is process-
ing both card-present and card-not-present transactions, ensure that your staff
processes the transactions appropriately. Mislabeling a card-present transaction
could unnecessarily result in increased chargebacks.

Merchant Name

(PM) The merchant name is the single most important factor in cardholder rec-
ognition of transactions. Therefore, it is critical that the merchant name, while
reflecting the merchant’s DBA name, also be clearly recognizable to the card-
holder. You can reduce copy requests and chargebacks by working with your
merchant bank to ensure your merchant name, city, and state, or phone number
or Internet address are properly identified in the clearing record.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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I Authorization Errors

Reason Code 70: Account Number on Exception File

Definition

Most
Common
Causes

Merchant
Actions

Card-Not-Present
Transactions

Floor limits

are zero for all
card-not-present
transactions.
This means that
they always
require authori-
zation regardless
of the dollar
amount of the
transaction.

The card issuer received a transaction that was below the merchant’s floor limit
and the account number was listed on Visa’s Exception File; because the mer-
chant either did not check the Exception File or received a negative response

The merchant or service establishment processed a transaction below its floor
limit without making sure that the exception file had been checked. Floor limits
are typically specified in merchant agreements, and the exception file is part of
the merchant bank's or third-party processor’s transaction processing system;
that is, it should be automatically checked when a card is swiped.

Back-Office Staff

Exception File Was Checked
(PR) Inform your bank the date that the Exception File was checked. You do

not have to send a copy of the receipt, as the bank should be able to check its
transaction log.

Transaction Was Declined or Not Verified
(NR) Accept the chargeback.

Point-of-Sale Staff

Check the Exception File

(PM) Check the exception file before completing transactions below your floor
limit. With most POS terminals, the exception file is checked automatically when
the card is swiped and the dollar amount entered. If your terminal also has a
printer, a receipt is printed if the transaction is approved. If a transaction is not
approved, you will get a Call Center response, indicating you should call your
voice authorization center for further instructions.

Magnetic-Stripe Reader Down or Card’s Magnetic Stripe Damaged

(PM) If you are unable to get an electronic approval because your terminal isn’t
working or because the card’s magnetic stripe cannot be read, call your voice
authorization center. If the transaction is approved, write the approval code on
the sales receipt in the appropriate space and imprint the card’s embossed
information onto the receipt using a manual imprinter.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 70: Account Number on Exception File (continued)

Owner/Manager

Check the Transaction-Processing System

(PM) Check with your merchant bank or third-party processor to make sure their
transaction-processing system automatically checks the exception file for your
under-floor-limit transactions.

When in Doubt, Request an Approval
(PM) Inform sales staff that if they are ever in doubt about whether an authoriza-
tion is necessary, they should request an approval.

Staff Awareness of Approval Policy
(PM) Ensure all sales staff know your establishment’s approval policy.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 71: Declined Authorization

Definition

Most
Common
Causes

Merchant
Actions

Most merchant
banks will verify
that an authori-
zation approval
was obtained. If
the transaction
was authorized,
Visa systems may
reject this type
of chargeback
as invalid so you
never see it.

The card issuer received a transaction for which authorization had been
declined.

The merchant or service establishment attempted to circumvent or override a
declined authorization by one of the following methods:

* Forced posting. After a decline response, the merchant forced the transac-
tion through without attempting another authorization request.

¢ Multiple authorization attempts. After an initial authorization decline, the
merchant re-swiped the card one or more times until the transaction was
authorized. In this situation, authorization might occur if the card issuer’s
authorization system times out or becomes unavailable, and the transac-
tion is forwarded to Visa.

¢ Split transaction. When a transaction for a certain amount is declined,
the merchant splits the amount into several smaller transactions, each of
which is submitted and authorized separately.

¢ Alternative authorization method. The merchant swiped the card at a
POS terminal, and the authorization was declined. The merchant then
resubmitted the transaction by key entry or called in a voice authorization,
and received an approval.

Back-Office Staff

Transaction Was Authorized

(PR) If you obtained an authorization approval code, inform your merchant bank
of the transaction date and amount.

First Authorization Attempt Declined

(NR) Accept the chargeback if your first authorization attempt was declined.
Multiple authorization attempts may not be accepted as valid evidence to show
that an approval was obtained.

Point-of-Sale Staff

Obtain Authorization

(PM) Obtain an authorization before completing transactions exceeding your
floor limit. With most POS terminals, an authorization request is sent automati-
cally when the card is swiped and the dollar amount entered. If your terminal
also has a printer, a receipt is printed if the transaction is approved and not
printed if the transaction is declined.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 71: Declined Authorization (continued)

100

Magnetic-Stripe Reader Down or Card’s Magnetic Stripe Damaged

(PM) If you are unable to get an electronic authorization because your terminal
isn’t working or because the card’s magnetic stripe cannot be read, call your
voice authorization center. If the transaction is approved, write the approval code
on the sales receipt in the appropriate space, and imprint the card’s embossed
information onto the receipt, using a manual imprinter.

Never Accept a Declined Transaction.
(PM) If a transaction is declined, do not accept it. Inmediately stop the transac-
tion, and ask the customer for another Visa card or other form of payment.

Owner/Manager

Staff Awareness of Authorization Policy

(PM) Ensure that all sales staff knows your establishment’s authorization policy.

Inform staff that in the event of a declined transaction, they should immediately

stop the transaction and ask the customer for another Visa card or other form of
payment.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 72: No Authorization

Definition

Most
Common
Causes

Merchant
Actions

Most merchant
banks will verify
that a transaction
was authorized
and approved. If
the transaction
was authorized,
Visa systems may
reject the charge-
back as invalid,
and you will never
see it.

The card issuer received a transaction that exceeded the merchant’s floor limit
and authorization was not obtained.

The merchant did not obtain an authorization for a transaction above its floor
limit or, for card-present transactions, obtained it after the transaction date.
Floor limits are typically specified in merchant agreements. Any transaction
above a merchant’s floor limit must be authorized.

Back-Office Staff

Transaction Was Authorized

(PR) If you obtained an authorization approval, inform your merchant bank of
the transaction date and amount.

Transaction Was Not Authorized
(NR) Accept the chargeback.

Point-of-Sales Staff

Obtain an Authorization

(PM) Obtain an authorization before completing transactions exceeding your
floor limit. The authorization request is sent automatically when you swipe

the card and enter the dollar amount. A receipt is printed if the transaction is
approved; if it is not approved, you will receive a Decline (or Call Center or Pick
Up) message on your POS terminal.

Magnetic-Stripe Reader Down or Card's Magnetic Stripe Damaged

(PM) If you are unable to get an electronic authorization because your terminal
isn’t working or because the card’s magnetic stripe cannot be read, you can
request an authorization either by key-entering the transaction or calling your
voice authorization center. If the transaction is approved, be sure the approval
code is on the sales receipt in the appropriate space; in the case of a voice
authorization, you will need to write it on the receipt. You should also imprint the
embossed account information from the front of the card on a sales receipt or
manual sales receipt form, which the customer should sign.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 72: No Authorization (continued)

Card-Not-Present Transactions

Floor Limits
(PM) Floor limits are zero for all card-not-present transactions. This means they
always require authorization regardless of the dollar amount of the transaction.

Owner/Manager

When in Doubt, Request an Authorization
(PM) Inform sales staff that if they are ever in doubt about whether an authoriza-
tion is necessary, they should request an approval.

Staff Awareness of Authorization Policy
(PM) Be sure all sales staff know your authorization policy.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 73: Expired Card

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a transaction that was completed with an expired card
and was not authorized.

The merchant accepted a card after its expiration or "Good Thru" date and did
not obtain an authorization approval from the card issuer.

Back-Office Staff

Card Not Expired—Key-Entered Transaction

(PR) For key-entered transactions, the expiration date should be on the manually
imprinted copy of the front of the card. If the expiration date on sales receipt
shows the card had not expired at the time of the sale, send a copy of the
receipt to your merchant bank. The chargeback is invalid regardless of whether
authorization was obtained.

Card Expired, Authorization Obtained

(PR) If the card was swiped or a manual imprint made, an authorization approval
was obtained as required, inform your bank of the transaction date and amount.
Many merchant banks automatically handle this type of chargeback so you
never see it.

Card Expired, No Authorization Obtained

(NR) If the card is expired and you did not obtain an authorization, accept the
chargeback.

Point-of-Sale Staff

Check Expiration Date

(PM) Check the expiration or "Good Thru" date on all cards. A card is valid
through the last day of the month shown; for example, if the Good Thru date is
04/08, the card is valid through April 30, 2008 and expires on May 1, 2008.

Card-Not-Present, Authorization Obtained

(PR) If the transaction was a MO/TO or Internet transaction, then the expiration
date provided by the cardholder is considered correct. Many merchant banks
automatically handle this type of chargeback, so you really never see it.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 73: Expired Card (continued)

Always Get Authorization Approval for Expired Cards

(PM) Always request an authorization for transactions on expired cards and
submit the expiration date on the card as part of the authorization request.
The expiration date is submitted automatically when you swipe a card. If a
transaction is not approved, do not complete the sale.

Owner/Manager

Check Card Expiration Date

(PM) Periodically remind point-of-sale staff to check the card’s expiration date
before completing transactions and to always obtain an authorization approval if
the card is expired.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 76: Incorrect Transaction Code

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a complaint from a cardholder, stating that a debit was
received for a transaction that should have been credited to the account.

The merchant issued a credit voucher, but the transaction was posted as a sale.

Back-Office Staff

Correct Transaction Code Was Posted

(PR) Provide your merchant bank with documentation of the transaction, show-
ing that it was posted correctly as a credit to the cardholder’s account (and a
debit to your account).

Credit Was Posted as a Debit

(NR) Accept the chargeback. In this case, the chargeback amount will be double
the original transaction.

Point-of-Sale Staff

Use Correct Transaction Codes

(PM) When issuing a credit voucher, be sure to use the credit transaction code
on your POS terminal.

Owner/Manager

Train Staff on Correct Use of Transaction Codes

(PM) Ensure all sales staff know procedures for issuing a credit voucher, includ-
ing correct use of transaction codes on POS terminals.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 77: Non-Matching Account Number

Definition

Most
Common
Causes

Merchant
Actions

Catch-22

After accepting
the chargeback,
the new trans-
action with the
correct account
number should be
submitted within
30 days of the
original transac-
tion. Due to the
chargeback cycle,
in most cases,
merchants will be
unable to meet
this time frame,
which may in turn
result in a second
chargeback for
Reason Code 74,
Late Presentment.

The account number transmitted to the card issuer did not match any account
number on the card issuer’'s master file, and the transaction was not autho-
rized.

The merchant or service establishment:

* Incorrectly key-entered the account number

* Incorrectly recorded the account number for a mail order or telephone order

Back-Office Staff

Account Number Matches

(PR) If the account number on the sales receipt matches the account

number cited on the chargeback, and the transaction received an authorization
approval, return the chargeback to your merchant bank and request your bank
to include the authorization log for this transaction when returning it to the
card issuer.

Account Number Doesn’t Match

(NR) If the account number on the sales receipt does not match the correct
account number cited on the chargeback, accept the chargeback, then process
a new transaction with the correct account number, and be sure to request an
approval code.

Card-Not-Present Transactions

Transaction Authorized

(PR) If the account number on the sales receipt matches the account number
cited on the chargeback, and the transaction was authorized as a mail order,
telephone order, or Internet transaction, return the chargeback to your merchant
bank. Request the bank to include the authorization log for this transaction
when returning it to the card issuer. Many merchant banks handle this type of
chargeback automatically, so that you never receive them.

Transaction Not Authorized
(NR) Accept the chargeback.

Point-of-Sale Staff

Terminal Can’t Read Card’s Magnetic Stripe
(PM) If you swipe a card and the terminal cannot read the card’s magnetic
stripe, request authorization by key entering the account number. Be sure the
key-entered account number matches the embossed account number on the
card; be careful not to transpose numbers. Use a manual imprinter to imprint
the embossed information from the face of the card onto the sales receipt that
is signed by the cardholder.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 77: Non-Matching Account Number (continued)

Terminal Not Working or No Terminal

(PM) If your terminal is not working or you do not have a terminal, call your

voice authorization center for authorization approval and write the authoriza-
tion approval code on the sales receipt in the appropriate space. Use a manual
imprinter to imprint the embossed information from the face of the card onto the
sales receipt that is signed by the cardholder.

Embossed Account Number Does Not Match

(PM) Compare the account number displayed on your terminal or electronically
printed on the sales receipt with the account number embossed on the card. If
they do not match, do not complete the transaction. Call your voice authorization
center and ask for a “Code 10 authorization.” The card issuer may ask you to
pick up the card if you can do so safely.

Card-Not-Present Transactions

Recording Account Numbers
(PM) For phone orders, read the account number back to the customer to verify it.

Obtaining Authorization
(PM) Authorization is required for all card-not-present transactions.

Owner/Manager

Card Acceptance Procedures

(PM) Review card acceptance procedures with your point-of-sale staff. Staff
should compare the account number embossed on the card with the account
number printed on the related sales receipt or shown on the point-of-sale termi-
nal. The two numbers must match. Do not accept the card if these numbers do
not match—instruct your staff to call your voice authorization center and ask for
a “Code 10 authorization,” (see Glossary). The card issuer may ask you to pick
up the card if you can do so safely.

Card-Not-Present Transactions

Card Acceptance Procedures

(PM) Instruct staff on appropriate processing procedures for card-not-present
transactions. Authorization is required for all transactions where a card and card-
holder are not present, and staff should take extra care in recording account
numbers on sales receipts and entering them into terminals. Staff should read
the account number back to the customer when taking phone orders.

Recurring Payment

(PR) Because recurring payment transactions occur on a regular basis over time,
it is possible that the cardholder’'s account number could be closed or could
change (for example, if a new card is issued due to a bank merger or account
upgrade). If authorization is declined on a subsequent recurring payment trans-
action, contact the customer to obtain updated payment information.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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I Processing Errors

Reason Code 74: Late Presentment

Definition The card issuer received a transaction after the 30-day time frame and account
number is blocked or closed.

Most The merchant or service establishment did not deposit the sales receipt with its

Common merchant bank within the time frame specified in its merchant agreement.

Causes

Time limits are set for depositing transactions to ensure timely processing and billing
to cardholders. When you hold transactions beyond the period defined in your
merchant agreement (usually one to five days), you lose money, affect customer ser-
vice (cardholders expect to see transactions on their Visa statements within the same
or next monthly cycle), and possibly invite a chargeback. No remedies exist for charge-
backs on sales receipts deposited 181 days or longer after the transaction date.

Merchant Back-Office Staff

Actions Sales Receipt Deposited on Time

(PR) If the sales receipt was deposited within the 30-day time frame, ask your
merchant bank to forward a copy of the receipt to the card issuer.

Sales Receipt Deposited Late—Account Closed

(NR) If the sales receipt was not deposited within 30 to 180 days of the transac-
tion date and the cardholder account has been closed, the chargeback is valid.

Sales Receipt Older than 181 Days

(NR) If the sales receipt was deposited more than 181 days after the transaction
date, accept the chargeback. (In this situation, the cardholder account status is
not a factor.)

Deposit Timing Guidelines
(PM) Deposit sales receipts with your merchant bank as soon as possible, prefer-

ably on the day of the sale or within the time frame specified in your merchant
agreement.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 74: Late Presentment (continued)

Owner/Manager

Manual Deposit of Paper Sales Receipts
(PM) If you deposit paper sales receipts, ensure your staff deposits them on a
regular schedule within the time frame required by your merchant bank.

Transaction Data Capture Terminals

(PM) If you currently process deposits manually, consider the costs and benefits
of a transaction data capture system at the point of sale. Transaction data cap-
ture sales terminals allow you to electronically deposit your sales transactions
after you have balanced them each day. Electronic cash registers are another
option. Electronic cash registers can be set up so that your transactions are
automatically deposited in batches or on a real-time basis.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 80: Incorrect Transaction Amount or Account

Number

Definition

Most
Common
Causes

Merchant
Actions

Incorrect or
Non-match-
ing Account
Numbers

An incorrect
account number
transaction is
one that has
posted to the
wrong cardhold-
er’'s account. A
non-matching
account trans-
action cannot
be posted; the
account number
does not exist on
the card issuer’s
master card-
holder file. (See
Reason Code 77:
Non-Matching
Account Number
on page 106).

The card issuer identified the transaction amount or account number that
posted as different from what is shown on the sales receipt.

The merchant made a data entry error, i.e., keyed in the wrong amount or
account number for that particular transaction.

Back-Office Staff

Transaction Amount or Account Number Is Same on Sales Receipt and
Payment Documents

(PR) If the transaction amount or account number on the sales receipt is the
same as on the clearing record deposited for payment, provide supporting docu-
mentation to your merchant bank to re-present the item.

Transaction Amount or Account Number Differs (Is Incorrect)

(PR) If the transaction amount or account number on the sales receipt is not

the same as on the clearing record, accept the chargeback. If the chargeback is
due to an incorrect account humber, process a hew transaction using the correct
one; however, do not process a credit since the chargeback already has per-
formed this function. For incorrect-amount chargebacks, the chargeback amount
will be the difference between the amount charged and the correct amount, so
no further action is needed.

Point-of-Sale Staff

Account Number Was Key-Entered

(PM) If the card was present, but the account number was key-entered (i.e., the
magnetic stripe on the card could not be read), be sure to use a manual imprint-
er to imprint the card’s embossed information on the sales receipt. Compare the
keyed and imprinted account numbers to ensure the transaction was processed
correctly.

Altered Amounts

(PM) Merchants must not alter a sales receipt after the cardholder has signed
it and left the establishment. If the cardholder has been undercharged, attempt
to contact the cardholder and obtain permission to adjust the receipt so that it
reflects the correct amount.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 82: Duplicate Processing

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received the same transaction more than once for posting to
the cardholder’s account.

The merchant or service establishment:

¢ Entered the same transaction into the point-of-sale terminal more than once

* Electronically submitted the same batch of transactions to its merchant
bank more than once

* Deposited with its merchant bank both the merchant copy and the bank
copy of a sales receipt

¢ Deposited sales receipts for the same transaction with more than one mer-
chant bank

¢ Created two sales receipts for the same purchase

Back-Office Staff

Sales Receipts Are Not Duplicates

(PR) Provide your merchant bank with information documenting that the two
transactions are separate, or send legible photocopies of the alleged duplicate
sales receipts and any other related documents, such as cash register receipts,
to your merchant bank. The receipts should clearly indicate that the two trans-
actions are not charges for the same items or services.

Sales Receipts Are Duplicates—Credit Not Processed

(NR) If you have not already deposited a credit to correct the duplicate, accept
the chargeback. Do not process a credit now as the chargeback has performed
that function.

Sales Receipts Are Duplicates—Credit Was Processed

(PR) If you identified the duplicate transaction and processed an offsetting credit
before you received the chargeback, inform your merchant bank of the date the
credit was issued. If your merchant bank requires other procedures, follow them.
However, many merchant banks automatically look to see if a credit has been
processed, so you may never see these chargebacks.

Review Sales Receipts Before Depositing

(PM) Review each batch of paper sales receipts prior to deposit to ensure that
only bank copies—and not merchant copies—are included. If transactions are
sent electronically for processing, ensure each batch is sent only once and as a
separate batch number.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 82: Duplicate Processing (continued)

112

Point-of-Sale Staff

Enter Transactions Once
(PM) Take care to avoid entering the same transaction more than once.

Void Erroneous Sales Receipts
(PM) If a transaction is entered twice by mistake, be sure to void the duplicate.
Any sales receipt that contains errors should be voided.

Owner/Manager

Train Sales Staff

(PM) Provide training for new point-of-sale employees as well as refresher train-
ing for existing staff concerning duplicate processing and related transaction
reversal, cancellation, and voiding procedures. Review these procedures with
sales staff whenever a mistake has been made. If duplicate transactions occur
frequently, pull questionable sales receipts and related chargebacks and discuss
them with the staff involved. This type of review may indicate more training is
needed.

Train Staff to Void Erroneous Sales Receipts
(PM) Train point-of-sale staff to void all sales receipts that have been erroneously
completed.

Correct Transaction Deposit Procedures
(PM) Train back-office staff on correct transaction deposit procedures.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 86: Paid by Other Means

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a written complaint from the cardholder stating that he
or she paid for the transaction by other means, i.e., cash, check, or other type
of card.

The cardholder initially tendered a Visa card in payment for the transaction,
but then decided to use cash or a check after a credit card receipt had been
completed. The merchant erroneously deposited the credit-card sales receipt in
addition to the cash, check, or other payment method.

Back-Office Staff

Visa Card Was the Only Form of Payment Tendered

(PR) If a Visa card was the only form of payment tendered for the transaction,
provide your merchant bank with sales records or other documentation showing
that no other form of payment was used.

Other Form of Payment Tendered—Credit Issued

(PR) If a Visa card sales receipt was erroneously deposited after another form of
payment was used, and a credit was issued, provide your merchant bank with
the date of the credit. Many banks automatically search for credits, so you may
not see these.

Other Form of Payment Tendered—Credit Not Issued

(NR) If a Visa card sales receipt was erroneously deposited after another form of
payment was used, and a credit was not issued, accept the chargeback. Do not
process a credit as the chargeback has already performed this function.

Point-of-Sale Staff

When Other Form of Payment Used, Void Visa Sales Receipt

(PM) If a customer decides to use another form of payment after you have com-
pleted a Visa card sales receipt for a transaction, make sure you void the Visa
receipt, and do not deposit it.

Owner/Manager

Train Staff to Void Erroneous Sales Receipts

(PM) Train sales staff in proper procedures for processing transactions where a
customer decides to use another form of payment after initially offering a Visa
card. Specifically, staff should be instructed to void the Visa card sales receipt
and ensure that it is not deposited.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 96: Transaction Exceeds Limited Amount

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a transaction that exceeded the allowable amount
from a Limited-Amount or Self-Service Terminal (including an Automated Fuel
Dispenser (AFD) transaction).

The merchant processed a transaction from:

¢ A Limited-Amount Terminal and exceeded $25

e A Self-Service Terminal (including AFD) and exceeded $50
Back-Office Staff

Transaction was less than the allowable amount of $25 or $50

(PR) = Provide documentation supporting transaction amount to merchant bank
(e.g., copy of the sales receipt or audit tape).

Transaction amount exceeded $25 or $50

(NR) — Accept the chargeback. Transaction exceeded allowable limit for a
Limited-Amount or Self-Service Terminal.

Credit Processed on Disputed Transaction

(PR) — If the appropriate credit has been processed to the cardholder’s account
on the disputed transaction, send your merchant bank evidence of the credit.

Credit Not Processed on Disputed Transaction - Transaction exceeded
allowable amount

(NR) — If the appropriate credit has not yet been processed on the disputed
transaction, accept the chargeback. Do not process a credit since the charge-
back has already performed this function.

Chargeback was invalid

(PR) — If the transaction was not conducted at an unattended terminal (i.e.,
Limited-Amount or Self Service) provide proof to merchant bank.

Example:
The chargeback was processed for $55 stating the transaction was com-
pleted at an outside AFD terminal (MCC 5542) and exceeded the allowable
amount. The audit tape for this transaction shows the transaction was
completed inside the convenience store (MCC 5541). Provide proof the
transaction was completed inside the store to your merchant bank.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 96: Transaction Exceeds Limited Amount (continued)

Owner/Manager

Transaction was above $25 or $50
(PM) Evaluate potential risk of chargeback exposure by ensuring terminals are
properly set at transaction amount limits.

Example:
If you are an AFD merchant consider limiting fuel distribution to Visa's
allowable amount. Complying with Visa’s allowable limits will reduce your
exposure to this chargeback reason code.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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I Cancelled or Returned

Reason Code 41: Cancelled Recurring Transaction

Definition The card issuer received a claim by a cardholder that:

* The merchant was notified to cancel the recurring transaction but has since
billed the customer.

* The transaction amount exceeds the pre-authorized dollar amount range,
OR the merchant was supposed to notify the cardholder prior to processing
each recurring transaction but has not done so.

Most The cardholder:
Common .

Withdrew permission to charge the account
Causes

e Cancelled payment of a membership fee
* Cancelled the card account
The card issuer:
e Charged back a previous recurring transaction, and the cardholder did not
expressly renew
e Cancelled the card account
The merchant:
¢ Received notice before the transaction was processed that the cardholder
account was closed

¢ Exceeded the pre-authorized dollar amount range and did not notify the
cardholder in writing within ten days prior to processing the transaction

* Notified the cardholder in writing within 10 days of processing the recur-
ring transaction, after which the cardholder notified the merchant not to
charge the account

Merchant Back-Office Staff

Actions Transaction Cancelled and Credit Issued

(PR) If the cardholder claimed to have cancelled the recurring transaction,
inform your merchant bank of the date that the credit was issued.
Transaction Cancelled and Credit Not Yet Processed

(NR) If a credit has not yet been processed to correct the error, accept the
chargeback. Do not process a credit since the chargeback has already per-
formed this function.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 41: Cancelled Recurring Transaction (continued)

Transaction Not Cancelled

(NR) If you have no record that the cardholder cancelled the transaction, accept
the chargeback. The cardholder does not have to supply evidence that you
received the cancellation notice.

Transaction Cancelled—Services Used

(PR) If the customer claimed they were billed for the service after they cancelled,
you may need to supply proof to your merchant bank that the bill in question
covered services used by the customer between the date of the customer’s prior
billing statement and the date the customer requested cancellation.

Final Billing

(CS) (PM) If the customer has cancelled the recurring payment transaction and
there is a final payment still to be charged, contact the cardholder directly for
payment.

Customer Cancellation Requests

(CS) (PM) Always respond in a timely manner to customer requests relating to
renewal or cancellation of recurring transactions. Check customer logs daily for
cancellation or nonrenewal requests, and take appropriate action to comply with
them in a timely manner. Send notification to the customer that his or her recur-
ring payment account has been closed. If any amount is owed for services up to
the date of cancellation, seek another form of payment if necessary.

Credit Cardholder Account

(CS) (PM) Ensure credits are processed promptly. When cancellation requests
are received too late to prevent the most recent recurring charge from posting to
the customer’s account, process the credit and notify the cardholder.

Transaction Exceeds Pre-authorized Amount Ranges

(PM) (PR) Flag transactions that exceed pre-authorized amount ranges, and
notify customers of this amount at least 10 days in advance of submitting the
recurring transaction billing. If the customer disputes the amount after the bill-
ing, send evidence of the notification to your merchant bank.

Customer Complaints

(CS) (PM) Check customer logs daily for customer complaints, especially those
relating to transaction amounts or failure to notify customers in advance of a
recurring transaction that exceeds the pre-authorized amount range. Follow up
with customers.

Owner/Manager

Train Staff on Proper Procedures

(PM) Train your sales and customer service staff on the proper procedures for
processing recurring transactions as these transactions are particularly liable to
cardholder disputes.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 53: Not as Described or Defective Merchandise

Definition

Merchants
should keep in
mind that their
return policy has
no bearing on
disputes that fall
under Reason
Code 53: Not

as Described

or Defective
Merchandise.

Most
Common
Causes

Merchant
Actions

The card issuer received a notice from the cardholder, stating that the goods or
services were:

¢ Not the same as shown and described on the screen for Internet transac-
tions, or as described on the sales receipt or other documentation presented
to the cardholder at the time of the transaction.

* Not the same as the merchant’s verbal description for a telephone
transaction.

e Shipped to the cardholder and received, but was damaged or defective.

For this reason code, the cardholder must have made a valid attempt to resolve the
dispute or return the merchandise. A valid attempt to return may be to request that
the merchant come retrieve the goods at their own expense.

The merchant:

* Sent the wrong merchandise to the cardholder

* Merchandise was damaged during shipment

* |naccurately described the merchandise or services

¢ Did not cancel the services purchased by the cardholder
¢ Did not perform the services as described

¢ Did not accept the returned merchandise

¢ Accepted the returned merchandise but did not credit the cardholder’s
account

Back-Office Staff

Credit was Processed

(PR) If merchandise was returned or services were cancelled and a credit was
processed to the cardholder’s account, provide your merchant bank with
information or evidence of the credit.

Returned Merchandise Not Received/Services Not Cancelled

(PR) If you have not received the returned merchandise (double-check your
incoming shipment records to verify) or the cardholder has not cancelled the
service, advise your merchant bank. (The cardholder must make a valid attempt
to return merchandise or cancel the service).

Returned Merchandise Received—Credit Not Processed

(NR) If the cardholder’'s complaint is valid and you received the returned
merchandise but have not yet credited the cardholder’s account, accept the
chargeback. Do not process a credit since the chargeback has performed

this function.
Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 53: Not as Described or Defective Merchandise (continued)

Back-Office Staff

Merchandise Was As Described

(PR) If the merchandise was as described, provide your merchant bank with spe-
cific information and invoices to refute the cardholder’s claims.

Merchandise Returned Because Damaged
(PR) If merchandise was returned because it was damaged, provide evidence
that it was repaired or replaced.

Services Cancelled—Credit Not Processed

(NR) If the cardholder cancelled the service but you have not yet credited the
cardholder’s account, accept the chargeback. Do not process a credit since the
chargeback has already performed this function.

Service Performed Was As Described

(PR) If the service performed was as described, provide your merchant bank with
as much specific information and documentation as possible refuting the card-
holder’s claims. It is recommended that you specifically address each and every
point the cardholder makes.

Owner/Manager

Accurate Descriptions of Merchandise/Service

(CS) (PM) Ensure that descriptions of merchandise or services shown in cata-
logs, on Internet screens and sales receipts, or used in telephone order-taking
scripts are accurate, complete, and not unintentionally misleading.

Correct Merchandise Shipped
(CS) (PM) Regularly review your shipping and handling processes to ensure that
orders are being filled accurately.

Train Staff on Proper Procedures
(CS) (PM) Train staff on proper procedures on taking and filling orders, and
schedule review sessions at least annually.

@ For Your Information
o4 Chargeback Amount Is Limited. The chargeback amount is limited to the amount of

/ the merchandise returned or services cancelled. The chargeback may include ship-
ping and handling fees for shipment of the defective merchandise.

Card issuer Waiting Period. If merchandise was returned, the card issuer must wait
at least 30 calendar days from the date the cardholder returned the merchandise (to
allow sufficient time for you to process a credit to the cardholder’s account) before
generating a chargeback.

Quality Disputes. This chargeback code also may be used for quality disputes (for
example, a car repair situation).

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 85: Credit Not Processed

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a notice from a cardholder acknowledging participa-
tion in a transaction for which goods were returned or services cancelled, but:

e The cardholder has not received a written refund acknowledgement or
credit voucher from the merchant.

¢ The credit has not appeared on the customer’s Visa statement.

The merchant:

¢ Did not issue a credit

e |Issued the credit but did not deposit the credit with its merchant bank in
time for it to appear on the cardholder’s next statement

¢ Did not issue a credit because the business does not accept returns, but
did not properly disclose its return policy.

Back-Office Staff

Merchandise or Cancellation Not Received

(PR) If you never received, or accepted, returned merchandise or a cardholder’s
cancellation, advise your merchant bank immediately. Proof of cancellation is
not required from the cardholders.

Merchandise Returned Contrary to Disclosed Policy

(PR) If the cardholder returns merchandise or cancels services in a manner con-
trary to your disclosed return or cancellation policy, provide your merchant bank
with documentation showing that the cardholder was aware of and agreed to
your policy at the time of the transaction. Specifically, the cardholder’s signature
must appear on a sales receipt or other document stating your return policy.

Back-of-receipt Disclosure

If your establishment’s return policy is on the back of a receipt that has been signed
on the front and initialed on the back as required by Visa policy, you must provide
your merchant bank with copies of both sides of the receipt. If the return policy is on
the back of the receipt and is not signed or initialed, you have not provided evidence
of proper disclosure.

Credit Was Issued

(PR) If a customer returns merchandise or cancels services in accordance with
your disclosed return or cancellation policy, and you have already issued a cred-
it, inform your merchant bank of the date that the credit was issued.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 85: Credit Not Processed (continued)

For gift returns,
if credit is to be
used to a charge
card, the credit
must be issued
to the same Visa
account number
that was used
for the original
transaction.

Issue credits in

a timely man-
ner. Neglecting
to issue credits
promptly gener-
ates unnecessary
chargebacks,
and creates addi-
tional back-office
expenses.

Credit Not Yet Issued

(NR) If a customer returns merchandise or cancels services in accordance with your
disclosed return or cancellation policy, and if you have not already issued a credit,
accept the chargeback. Do not process a credit since the chargeback already has
performed this function.

Issue Credits Promptly and Properly
(PM) Ensure credits are properly issued to the same Visa account that was used
for the original Visa purchase.

Issue Credits Promptly

(CS) (PM) If merchandise is returned to you or services cancelled in accordance with
your disclosed return or cancellation policy, issue a credit and send the customer a
letter or postcard advising that you received the merchandise or cancellation request
and have issued a credit to his or her account. Visa recommends that you note that
due to timing, the credit may appear on the customer’s next billing statement or the
one after that. Typically, it takes up to five business days to post a credit.

Card-Not-Present Transactions

Gift Returns

(PR) In cases where a gift recipient has returned a gift ordered by mail, tele-
phone, or Internet, you may provide a cash or check refund, an in-store credit
receipt, or another appropriate form of credit to the gift recipient. If the card-
holder claims a credit was not issued to his or her account for the gift, provide
appropriate documentation or information to your merchant bank that the credit
was given to the gift recipient.

Point-of-Sale Staff

Issuing a Credit

(CS) (PM) If a customer returns merchandise as allowed by your company’s
return policy, issue a credit to the same Visa account that was used for the origi-
nal transaction and give the customer a copy of the credit receipt. Tell custom-
ers to retain their credit receipts until the related credit appears on their Visa
statement. For gift cards, issue a cash refund or in-store credit if the cardholder
states the gift card has been discarded.

Return Policy Disclosure

(PR) Be sure your establishment’s return policy is clearly disclosed on sales
receipts near the customer signature line before asking the cardholder to sign. If
the disclosure is not properly positioned, the cardholder’s signature should also
be obtained in close proximity to a disclosure printed on a related document,
such as a contract, invoice, or customer agreement. If the disclosure is on the
back of the receipt, the cardholder must sign the front and initial the back by
the disclosure statement

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 85: Credit Not Processed (continued)

Owner/Manager

Return Policy Disclosure—At Point of Sale

(CS) (PM) Post your return policy at the cash register so that it is clearly visible to
customers. Keep in mind, however, that you are required to disclose your return
policy on a sales receipt or other document that is signed by the cardholder at
the time of the transaction.

Return Policy Disclosure—On Sales Receipts

(PM) Be sure your return policy is clearly disclosed on your sales receipts near
the customer signature line. Customers need to know your policy before they
complete a sale. On receipts produced by scroll printer terminals, the disclosure
must be printed in close proximity to the signature line, typically at the bottom of
the transaction receipt near the transaction amount. As previously noted, if your
return policy disclosures are on the back of your store’s receipts, the customer
must sign the front of the receipt and initial the back of the receipt by the disclo-
sure statement.

No-Return Policy Disclosure

(PM) If your business has a limited return policy or does not allow returns at all,
the words “no returns” or similar words must be preprinted on all copies of the
sales receipts near the cardholder signature line.

Card-Not-Present Transactions

Disclosure of Return/Refund Policy

(PM) Ensure that your establishment’s return or refund policy is always clearly stated
in your printed advertising materials, catalog and catalog order forms, and, for
Internet merchants, on your electronic order screen. Always explain your policy to
customers who place orders by phone. Be sure to include refund information with the
initial transaction. For Internet transactions, your web site should include a screen
with your return or refund policies, which appears automatically during the check-out
If a cardholder process (that is, it is not on a separate disclosure screen that the customer has to
can complete an click to open). The screen should include | Accept or Agree buttons for the customer
Internet transac- 4 ¢lick on before completing the transaction, indicating that he or she has read and

tion without click- .
. agrees to your policies.
ing an Accept or g y P

Agree button to

indicate accep-  g4ain Customer Signature
tance of your

refund, return, (PM) Describing your return policy in a catalog or verbally on the phone does not
or cancellation constitute proper disclosure unless you also obtain a customer signature indicat-
policy, proper and ing disclosure was provided. Such policy descriptions may support your case for

adequate disclo-  having alerted the customer to your policy.
sure has
not occurred.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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I Non-Receipt of Goods or Services

Reason Code 30: Services Not Provided or Merchandise Not

Received

Definition

Most
Common
Causes

Merchant
Actions

The card issuer received a claim from a cardholder that merchandise or ser-
vices ordered were not received or that the cardholder cancelled the order as
the result of not receiving the merchandise or services by the expected delivery
date.

The merchant:

¢ Did not provide the services

e Did not send the merchandise

e Billed for the transaction before shipping the merchandise

¢ Did not send the merchandise by the agreed-upon delivery date

Back-Office Staff

Merchandise Was Delivered

(PR) If the merchandise was delivered by the agreed-upon delivery date, con-
tact your merchant bank with details of the delivery or send your merchant
bank evidence of delivery, such as a delivery receipt sighed by the cardholder
or a carrier’s confirmation that the merchandise was delivered to the correct
address. If the merchandise was software that was downloaded via the Internet,
provide evidence to your merchant bank that the software was downloaded to
or received by the cardholder.

Less Than 30 Days Since Transaction and No Delivery Date Set

(PR) If no delivery date has been specified, and the card issuer charged back
the transaction less than 30 days from the transaction date, send a copy of
the sales receipt to your merchant bank pointing out that 30 days have not yet
elapsed. You should also state the expected delivery date.

Specified Delivery Date Has Not Yet Passed

(PR) If the specified delivery date has not yet passed, return the chargeback
to your merchant bank with either information or a copy of the documentation
showing the expected delivery date. In general, you should not deposit sales
receipts until merchandise has been shipped. For custom-made merchandise,
you may deposit the entire transaction amount before shipping, provided you
notify the cardholder at the time of the transaction.

Merchant Actions Legend:

(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Reason Code 30: Services Not Provided or Merchandise Not Received (continued)

Merchandise Shipped After Specified Delivery Date

(PR) If the merchandise was shipped after the specified delivery date, provide
your merchant bank with the shipment date and expected arrival date, or proof
of delivery and acceptance by the cardholder.

Services Were Rendered

(PR) If the contracted services were rendered, provide your merchant bank with
the date the services were completed and any evidence indicating that the cus-
tomer acknowledged receipt.

Point-of-Sale Staff

Delayed Delivery

(PM) (CS) If delivery of merchandise is to be delayed, notify the customer in writ-
ing of the delay and the expected delivery date. As a service to your customer,
give the customer the option of proceeding with the transaction or cancelling it
(depending on your customer service policy).

Expected Delivery
(PM) For any transaction where delivery occurs after the sale, the expected deliv-
ery date should be clearly indicated on the sales receipt or invoice.

Owner/Manager

Proof of Delivery

(PM) If you are shipping merchandise without requesting proof of delivery, con-
sider the costs and benefits of doing so compared to the value of the merchan-
dise you ship. Proof of delivery—such as certified mail or a carrier’s certification
that the merchandise was delivered to the correct address and signed for by the
cardholder—will allow you to return the chargeback if the customer claims the
merchandise was not received.

Software Downloaded via Internet

(PM) If you sell software that can be downloaded via the Internet, Visa suggests
that you design your web site to enable you to provide evidence to your mer-
chant bank that the software was successfully downloaded and received by the
cardholder.

Merchant Actions Legend:
(PR) Possible Remedy (PM) Preventive Measure (NR) No Remedy (CS) Customer Service Suggestion
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Appendix 1: @ Training Your Troops

WHAT’S COVERED

v Training Materials for Card-Present Merchants

v Training Materials for Card-Not-Present Merchants
v Training Materials on CISP

Cardholders expect and depend on accurate, efficient card processing when
shopping with a Visa merchant.

Your sales and customer service associates play a critical role in ensur-
ing proper transaction processing. Consequently, ensuring that your staff
receives regular and ongoing training in Visa card acceptance policies and
procedures benefits everybody.

Sales and customer service associates benefit because they are given

the skills and knowledge they need to do their jobs accurately and
confidently.

* You benefit because:

— Customer service is enhanced, which in turn leads to increased sales.
- You have fewer fraudulent transactions, which reduces related losses.

You have fewer transaction receipt copy requests and chargebacks,
which reduces related expenses.

The Visa resources listed in this section can be used to help educate your

sales and customer services associates and bring them up to speed on all
the latest procedures.

S rep O

“;‘"SA )) To order any of the training materials listed in this chapter, call Visa Fulfillment
L P at(800) VISA-311 or visit www.visa.com/merchant.
L/
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I Training Materials for Card-Present Merchants

st Point-of-Sale Reminder Card
oy Designed for use at the point of sale, this six-panel card helps sales staff
remember the correct steps for accepting and processing Visa cards.
g p Price: $0.25 each VRM 08.07.06
-
L ONG
-

It Pays to Swipe the Stripe

Designed for both merchants and point-of-sale staff, this brochure includes

E-éﬂ quick and easy tips to ensure proper use of magnetic-stripe readers. It also
: covers the basics of key entry and what to do when a magnetic stripe can’t be
read.
wisa Price: $0.25 each VRM 10.02.05
1 . Improve Profitability: Eliminate lllegible Sales Drafts
ﬁ This six-panel brochure outlines the reasons why sales drafts must be readable
el and provides tips on how to make sure customer transactions can be tracked.

Saes Draty

It is designed for use at the point of sale or for posting in training areas, lunch-
rooms, or wherever your sales staff can see it as a quick reminder.

vsa Price: $0.25 each VRM 05.03.05

Visa Pin Security Tools and Best Practices for Merchants

Visa Pin Security Tools and Best Practices for Merchants provides an
overview of Visa’s initiatives and requirements, circumstances that lead to PIN
vulnerabilities, and best practices to avoid PIN and data theft.

Price: Free VRM 04.12.06
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Card Acceptance and Fraud Awareness for Merchants:
“Fraud Factor”

VISA

_ This lively, entertaining video describes card-acceptance procedures for retail
/4 merchants. It also reviews card security features and outlines what to do when
R something about the transaction raises suspicions.

Price: $3.00 VRM 08.17.06

Visa’s How-To For Restaurant Owners and Managers

e This four-page brochure offers best practices to help restaurant merchants pre-
nx vent both fraud and chargebacks. Topics covered range from merchant set-up
2 R and O-percent tip authorization to skimming and chargeback management.

Price: Free VRM 06.06.05

wa Visa Tips for Restaurant Staff

Vo T st ) The Visa Tips for Restaurant Staff serves as an invaluable tool for employees
who are responsible for processing card transactions. Designed for ease of use,
4 the on-the-job reference brings together practical information and practices to
ensure proper payment acceptance, minimize fraud exposure, and reinforce 0%
tip authorization requirements

Price: Free VRM 08.15.06
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I Training Materials for Card-Not-Present

visa

- =

visa

128

Merchants

E-Commerce Merchants’ Guide to Risk Management

This 56-page book features risk-management best practices for selling goods
and services on the Internet. It covers a range of topics, including e-commerce
start-up, web site utility, fraud prevention, Visa card acceptance, cardholder
information security, and chargeback handling and loss recovery.

Price: $2.00 each VRM 04.01.05

Visa Card Verification Value 2 (CVV2) Merchant Guide

This four-page brochure provides a detailed look at the CVV2 process. It
includes instructions on how to use CVV2 to maximize security and protect
against fraud.

Price: Free VRM 03.14.06

Merchant Guide to Visa Address Verification Service (AVS)

This 16-page guide describes AVS, Visa’s risk management service for card-not-
present transactions. Targeted at MO/TO and Internet merchants, the guide
explains how to maximize the fraud-reduction benefits of AVS and also covers
recent system enhancements and dial-up access.

Price: $0.25 each VBS 01.01.06

Protect Your E-=Commerce Channel Against Fraud

This three-fold brochure is a fast and easy reference for Internet merchants. It
contains best practices to help prevent fraud and fraud-related losses for online
transactions.

Price: $5.00 for 100 VRM 02.02.06

Merchant Best Practices for Recurring Transactions

This brochure contains merchant tools and best practices for effectively
handling recurring transactions. Step-by-step procedures cover all aspects of
the recurring-transaction life cycle, from initial setup to handling customer-
dispute chargebacks.

Price: Free VRM 03.03.06
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I Training Materials on

Cardholder Information Security Program

Visa Cardholder Information Security Program CISP Overview

Intended for use as a quick reference, this flyer contains the “Digital Dozen,”
the 12 security standards required for CISP compliance.

Price: Free VRM 08.30.06

What You Should Know About The Visa CISP

This merchant statement insert addresses the Cardholder Security Program
(CISP) requirements for protection of cardholder information.

Price: Free VRM 02.01.05

Just Another Day at the Office

This 10-minute video uses a comic approach to highlight the administrative and
physical issues that are critical for protecting cardholder data.

Price: $3.00 video/DVD VBS 12.01.00

Additional Resources

Visa USA Merchant Catalog

This catalog contains a comprehensive list of all currently available Visa training
materials.

Price: Free VRM 07.24.06

Visa USA Web Site (www.visa.com/merchant)

This web site links to a comprehensive range of products and services for Visa
merchants.
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Appendix 2 @ Glossary

Account number

The 16-digit account number that appears in print on the front of all valid Visa
cards. The number is one of the card security features that should be checked
by merchants to ensure that a card-present transaction is valid.

Address Verification Service (AVS)

AVS allows merchants that accept card-not-present transactions to compare the
billing address (the address to which the card issuer sends its monthly state-
ment for that account) given by a customer with the billing address on the card
issuer’'s master file before shipping an order. AVS helps merchants minimize the
risk of accepting fraudulent transactions in a card-not-present environment by
indicating the result of the address comparison.

Authorization

The process by which a card issuer approves or declines a Visa card purchase.
Authorization occurs automatically when you swipe the magnetic stripe of a pay-
ment card through a card reader. See also: Voice Authorization Center.

“Call” or “Call Center” response

A response to a merchant’s authorization request indicating that the card issuer
needs more information about the card or cardholder before a transaction can
be approved; also called a referral response.

Card acceptance procedures

The procedures a merchant or merchant employee must follow at the point of
sale to ensure a card and cardholder are valid.

Card expiration date
See Good Thru date.

Cardholder
The person to whom a Visa card is issued.

Card issuer
A financial institution that issues Visa cards.

Card-not-present

A merchant, market, or sales environment in which transactions are completed
without a valid Visa card or cardholder being present. Card-not-present is used to
refer to mail order, telephone order, and Internet merchants and sales environ-
ments.
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Card-present

A merchant, market or sales environment in which transactions can be com-
pleted only if both a valid Visa card and cardholder are present. Card-present
transactions include traditional retail—department and grocery stores, electron-
ics stores, boutiques, etc.—cash disbursements, and self-service situations, such
as gas stations and grocery stores, where cardholders use unattended payment
devices.

Card security features

The alphanumeric, pictorial, and other design elements that appear on the front
and back of all valid Visa credit and debit cards, as specified in the Visa U.S.A.
Inc. Operating Regulations. Card-present merchants must check these features
when processing a transaction at the point of sale to ensure that a card is valid.

Card Verification Value 2 (CVV2)

A Visa fraud prevention system used in card-not-present transactions to ensure
that the card is valid. The CVV2 is the three-digit value that is printed on the
back of all Visa cards. Card-not-present merchants ask the customer for the
CVV2 and submit it as part of their authorization request. For information secu-
rity purposes, merchants are prohibited from storing CVV2 data.

Cardholder Information Security Program (CISP)

A Visa program that establishes data security standards, procedures, and tools
for all entities—merchants, service providers, issuers, and merchant banks—that
store Visa cardholder account information. CISP compliance is mandatory.

Cash disbursement

A bankcard transaction involving the payment of cash or travelers cheques to a
cardholder. In general, only financial institution branches are allowed to make
cash disbursements.

Chargeback

A transaction that is returned as a financial liability to a merchant bank by a
card issuer, usually because of a disputed transaction. The merchant bank may
then return or “charge back” the transaction to the merchant.

Code 10 call

A call made by a sales associate to the merchant’s voice authorization center
when the appearance of a card or the actions of a cardholder suggest the pos-
sibility of fraud. The term “Code 10” is used so calls can be made without arous-
ing suspicion while the cardholder is present. Specially trained operators then
provide assistance to point-of-sale staff on how to handle the transaction.

Copy request

A request by a card issuer to a merchant bank for a copy or facsimile of a sales
receipt for a disputed transaction. Depending on where sales receipts are
stored, the merchant bank either fulfills the copy request itself or forwards it to
the merchant for fulfillment. A copy request is also known as a retrieval request.
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Credit receipt

A receipt that documents a refund or price adjustment a merchant has made or
is making to a cardholder’s account; also called credit voucher

CyberSource Advanced Fraud Screen Enhanced by Visa

A real-time fraud-detection service that examines transactions generated from
online stores. It estimates the level of risk associated with each transaction and
provides merchants with risk scores, enabling them to more accurately identify
potentially fraudulent orders.

Disclosure

Merchants are required to inform cardholders about their policies for merchan-
dise returns, service cancellations, and refunds. How this information is con-
veyed, or disclosed, varies for card-present and card-not present merchants, but
in general, disclosure must occur before a cardholder signs a receipt to com-
plete the transaction.

“Doing Business As” (DBA)

A merchant’s legal business name as differentiated from the names of a com-
pany’s principals or other entity that owns or manages the business. A DBA that
is significantly different from the principals’ or other entity’s name can result in
an unrecognizable merchant name, or descriptor, on a cardholder’s monthly Visa
statement, which can in turn lead to potential copy requests and chargebacks.

Dove hologram (For original Visa card—Good through 2010)

A three-dimensional hologram of a dove in flight that appears on all valid Visa
cards. When the card is tilted back and forth, the dove should appear to “fly.”
The dove hologram is one of the card security features that merchants should
check to ensure a card-present transaction is valid.

Dove hologram (For updated Visa card—Beginning January 2006)

A multiple-color animated dove that appears in the holographic magnetic stripe
on the back of all valid updated Visa cards.

Dynamic Currency Conversion (DCC) Service

An optional service, which is facilitated by a merchant at the point of sale with

either a third party agent or through its merchant bank. The DCC allows a card-
holder to see the transaction amount in his or her billing currency and the mer-
chant’s pricing currency. This way, the cardholder knows exactly how much the

goods or services cost, and is able to make value judgments quickly and easily.

Electron card

A Visa International debit card that is currently accepted, but not issued in the
United States and can only be used for card-present transactions. Electron cards
have slightly different security features than other Visa cards: the front of the
card contains an Electron rather than dove hologram, and the 16-digit account
number is printed, not embossed.
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Exception file

A list of lost, stolen, counterfeit, fraudulent, or otherwise invalid account num-
bers kept by individual merchants or their third-party processors. The exception
file should be checked as part of the authorization process, particularly for
transactions that are below a merchant’s floor limit.

Firewall

A security tool that blocks access from the Internet to files on a merchant’s or
third-party processor’s server and is used to ensure the safety of sensitive card-
holder data stored on a server.

“Flying V” (For original Visa Card—Good through 2010)

The stylized, embossed “V” located to the right of the Good Thru date on all valid
Visa cards. The “flying V” is one of the card security features that should be
checked by merchants to ensure that a card-present transaction is valid.

Good Thru date

The date after which a bankcard is no longer valid, embossed on the front of all
valid Visa cards. The Good Thru date is one of the card security features that
should be checked by merchants to ensure that a card-present transaction is
valid. See also: Card expiration date.

High-Risk Chargeback Monitoring Program (HRCMP)

A Visa program that notifies merchant banks when a high-risk merchant has a
chargeback-to-transaction rate of over one percent.

High-risk merchant

A merchant that is at a high risk for chargebacks due to the nature of its busi-
ness. As defined by Visa, high-risk merchants include direct marketers, travel
services, outbound telemarketers, inbound teleservices, and betting establish-
ments. See also: High-Risk Chargeback Monitoring Program

Internet Protocol address

A uniqgue number that is used to represent individual computers in a network. All
computers on the Internet have a unique IP address that is used to route mes-
sages to the correct destination.

Key-entered transaction
A transaction that is manually keyed into a point-of-sale device.

Maghnetic stripe

The magnetic stripe on the back of all Visa cards is encoded with account infor-
mation as specified in the Visa U.S.A. Inc. Operating Regulations. The stripe

is “read” when a card is swiped through a POS terminal. On a valid card, the
account number on the magnetic stripe matches the account number on the
front of the card.

Magnetic-stripe reader

The component of a point-of-sale device that electronically reads the information
on a payment card’s magnetic stripe.
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Mail order/telephone order (MO/TO)

A merchant, market, or sales environment in which mail or telephone sales
are the primary or a major source of income. Such transactions are frequently
charged to customers’ bankcard accounts. See also: Card-not-present.

Member
An organization that is a member of Visa and which issues cards or signs mer-
chants, or does both.

Merchant agreement

The contract between a merchant and a merchant bank under which the mer-
chant participates in the Visa payment system, accepts Visa cards for payment
of goods and services, and agrees to abide by certain rules governing the accep-
tance and processing of Visa transactions. Merchant agreements may stipulate
merchant liability with regard to chargebacks and may specify time frames
within which merchants are to deposit transactions and respond to requests for
information.

Merchant bank

A financial institution that enters into agreements with merchants to accept
Visa cards as payment for goods and services; also called acquirers or acquiring
banks.

Merchant Chargeback Monitoring Program (MCMP)

A Visa program that alerts merchant banks when one of their merchants has a
chargeback-to-transaction rate of over one percent. Merchants then work with
the bank to reduce their chargeback rates to acceptable levels. Failure to reduce
chargebacks can result in fines for a merchant.

Payment gateway
A system that provides services to Internet merchants for the authorization and
clearing of online Visa transactions.

Pick-up response

An authorization response instructing a card-present merchant to refuse a trans-
action and recover the card. In all circumstances, card recovery should only be
attempted if it can be done by reasonable and peaceful means.

Point-of-sale terminal (POS terminal)
The electronic device used for authorizing and processing bankcard transactions
at the point of sale.

Printed number

A four-digit number that is printed below the first four digits of the printed or
embossed account number on all valid Visa cards. The four-digit printed number
should begin with a “4”, and be the same as the first four digits of the account
number above it. The printed four-digit number is one of the card security fea-
tures that merchants should check to ensure that a card-present transaction is
valid.
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Processor

A member, or Visa-approved non-member acting as the agent of a member,

that provides authorization, clearing, or settlement services for merchants and
members. The Visa U.S.A. Inc. Operating Regulations refers to the three types of
processors: authorizing processors, clearing processors, and V.I.P. system users.
See also: VisaNet processor.

Representment

A chargeback that is rejected and returned to a card issuer by a merchant bank
on the merchant’s behalf. A chargeback may be re-presented, or redeposited, if
the merchant or merchant bank can remedy the problem that led to the charge-
back. To be valid, a representment must be in accordance with Visa U.S.A. Inc.
Operating Regulations.

Sales receipt

The paper or electronic record of a bankcard transaction that a merchant sub-
mits to a merchant bank for processing and payment. In most cases, paper
drafts are now generated by a merchant’s POS terminal. When a merchant fills
out a draft manually, it must include an imprint of the front of the card.

Signature panel (For original Visa Card—Good through 2010)

The panel for cardholders’ signatures on the back of all valid Visa cards. Valid
panels are white with the repeated word “VISA” printed at an angle in blue and
gold. It may also contain the full or truncated account number and the three-
digit CVV2, printed in reverse italics. The words “Not Valid Without Signature” or
“Authorized signature” should also appear below or to the side of the panel on
most Visa cards. The signature panel is one of the card security features mer-
chants should check to ensure that a card-present transaction is valid.

Signature panel (For updated Visa card—Beginning January 2006)

The panel for cardholders’ signatures on the back of all valid Visa cards. A valid
panel may have a horizontal stripe pattern or a custom design. The signature
panel is one of the card security features merchants should check to ensure
that a card-present transaction is valid.

Skimming

The replication of account information encoded on the magnetic stripe of a valid
card and its subsequent use for fraudulent transactions in which a valid autho-
rization occurs. The account information is captured from a valid card and then
re-encoded on a counterfeit card. The term “skimming” is also used to refer to
any situation in which electronically transmitted or stored account data is repli-
cated and then re-encoded on counterfeit cards or used in some other way for
fraudulent transactions.

Split sales

The preparation of two or more sales receipts for the purchase of a single item,
using a single cardholder account, in order to avoid authorization limits. Split
sales are a violation of the Visa U.S.A. Inc. Operating Regulations.
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Split tender

The use of two forms of payment, or legal tender, for a single purchase. For
example, when buying a big-ticket item, a cardholder might pay half by cash or
check and then put the other half on his or her Visa credit card. Individual mer-
chants may set their own policies about whether or not to accept split-tender
transactions.

Third-party processor

A non-member organization that performs transaction authorization and pro-
cessing, account record keeping, and other day-to-day business and administra-
tive functions for issuers and merchant banks.

Transaction

The act between a cardholder and merchant that results in the sale of goods or
services.

Unsigned card

A seemingly valid Visa card that has not been duly signed by the legitimate
cardholder. Merchants cannot accept an unsigned card until the cardholder has
signed it, and the signature has been checked against valid government identifi-
cation, such as a driver’s license or passport.

Verified by Visa

A Visa Internet payment authentication system that validates a cardholder’s own-
ership of an account in real-time during an online payment transaction. When
the cardholder clicks “Buy” at the checkout page of a participating merchant
web site, a Verified by Visa screen automatically appears on the cardholder’s
desktop. The cardholder enters a password that allows the card issuer to verify
his or her identity.

Visa ReaderCleaner™

A specially treated card that effectively removes dirt, magnetic oxides, and
other contaminants from concealed magnetic heads in POS devices. The heads
should be kept clean so that Visa cards can be swiped and their magnetic
stripes read quickly and easily, thus avoiding key-entered transactions.

VisaNet processor
A processor directly connected to VisaNet. See also: Processor.

Voice authorization
An authorization obtained by telephoning a voice authorization center.

Voice authorization center

An operator-staffed center that handles telephone authorization requests from
merchants who do not have electronic POS terminals or whose electronic termi-
nals are temporarily not working, or for transactions where special assistance is
required. Voice authorization centers also handle manual authorization requests
and Code 10 calls.
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