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Amazon Elastic Compute Cloud Getting Started Guide
Who Should Read This Guide

Welcome

Topics
¢ Who Should Read This Guide (p. 1)
¢ Reader Feedback (p. 1)
¢ How to Use this Guide (p. 2)
¢ Amazon EC2 Resources (p. 2)

This is the Amazon Elastic Compute Cloud Getting Started Guide. This section describes who should
read this guide, how the guide is organized, and other resources related to Amazon EC2.
Amazon Elastic Compute Cloud is often referred to within this guide as "Amazon EC2" or simply "EC2";

likewise the Amazon Simple Storage Service is referred to in this guide as "Amazon S3"; all copyrights
and legal protections still apply.

Who Should Read This Guide

This guide is intended for developers and system administrators who need compute capacity that they
can scale up and down within minutes, not hours or days.

Required Knowledge and Skills

Use of this guide assumes you are familiar with the following:

¢ Basic understanding of web services (Go to the W3 Schools Web Services Tutorial)

r Note

Although you can use the AWS Management Console for most tasks in this guide, we
recommend installing the Amazon EC2 command line tools to access some features that
might not be available on the console (Go to the Amazon EC2 Command Line Tools Page).

Reader Feedback

The online version of this guide provides a link at the top of each page that enables you to enter
feedback about this guide. We strive to make our guides as complete, error free, and easy to read as
possible. You can help by giving us feedback. Thank you in advance!

API Version 2009-04-04
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How to Use this Guide

Docurnentation Feedback e

Welcome

How to Use this Guide

This guide is organized as a high-level introduction and tutorial. It is divided into several major sections
that allow you to practice using Amazon EC2 in a simple environment. This guide provides you

with informatin on how to set up your account, describes how to launch instances using the AWS
Management Console or the command line tools, and provides next steps that describe major features
that you might want to use.

Paths through this Guide

To determine how to use this guide, select from the following:

I'm a newbie—If you are a beginning user or just want to quickly try out Amazon EC2, then set up
your account (AWS, Amazon EC2, and Amazon S3) and use the AWS Management Console. For
more information, see Setting up an Account (p. 8) and Getting Started with the Console (p.

11).

I need to understand the APIs—The fastest way to get a feeling for the APIs without setting up
your environment is to use the command line tools. They are very similar to the APIs and easy to
set up. For more information, see Setting up an Account (p. 8) and Getting Started with the
Command Line Tools (p. 18).

I need to understand Amazon EC2, not play with it—For conceptual information about Amazon
EC2, go to the Amazon Elastic Compute Cloud User Guide.

This is old hat; get me out of here—If you are already familiar with Amazon EC2 and have set
up your environment, see Where Do | Go from Here? (p. 45) for brief information about major
Amazon EC2 features that you might want to use. Also, go to the Amazon Elastic Compute Cloud
User Guide or Amazon Elastic Compute Cloud Developer Guide, depending on whether you are an
Amazon EC2 console user or a developer.

Sections of this Guide

The major sections of this guide are:

Introduction to Amazon Elastic Compute Cloud (p. 6)
Setting up an Account (p. 8)

Getting Started with the Console (p. 11)

Getting Started with the Command Line Tools (p. 18)
Where Do | Go from Here? (p. 45)

Appendix: PUTTY (p. 47)

Document Conventions (p. 51)

Amazon EC2 Resources

The following table lists related resources that you'll find useful as you work with this service.

API Version 2009-04-04
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Resource
Amazon Elastic Compute Cloud
Getting Started Guide

Amazon Elastic Compute Cloud User
Guide

Amazon Elastic Compute Cloud
Developer Guide

Amazon Elastic Compute Cloud API
Reference

Amazon Elastic Compute Cloud
Command Line Reference

Amazon EC2 Release Notes

AWS Developer Resource Center

Discussion Forums

AWS Support Center

AWS Premium Support Information

Form for questions related to your
AWS account: Contact Us

Conditions of Use

Description

The Getting Started Guide provides a quick tutorial of
the service based on a simple use case. Examples and
instructions are included.

The Console and Command Line User Guide provides
conceptual information about Amazon EC2 and describes
how to use Amazon EC2 features using the AWS
Management Console and command line tools.

The Developer Guide provides conceptual information
about Amazon EC2 and describes how to use Amazon EC2
features using the SOAP and Query APIs.

The API Reference contains a comprehensive description
of all SOAP and Query APIs. Additionally, it contains a list
of all SOAP data types.

The Command Line Tools Reference contains a
comprehensive description of all the command line tools
and their options.

The Release Notes give a high-level overview of the
current release. They specifically note any new features,
corrections, and known issues.

A central starting point to find documentation, code
samples, release notes, and other information to help you
build innovative applications with AWS.

A community-based forum for developers to discuss
technical questions related to Amazon Web Services.

The home page for AWS Technical Support, including
access to our Developer Forums, Technical FAQs, Service
Status page, and AWS Premium Support (if you are
subscribed to this program).

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to
help you build and run applications on AWS Infrastructure
Services.

This form is only for account questions. For technical
guestions, use the Discussion Forums.

Detailed information about the copyright and trademark
usage at Amazon.com and other topics.

API Version 2009-04-04
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What's New

This What's New is associated with the 2009-04-04 release of Amazon EC2. This guide was last
updated on August 04, 2009.

The following table describes the important changes since the last release of the Amazon EC2
documentation set.

Change Description Release
Date
Auto Scaling Auto Scaling enables you to automatically increase or 18 May 2009

decrease the number of running Amazon EC2 instances

in response to your web application’s usage and the
configuration you define. Auto Scaling makes it easy for you
to optimize your Amazon EC2 usage, automatically scaling
your cluster to ensure your application has the right number
of instances running to meet your workload demands.

Auto Scaling is particularly well suited for applications that
experience hourly, daily, or weekly variability in usage.

For more information, see Amazon Auto Scaling Developer

Guide.
Elastic Load Elastic Load Balancing offers the ability to evenly spread 18 May 2009
Balancing requests across your running Amazon EC2 instances.

Unlike traditional load balancers or load balancing software,
there is no need to provision, manage, or plan for load
balancing capacity needs. Each Elastic Load Balancer is
automatically scaled, fully fault-tolerant, and distributes
incoming application traffic across a group of Amazon EC2
instances.

For more information, see Elastic Load Balancing Developer
Guide.

API Version 2009-04-04
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Change

Amazon CloudWatch

New Guides

Description Release
Date
Amazon CloudWatch is a monitoring service for Amazon 18 May 2009

EC2 that is designed to gather, aggregate, store, and retrieve
metrics. Amazon CloudWatch makes it easy to monitor

your Amazon EC2 instances and aggregate metrics from
instances like CPU or disk utilization over different time
ranges and across different pools of resources. This service
is tightly integrated with Amazon EC2's Auto Scaling and
Elastic Load Balancing, enabling you to use monitoring
metrics to trigger scaling activities.

For more information, see Amazon CloudWatch Developer
Guide.

Amazon EC2 now consists of six guides: 18 May 2009

¢« Amazon Elastic Compute Cloud Getting Started
Guide—Describes how to set up your environment and get
started with Amazon EC2.

e Amazon Elastic Compute Cloud User Guide—Describes
Amazon EC2 concepts and how to use Amazon EC2 with
the AWS Management Console or the command line tools.

« Amazon Elastic Compute Cloud Developer
Guide—Describes Amazon EC2 concepts and how to use
Amazon EC2 with the APIs.

¢« Amazon Elastic Compute Cloud API
Reference—Provides detailed information about the
Amazon EC2 APIs.

e Amazon Elastic Compute Cloud Command Line
Reference—Provides detailed information about the
Amazon EC2 command line tools..

« Amazon Elastic Compute Cloud Quick Reference
Card—Provides a quick summary of the Amazon EC2
command line tools.

API Version 2009-04-04
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Introduction to Amazon Elastic
Compute Cloud

Topics
¢ What is Amazon EC2? (p. 6)
¢ Popular Uses for Amazon EC2 (p. 6)

What is Amazon EC2?

Amazon EC2 is a web service that enables you to launch and manage Linux/UNIX and Windows
server instances in Amazon's data centers using APIs or available tools and utilities. You can use
Amazon EC2 server instances at any time, for as long as you need, and for any legal purpose. If you
need 100 instances for a two-day research project, sure. If you need a fleet of instances that can be
scaled up and down to meet the traffic fluctuations of your Facebook application, no problem.

What makes Amazon EC2 different is that you use only the capacity that you need. This eliminates
your need to make large and expensive hardware purchases, reduces the need to forecast traffic, and
enables you to immediately deal with changes in requirements or spikes in popularity related to your
application or service.

Popular Uses for Amazon EC2

Although the applications for Amazon EC2 are only limited by your ingenuity, the following is a list of
popular uses for Amazon EC2:

e Scalable Applications—You can build a scalable application that shrinks or expands to meet your
current demands.
This can help you use only the compute resources that you need and can help you respond to
events where a mention on a popular news site can result in a dramatic spike in traffic.

¢ Temporary Events—You can use Amazon EC2 for temporary solutions and one-off events that
would require you to maintain a fleet of compute resources that are normally idle.
This includes hosting conferences in virtual worlds, live blogging, distribution of newly released
media, and short-term promotional web sites.

API Version 2009-04-04
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» Batch Processing—You can use Amazon EC2 for projects that require massive compute resources
which would be expensive to build on your own.
This includes video and image processing, financial data processing, and science and research

applications.
¢ Fault Resilient Applications—You can build an application across multiple availability zones which
will be protected against the loss of an entire physical location.

API Version 2009-04-04
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Setting up an Account

Topics
¢ Signing up for an AWS account (p. 8)
¢ Signing up for Amazon S3 (p. 9)
¢ Signing up for Amazon EC2 (p. 9)
¢ Choosing Your Path (p. 10)

To use Amazon EC2, you must sign up for an AWS Account, sign up for Amazon Simple Storage
Service (Amazon S3), and sign up for Amazon EC2. These are three different actions that must be
performed separately.

After you sign up for these services, you will get your Access Key identifiers and get started with
Amazon EC2 using the AWS Management Console or the command line tools.

. Note

If you are already an Amazon S3 user, you can skip to Signing up for Amazon EC2 (p. 9)).

Signing up for an AWS account

This section describes how to sign up for an AWS account. If you already have an AWS account, you
can skip this task.

Amazon S3 Signup Process

1 Go to the AWS home page.

2 Click the Sign Up Now button.

If you don't already have an Amazon account, you are prompted to create one as part of
the sign up process.

API Version 2009-04-04
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Signing up for Amazon S3

3 Follow the on-screen instructions.

Signing up for Amazon S3

Amazon EC2 AMIs are stored in and retrieved from Amazon S3. This means you need to sign up for
Amazon S3. If you are already an Amazon S3 user, you can skip this task.

Amazon S3 Sighup Process

1 Go to the Amazon S3 home page.

2 Click the Sign up for this service button.

If you don't already have an AWS account, you are prompted to create one as part of the
sign up process.

3 Follow the on-screen instructions.

After signing up for Amazon S3, point to the button labeled Your Web Services Account and select
the AWS Access Key Identifiers link on the menu that appears. Be sure to note down your AWS

account's Access Key ID and Secret Access Key. You need these to bundle your own image (see
?227).

Signing up for Amazon EC2

After you sign up for Amazon S3, you'll need to sign up for Amazon EC2. If you are already an Amazon
EC2 user, you can skip this task.

Amazon EC2 Signup Process

1 Log into your AWS account and follow the link to Amazon EC2 under the Browse Web
Services section on the left.

2 Click Sign Up For Web Service in the top right of the screen and follow the on-screen
instructions.

3 Follow the on-screen instructions.

Getting Your Access Key Identifiers

After you sign up for Amazon EC2, you need to get your Access Key identifiers if you want to access
your account through the command line tools or the API. If you will only use the AWS Management
Console, you can skip this task for now.

Access Key ldentifiers Process

1 Point to the button labeled Your Web Services Account and select the View Access
Key Identifiers link on the menu that appears.

2 Click Create New in the Your X.509 Certificate section to create a new X.509 certificate.

3 Save the certificate and private key. You'll need this when you set up our command line
tools (see Setting up the Tools (p. 20)).

API Version 2009-04-04
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Choosing Your Path

4 Create a . ec2 directory in your home directory, and save these files to it with the
filenames offered by your browser. You should end up with a PEM-encoded X.509
certificate and a private key file named as shown in the following examples.

The following is an example of a PEM encoded signed X.509 certificate.
cert - HKZYKTAI GECMXYI BH3HXV4ZBZ(QB5CLO. pem

The following is an example of an unencrypted, PEM encoded RSA private key that
corresponds to the preceding X.509 certificate.

pk- HKZYKTAI GZECMXYI BH3HXV4ZBZQB5CLO. pem

This X.509 certificate is associated with your account until you generate or upload a new
certificate. If you have an existing certificate that you prefer to use, you can return to the
Access Key ldentifiers upload it later.

It Note

For Windows, there can be no spaces in the path. For example, C: \ EC2 is
acceptable, but C: \ My Docunent s\ EC2 is not.

5 Finally, you'll need to look up your AWS account ID. You should use this value whenever
you need to provide an Amazon EC2 user ID. From the AWS portal page, point to Your
Web Services Account and select the Account Activity link on the menu that appears.
At the top of this page, locate your the Account Number which is a hyphenated number
that looks similar to 4952- 1993- 3132. This number, with the hyphens removed, is your
AWS account ID. In this example, it is AIDADH4IGTRXXKCD.

Choosing Your Path

To determine how to proceed next, select from the following:

¢ I'm a newbie—If you are a beginning user or just want to quickly try out Amazon EC2, then use the
AWS Management Console. For more information, see Getting Started with the Console (p. 11).

¢ I need to understand the APIs—The fastest way to get a feeling for the APIs without setting up
your environment is to use the command line tools. They are very similar to the APIs and easy to set
up. For more information, see Getting Started with the Command Line Tools (p. 18).

e This is old hat; get me out of here—If you are already familiar with Amazon EC2 and have set
up your environment, see Where Do | Go from Here? (p. 45) for brief information about major
Amazon EC2 features that you might want to use. Also, go to the Amazon Elastic Compute Cloud
User Guide or Amazon Elastic Compute Cloud Developer Guide, depending on whether you are an
Amazon EC2 console user or a developer.

API Version 2009-04-04
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Prerequisites

Getting Started with the Console

Topics

Prerequisites (p. 11)

How to Access the Console (p. 12)

How to Create a Key Pair (p. 12)

How to Add Rules to the Default Security Group (p. 13)
How to Run an Instance (p. 14)

Connecting to Your Instance (p. 14)

How to Terminate an Instance (p. 16)

You're Finished! (p. 16)

Please Give Us Your Feedback (p. 17)

The AWS Management Console is a user-friendly web-based application that enables you to launch
and manage Amazon EC2 instances without using the APIs or command line tools.

This section describes how to access the console, the minimum steps you need to take to set up your
Amazon EC2 environment, how to run an instance, how to access an instance, and how to terminate it.

Prerequisites

Topics

Accessing Linux and UNIX Instances through SSH Clients (p. 11)
Accessing Windows Instances through Remote Desktop Clients (p. 12)

This document assumes that the reader is comfortable working in a Linux/UNIX or Windows
environment.

Accessing Linux and UNIX Instances through
SSH Clients

For some of the examples illustrated in this guide you'll need access to an SSH client. Most Linux
and UNIX installations include an SSH client by default. If yours does not, the OpenSSH project

API Version 2009-04-04
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Accessing Windows Instances
through Remote Desktop Clients

provides a free implementation of the full suite of SSH tools. For more information, go to the http://
www.openssh.org.

Windows users can download and install PuTTY, a free SSH client. To download the client and
installation instructions, go to the http://www.chiark.greenend.org.uk/~sgtatham/putty/. For information
on how to use PuTTY with Amazon EC2, see Appendix: PUTTY (p. 47).

Accessing Windows Instances through Remote
Desktop Clients

Some of the examples in this guide require a Remote Desktop client. If you do not have one, go to the
Microsoft home page.

How to Access the Console

This section describes how to access the AWS Management Console.

To access the console

1.

Go to AWS Management Console.
Click the Amazon EC2 tab.
You are prompted to log in.

Enter the Amazon e-mail address and password associated with the account and click the Sign In
button.

The AWS Management Console opens, displaying the Amazon EC2 Console Dashboard page.

Note

If you are inactive, the AWS Management Console automatically logs you out. To disable this,
click Settings and deselect the Sign out on inactivity check box.

How to Create a Key Pair

Before you begin, you must create a key pair. The key pair allows you to access your instance using
SSH (Linux/UNIX) or RDP (Windows).

To generate a key pair

Log in to the AWS Management Console and click the Amazon EC2 tab.

Click Key Pairs in the Navigation pane.

The console displays a list of key pairs associated with your account.

Click Create Key Pair.

The Key Pair dialog box appears.

Enter a name for the new key pair in the Key Pair Name field and click Create.
You are prompted to download the key file.

Download the key file and keep it in a safe place. You will need it to access any instances that you
launch with this key pair.

API Version 2009-04-04
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How to Add Rules to the Default Security
Group

Before you launch an instance, you need to configure a security group. Security groups define access
control permissions for instances. If you skip this task, you will not be able to access any instances that
you launch.

In this example, we will add HTTP access on port 80, SSH access on port 22, and Remote Desktop
(RDP) access on port 3389. This enables the instance to be reached on port 80 from the Internet and
enables you to administer the instance over SSH or RDP.

@ Caution

In this example, you enable any IP address to access ports 22 and 3389 of the instance.
Although this might be acceptable for testing purposes, it is extremely unsafe for production
environments. For production systems, you must obtain your public IP address ranges and
grant access to those ranges only. For example, if your IP address is 103.55.22.234, you
specify 103. 55. 22. 234/ 32.

To add rules to the default security group

1. Log in tothe AWS Management Console and click the Amazon EC2 tab.
2. Click Security Groups in the Navigation pane.

The console displays a list of security groups that belong to the account.
3. Select the default security group.

Its rules appear in the lower pane.
4. To add the HTTP rule, enter the following:

e Select HTTP from the Connection Method list box.
Select TCP from the Protocol list box.

Enter 80 in the From Port and To Port fields.
Enter 0. 0. 0. 0/ 0 in the Source field.

Then, click Save.
5. To add the SSH rule, enter the following:

e Select SSHfrom the Connection Method list box.
¢ Select TCP from the Protocol list box.

e Enter 22 in the From Port and To Port fields.

e Enter 0. 0. 0. 0/ 0 in the Source field.

Then, click Save.
6. To add the RDP rule, enter the following:

Select RDP from the Connection Method list box.
Select TCP from the Protocol list box.

Enter 3389 in the From Port and To Port fields.
e Enter 0. 0. 0. 0/ 0 in the Source field.

Then, click Save.

API Version 2009-04-04
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How to Run an Instance

In this part of the tutorial, you select an AMI and launch it.
T Note

To view available AMIs, click AMIs in the Navigation pane. Then, use the Viewing list boxes
and fields to narrow your AMI choices.

We recommend launching basic AMIs for this tutorial, but you can launch any AMI.

To launch an instance of your AMI

1. Logintothe AWS Management Console and click the Amazon EC2 tab.
2. Click Instances in the Navigation pane.
The console displays a list of running instances.
3. Click Launch Instance.
The Launch Instance wizard appears.
4. Select the Quick Start tab.

5. If you are launching a Linux/UNIX instance, locate the Getting Started on Fedora Core 8 AMI
and click its Select button. If you are launching a Windows instance, locate the Getting Started
on Microsoft Windows Server 2003 AMI and click its Select button.

6. If the Configure Firewall page of the wizard appears, click the Skip button because you already
configured the def aul t security group.

The Launch page of the wizard appears.
7. Confirm the following settings and click Launch.

« Enter 1 in the Number of Instances field.

e Select the mL. snal | Instance Type option.

« Select the key pair that you created from the Key Pair Name list box.
e Select def aul t from the Security Groups list box.

The instance(s) begin launching.

Connecting to Your Instance

Topics
¢ How to Connect to a Linux/UNIX Instance (p. 14)
¢ How to Connect to a Windows Instance (p. 15)

This part of the tutorial describes how to connect to your Linux/UNIX or Windows instance.

How to Connect to a Linux/UNIX Instance
To connect to a Linux/UNIX instance, you use the SSH command.
e Note

Your machine might have a different name for the ssh command or use different command
line options.
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To connect to your instance

1.

Open a web browser and go to ht t p: / / <host name>/ , where <host nane> is your instance's
public hostname in the Public DNS field of the Instances page or as returned by ec2-describe-
instances.

A webpage welcoming you to your instance displays.

t_ Note

If the web site times out, your instance might not have finished starting up. Wait a couple
of minutes and try again.

Whenever you launch a public AMI that you have not rebundled, locate the SSH HOST KEY
FI NGERPRI NTS section of the instance output. You can get this information by selecting the
instance and clicking Output.

ec2: ----- BEG N SSH HOST KEY FI NGERPRI NTS- - - - -

ec2: 2048 bc:89:29:c6:45:4b: b3:e2:¢cl1:41:81:22:cbh:3c:77:54
/et c/ ssh/ssh_host _key. pub

ec2: 2048 fc:8d:0c: eb: Oe: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66
/etc/ ssh/ssh_host_rsa_key. pub

ec2: 1024 b5:cd: 88:6a:18: 7f: 83:9d: 1f: 3b: 80: 03: 10: 17: 7b: f5
/etc/ ssh/ssh_host_dsa_key. pub

ec2: ----- END SSH HOST KEY FI NGERPRI NTS- - - - -

Note the fingerprints. You will need to compare them in the next step.

Use the following command to login as root and exercise full control over this instance as you
would any host. The private key that you downloaded when you created a key pair is used to
connect to the host.

$ ssh -i id_rsa-gsg-keypair
root @c2-67-202-51-223. conput e- 1. amazonaws. com

The authenticity of host 'ec2-67-202-51-223. conpute-1. amazonaws. com
(216.182.225.42)"' can't be established.

RSA key fingerprint is fc:8d:0c:eb: Oe: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66.

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanent|y added
'ec2-67-202-51-223. conput e- 1. amazonaws. com (RSA) to the list of known
host s.

Last login: Wed Jun 21 08:02: 08 2006

root @c2-67-202-51-223 #

If you are launching a public AMI, verify the fingerprint matches one of the fingerprints from the
output of the ec2- get - consol e- out put command. If it doesn't, someone might be attempting a
"man-in-the-middle" attack.

How to Connect to a Windows Instance

To connect to a Windows instance, you retrieve the initial administrator password and use Remote
Desktop to connect.

To retrieve the initial administrator password

1.
2.

Log in to the AWS Management Console and click the Amazon EC2 tab.
Click Instances in the Navigation pane.
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The console displays a list of running instances.

3. Select the Windows instance, click More Actions, and select Get Windows Password.
The Retrieve Default Windows Administrator Password dialog box appears.

4. Paste the contents of the Windows key pair file including the beginning and ending lines into the
Private Key field and click Decrypt Password.

The console returns the default administrator password for the instance.

5. Save the password. You will need it to log into the instance.

To connect to a Windows instance using Remote Desktop

1. Retrieve your instances public IP address from the Public DNS field of the Instances page of the
AWS Management Console.

2. Log in to the instance using the RDP application of your choice.:

e Note

For more information on the Windows Remote Desktop application, go to the Microsoft
Web Site.

3. Enter the administrative password found in the previous section, using Adni ni st r at or as the
username.

How to Terminate an Instance

As soon as your instance starts to boot, you are billed for the resources it consumes. Once you have
decided that you no longer need it, you can terminate an instance.

r Note

You cannot recover a terminated instance. However, you can launch additional instances of an
AMI.

To terminate an instance

Log in to the AWS Management Console and click the Amazon EC2 tab.

Click Instances in the Navigation pane.
The console displays a list of running instances.

3. Select the instance to terminate and click Terminate.

Amazon EC2 begins terminating the instance. After termination is complete, the instance status
changes to t er m nat ed.

You're Finished!

Congratulations! You successfully launched, accessed, and terminated an instance. For information on
major Amazon EC2 features that were not covered in this guide and how to continue, see Where Do |
Go from Here? (p. 45). If you have not already done so, we recommend installing the command line
tools. For more information, see Setting up the Tools (p. 20)
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Please Give Us Your Feedback

Your input is important to us to help make our documentation helpful and easy to use. Please take a
minute to give us your feedback on how well we were able to help you get started with Amazon EC2.
Just click this Feedback Link link. Thank you.
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Getting Started with the
Command Line Tools

Topics
« Prerequisites (p. 18)
¢ Setting up the Tools (p. 20)
¢ Running an Instance (p. 22)
¢ Cleaning Up (p. 43)

This section describes how to get started with the command line tools, a set of tools that you can run
from the Linux/UNIX or Windows command line that closely mimic the Amazon EC2 API functions.

This section describes prerequisites, how to set up the tools and their environment, how to run an
instance, how to access an instance, and how to terminate it.

Prerequisites

Topics
¢ The Java Runtime Environment (p. 19)
¢ Accessing Linux and UNIX Instances through SSH Clients (p. 19)

¢ Accessing Windows Instances through Remote Desktop Clients (p. 20)

This document assumes that the reader is comfortable working in a Linux/UNIX or Windows
environment.

An installation of a Java 5 compatible Java Runtime Environment (JRE) is required. Additionally,
accessing Linux and UNIX instances requires access to an SSH client and accessing Windows
instances requires access to a Remote Desktop client. For more information, refer to the two following
sections.
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As a convention, all command line text is prefixed with a generic PROMPT> command line prompt. The
actual command line prompt on your machine is likely to be different. We also use $ to indicate a
Linux/UNIX specific command and C: \ > for a Windows specific command. While we don't currently
provide explicit instructions, the tools also work correctly on Mac OS X (which resemble the Linux and
UNIX commands). The example output resulting from the command is shown immediately thereafter
without any prefix.

e Note

If you are using Cygwin, EC2_HOME, EC2_PRIVATE_KEY, and EC2_CERT must use
Linux/UNIX paths (e.qg,, /usr/bin instead of C:\usr\bin). However, JAVA_HOME should have a
Windows path. Additionally, the value of EC2_HOME cannot contain any spaces, even if the
value is quoted or the spaces are escaped.

The Java Runtime Environment

The command line tools used in this guide require Java version 5 or later to run. Either a JRE or JDK
installation is acceptable. To view and download JREs for a range of platforms, including Linux/UNIX
and Windows, go to http://java.sun.com/j2se/1.5.0/.

Setting the Java Home Variable

The command line tools depend on an environment variable (JAVA_HOVE) to locate the Java runtime.
This environment variable should be set to the full path of the directory that contains a sub-directory
named bi n which in turn contains the j ava (on Linux and UNIX) or the j ava. exe (on Windows)
executable. You might want to simplify things by adding this directory to your path before other
versions of Java.

Following is an example of how to set this environment variable in Linux and UNIX.

$ export JAVA HOVE=<PATH>

Following is an example of the syntax in Windows.

C\> set JAVA HOVE=<PATH>

You can confirm this by running $JAVA_HOVE/ bi n/ j ava - ver si on and checking the output.

$ $JAVA _HOME/ bi n/java -version

java version "1.5.0_09"

Java(TM 2 Runtine Environnent, Standard Edition (build 1.5.0_09-b03)
Java Hot Spot (TM Cient VM (build 1.5.0_09-b03, nixed node, sharing)

The syntax is different on Windows, but the output is similar.
C:\> %WAVA HOVE% bi n\java -version
java version "1.5.0_09"

Java(TM 2 Runtine Environnent, Standard Edition (build 1.5.0_09-b03)
Java Hot Spot (TM Cdient VM (build 1.5.0_09-b03, nixed node, sharing)

Accessing Linux and UNIX Instances through
SSH Clients

For some of the examples illustrated in this guide you'll need access to an SSH client. Most Linux
and UNIX installations include an SSH client by default. If yours does not, the OpenSSH project
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provides a free implementation of the full suite of SSH tools. For more information, go to the http://
www.openssh.org.

Windows users can download and install PUTTY, a free SSH client. To download the client and
installation instructions, go to the http://www.chiark.greenend.org.uk/~sgtatham/putty/. For information
on how to use PUTTY with Amazon EC2, see Appendix: PUTTY (p. 47).

Accessing Windows Instances through Remote
Desktop Clients

Some of the examples in this guide require a Remote Desktop client. If you do not have one, go to the
Microsoft home page.

Setting up the Tools

Topics
¢ How to Get the Command Line Tools (p. 20)
¢ How to Tell the Tools Where They Live (p. 20)
¢ How to Tell the Tools Who You Are (p. 21)
¢ How to Change the Region (p. 21)

One step remains before you'll be able to use Amazon EC2. You need to get our command line tools
and set them up to use your AWS account.

How to Get the Command Line Tools

The command line tools are available as a ZIP file in the Amazon EC2 Resource Center. These tools
are written in Java and include shell scripts for both Windows 2000/XP and Linux/UNIX/Mac OSX. The
ZIP file is self-contained; no installation is required. You just download it and unzip it.

Some additional setup is required in order for the tools to use your AWS account credentials. These
are discussed next.

How to Tell the Tools Where They Live

The command line tools depend on an environment variable (EC2_HOVE) to locate supporting libraries.
You'll need to set this environment variable before you can use the tools. This should be set to the path
of the directory into which the command line tools were unzipped. This directory is named ec2- api -

t ool s- A. B-nnnn (A, B and n are version/release numbers), and contains sub-directories named bi n

and |l i b.

On Linux and UNIX, you can set this environment variable as follows.
$ export EC2_HOVE=<pat h-to-t ool s>
On Windows the syntax is slightly different.
C:\> set EC2_HOVE=<pat h-to-tool s>

In addition, to make your life a little easier, you probably want to add the tools' bi n directory to your
system PATH. The rest of this guide assumes is done.
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On Linux and UNIX, you can update your PATH as follows.
$ export PATH=$PATH $EC2_HOVE/ bi n

On Windows the syntax is slightly different.

C\> set PATH=%ATHY %&C2_HOVE% bi n

e Note

The Windows environment variables are reset when you close the command window. You
might want to set them permanently.

How to Tell the Tools Who You Are

The command line tools need access to the private key and X.509 certificate you generated after
signing up for the Amazon EC2 service (see Setting up an Account (p. 8)).

Since there's nothing stopping you from having more than one AWS account, you need to identify
yourself to the command line API tools so they know which credentials to use for requests. It's
possible, but tedious, to provide this information on the command line every time you invoke the tools.
But it's far simpler to set up some environment variables and be done with it.

Two environment variables are supported to make this possible. They can be set to point at your
private key and certificate. If these environment variables are set, the tools use their values to find the
relevant credentials. The environment variable EC2_PRI VATE_KEY should reference your private key
file, and EC2_CERT should reference your X.509 certificate.

On Linux and UNIX, you can set these environment variables as follows.

$ export EC2_PRI VATE_KEY=~/ . ec2/ pk- HKZYKTAI G2ZECMXYI BH3HXV4ZBZ(QB5CLO. pem
$ export EC2_CERT=~/.ec2/cert - HKZYKTAI G2ZECMXYI BH3HXV4ZBZQ65CLO. pem

On Windows the syntax is slightly different.

C. \> set EC2_PRI VATE_KEY=c: \ ec2\ pk- HKZYKTAI ECMXY| BH3HXV4ZBZ(XB5CLO. pem
C\> set EC2_CERT=c:\ ec?2\cert - HKZYKTAI ECMXYI BH3HXV4ZBZQB5CLO. pem

How to Change the Region

By default, the Amazon EC2 tools use the Eastern United States region (us- east - 1) with the us-
east- 1. ec2. anazonaws. comservice endpoint URL. This section describes how to specify a
different region by changing the service endpoint URL.

To specify a different region
1. View available regions by entering the following:
PROWPT> ec2-descri be-regi ons

REG ON us-east-1 us-east-1. ec2. anazonaws. com
REG ON eu-west-1 eu-west -1. ec2. anazonaws. com

2. If you want to change the service endpoint URL on Linux and UNIX, set the EC2_URL environment
variable as follows:

$ export EC2_URL=https://<service_endpoint>
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3. If you want to change the service endpoint URL on Windows, set the EC2_URL environment variable
as follows:

C.\> set EC2_URL=https://<service_endpoi nt>

You're ready to start using Amazon EC2.

Running an Instance

Topics
e Linux and UNIX (p. 22)
¢ Windows (p. 34)

The following sections provided guided examples of how to launch both Linux/UNIX and Windows
instances.

Linux and UNIX

Topics
¢ Running a Linux/UNIX Instance (p. 22)
¢ Bundling an AMI (p. 29)

This section describes how to launch and access Linux and UNIX instances using the command line
tools. For information on how to launch an instance using the AWS Management Console, see Getting
Started with the Console (p. 11).

Running a Linux/UNIX Instance

Topics
* Before We Begin (p. 22)
¢ How to Find a Suitable AMI (p. 23)
¢ How to Generate an SSH Key Pair (p. 24)
¢ How to Run an Instance (p. 26)
¢ How to Authorize Network Access to Your Instances (p. 27)
¢ How to Connect to your Instance (p. 27)
¢ Loading Software and Making Changes (p. 28)
¢ What's Next (p. 29)

This section describes how to run an instance that uses Linux or UNIX.
Before We Begin
Before running an instance, verify the requirements in the following table.
Verification Process
1 Ensure you have a version 1.5.0 compatible Java Runtime installation, and that the

JAVA HOME environment variable has been correctly set. If not, see The Java Runtime
Environment (p. 19).
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2 Ensure you have an active Amazon Web Services Account, and that you've signed up for
both Amazon S3 and Amazon EC2. If not, see Setting up an Account (p. 8).

3 Ensure that you have created a directory called . ec2 in your home directory for Linux/
UNIX or a directory without spaces in Windows (e.g., C:\EC2), that contains your X.509
certificate and private key, and that they're named correctly. If not, see Prerequisites (p.
18).

4 Ensure that the EC2_HOVE environment variable are correctly set. If not, see How to Tell
the Tools Where They Live (p. 20).

5 Ensure that the EC2_CERT and EC2_PRI VATE_KEY environment variables are correctly
set. If not, see How to Tell the Tools Who You Are (p. 21).

Once these are correct, you are ready to launch your first instance.

How to Find a Suitable AMI
This section describes how to find a baseline AMI that is suitable for your requirements.
To find a suitable AMI

1. Use the ec2-describe-images command.

PROVPT> ec2-descri be-imges -o self -o amazon | grep nachine

I MAGE am - 2c5f ba4b ec2- publ i c-i mages/ deno- pai d- AM -v1. 07. nani f est . xm

amazon avail abl e public A79ECODB i 386 machi ne
I MAGE am - bd9d78d4 ec2- publi c-i mages/ deno- pai d- AM . mani f est . xni
amazon avai l abl e public A79ECODB i 386 machi ne
I MAGE am - 2f 5f ba46 ec2- publ i c-i mages/ devel oper-i mage- i 386-
v1. 07. mani f est. xm amazon avai |l abl e public i 386 machi ne
I MAGE am - 26b6534f ec2- publi c-i mages/ devel oper -i mage. nani f est . xmi
amazon avai l abl e public i 386 machi ne
I MAGE am -f51af f 9c ec2- public-i mages/ f edor a- 8-i 386- base-
v1. 06. mani f est. xm amazon avail abl e public i 386 machi ne
aki -a7lcf9ce ari-ab5lcf9cc
I MAGE am - 2b5f ba42 ec2- public-i mages/ f edor a- 8-i 386- base-
v1. 07. mani f est. xm amazon avai l abl e public i 386 machi ne

aki -a7lcf9ce ari-ablcf9cc

I MAGE am -f2laf f9b ec2- public-i mages/ f edor a- 8- x86_64- base-

v1. 06. mani f est. xm amazon avai |l abl e public x86_64
machi ne aki - b51cf 9dcari - b31cf 9da

I MAGE am - 2a5f ba43 ec2- public-i mages/ f edor a- 8- x86_64- base-

v1. 07. mani f est. xm amazon avail abl e public x86_64
machi ne aki - b51cf 9dcari - b31cf 9da

I MAGE am - a2laffcb ec2-public-inmages/fedora-core-6-x86_64-base-

v1. 06. mani f est. xm amazon avail abl e public x86_64
machi ne aki - ab3adf ccari - a23adf cb
I MAGE am - 2d5f ba44 ec2-public-i mages/ f edor a- cor e- 6- x86_64- base-
v1. 07. mani f est. xm amazon avai |l abl e public x86_64
machi ne aki - ab3adf ccari - a23adf cb
I MAGE am - 225f ba4b ec2- publi c-i nmages/ f edor a- cor e4- apache-nysql -
v1. 07. mani f est. xm amazon avail abl e public i 386 machi ne
I MAGE am - 25b6534c ec2- public-i mages/ f edor a- cor e4- apache-
mysql . mani f est . xm amazon avail abl e public i 386 machi ne
I MAGE am - 2e5f ba47 ec2- public-i nmages/ f edor a- cor e4- apache-
v1. 07. mani f est. xm amazon avail abl e public i 386 machi ne
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| MAGE am - 23b6534a ec2-public-images/ f edor a- cor e4- apache. nani f est . xni

amazon avail abl e public i 386 machi ne
| MAGE am - 215f ba48 ec2-public-i mages/ f edor a- cor e4- base-
v1. 07. mani f est. xm amazon avai l abl e public i 386 machi ne
| MAGE am - 20065349 ec2-public-i mages/ f edor a- cor e4- base. mani f est . xni
amazon avail abl e public i 386 machi ne
| MAGE am - 205f ba49 ec2-public-images/ f edora-core4-i 386-base-
v1. 07. mani f est. xm amazon avail abl e public i 386 machi ne

aki - 9b00e5f 2
| MAGE am - 255f ba4dc ec2-public-inmages/ f edor a- cor e4- nysql -

v1. 07. mani f est. xm amazon avail abl e public i 386 machi ne
| MAGE am - 22b6534b ec2-public-i nmages/ f edor a- cor e4- nysql . nani f est. xm
amazon avai l abl e public i 386 nachi ne
| MAGE am - 36f f 1a5f ec2-public-images/ f edor a- cor e6- base-
x86_64. mani f est . xni amazon avai l abl e public x86_64
machi ne
| MAGE am - 235f bada ec2-public-inages/getting-started-
v1. 07. mani f est. xm amazon avail abl e public i 386 machi ne
| MAGE am - 2bb65342 ec2-public-inmages/getting-started. nmani fest. xnl
amazon avai |l abl e public i 386 nachi ne

The command lists your AMIs and Amazon's public AMIs. The output might not exactly match the
preceding example.

2. Look for the line containing the public image identified by the ec2- publ i c- i mages/ get ti ng-
started. mani fest. xm value in the third column and note the corresponding value in the second
column.

This is the AMI ID you need. In this example, it is am - 2bb65342.

How to Generate an SSH Key Pair

You will run an instance of a public AMI. Since it has no password, you need a public/private key pair
to login to the instance. One half of this key pair is embedded in your instance, allowing you to login
securely without a password using the other half of the key pair. After learning to create your own
images, you can choose other mechanisms to allow you to securely login to your new instances. Every
key pair you generate requires a name. Be sure to choose a hame that is easy to remember.

To generate a key pair using gsg- keypai r
1. Enter the following information.
PROWPT> ec2-add- keypair gsg-keypair
Amazon EC2 returns a key pair, similar to the key pair in the following example.

KEYPAI R gsg- keypai r

1f: 51: ae: 28: bf : 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f
----- BEG N RSA PRI VATE KEY-----
M | EoQ BAAKCAQBULFg5uj Hr t mlj nut SuoCB8Xe56L1 T+HWBV/ xkaa39Est M3/
aFxXTHgEl Q JLChp
HungX@9VTc8r c1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc PoKCOVUR
+j x71Sg
5AUS2EQ anl n3Z@8l FW Edp5a3g4Dhj G UKToHVbi cL5E+g45zf BO5wW yywWZf eW
UUF3LpGZyq/
ebl U qlgThHkLbCC2r 7RTn8vpQN47BGVYG GSBMpTRP5hnbzzugj 3i t ki LHj U39S2sJCJI0Tr IJx5
i 8BygR4s3mHKBj 8l
+ePQxGLk GbF6R4y g6s ECiXn17 MRQVXODNHZb AgMBAAECgQEAY1t si Usl wDl 5
91CXi r kYGUVf LyLf | Xenxf | 50nDFms/ numrqgl oHO7t r Oor i HDRSK7wWVE'Y/
YY5YkcXNo7nmv UVD1pM
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ZNUJs7r wOgZRTr f 7Lyl aJ58kCcyaj w8 TsC4e4LPbFaHWS1d6K8r Xh6406WWgWASr sB61 Cnr 1kGQ 7
3wcf gt 5ecl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi gCj +4/

nci FUSA

SWB4dMor pb9FNSI cf 9dcLxVM7/ 6KxgJNf Zc9XW Uw7 7Jg8x922d0f VhHOux51 ZC

+Uv SK\B4dyf cl

t EBC3p9bbU9VGY Y5VLCAI | b4gQKBgQDLIi O24GXr | kswF32Yt BBMUVgLGOWMISh9H O9nKAc 2nB8Cil
j UESI pzRj Tedc9l 2qi | MUTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xVWOMCOdt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/

a5XXk5j wKBgQCKkpHi 2El Sh1uRkhx! j yWC

i DCi K6JBRsM/pLbcOv5dkwP5al o1f ndR5PJaV2qvZS) 5CYNpMAy 1/ EDNTY50SI JU
+0KFnQbyhsbm

r dLNLDL4+TcnT7¢c62/ aHOlohYaf / VChbRht LI Bf qGoQc7+sAc8vnKkesnF7CqCEKDy F/

dhr xYdQKB

gC0i ZzzNAapayz1+JcVTWwEi d6j 9JgNXbBc+Z2YwWM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/

Yt GBVAC

DQbsz7LcY1HgXi HKYNVWAV XgwnwO

+0i Chj xVEkSdsTTI f nK4VSCvU9BxDbQHj di NDIbL60oar 92UN7V

r BYvChJZF7LvUHAYNVpHA0GAbZ2 X7 Xvoe EO+uZ58/

BGKO GHByHBDi Xt zWhdJr 15HTYj xK7OgTZm

gK+8zp4L9l bvLGDMICBVT t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMgCMeY

+Q zd4

JZKj TSu3i 7vhvx6RzdSedXEMNTZWN4ql | x3kR5aHcuk CgYAST

+Zr vmlFOseQPbLknn7EqhXI j BaT

P8TTVW 6bdPi 23ExzxZn7KOdr f ¢l YRph1LHVPpAONV/ x2xALI f 91UB

+v50hyloDoasL0Ogi j 1houRe

2ERKKdwz 0ZL9SW)6VTdhr / 5394 CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSh4g==

----- END RSA PRI VATE KEY- - - - -

The private key returned must be saved to a local file so that you can use it later.

. Create afile named i d_r sa- gsg- keypai r and paste the entire key generated in step 1, including
the following lines.

EEEEE BEG N RSA PRI VATE KEY----- "
EEEEE END RSA PRI VATE KEY----- "

. Confirm that the file contents looks similar to the following and save the file.

You can save the file in any directory, but if you do not put it in your current directory, you should
specify the full path when using commands that require the key pair.

----- BEG N RSA PRI VATE KEY--- - -
M | EoQ BAAKCAQBULFg5uj Hrt nlj nut SuoCBXe56L1 T+HWBV/ xkaa39Est M3/
aFxTHgEl Q JLChp
HungXQR9VTc8r c1bWl kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR
+j x71Sg
5AUS2EQF anl n3Z@8l FWEdp5a3q4Dhj G UKToHVbi cL5E+g45zf B95wW yywWZf eW
UUF3LpGZyq/
ebl U qlgTbhHkLbCC2r 7RTn8vpQNp47BGVYG GSBMpTRP5hnbzzugqj 3i t ki LHj U39S2sJCJ0Tr Jx5
i 8BygR4s3nHKBj 8l
+ePQxGLk GbF6R4y g6s ECiXn17 MRQVXODNHZb AgMBAAECGQEAY1t si Usl wDl 5
91CXi r kYGuVF LyLf | Xenxf | 50mDFns/ nunrql oHO7t r Oor i HDRSK7wW\MVE Y/
YY5YkcXNo7myUVD1pM
ZNUJs7r wOgZRTr f 7Lyl aJ58kCcyaj w8 Ts C4e4LPbFaHWS1d6K8r Xh6406\WgWASr sB61 Cnr 1kGQ 7
3wcf gt 5ecl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/
nci FUSA
SWB4dMor pb9FNSI cf 9dcLxVM7/ 6KxgJNf Zc9XW Uw7 7Jg8x922d0f VhHOux51 ZC
+Uv SK\B4dyf cl
t EBC3p9bbUIVGY Y5VLCAI | b4gQKBgQDLI OR4GXr | kswH32Yt BBMUVgLGOWMIIh9H O9nKAc 2nB8Cril
j UESI pzRj Tedc9l 2qi | MUTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
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xVOM20dt V6i PkCN7gQOqi ZXPRKaFbWADp16p8UAI vS/

a5XXk5j wKBgQCKkpHi 2El Sh1uRkhx! j yWC

i DG K6JBRsM/pLbcOv5dKwP5al o1f miR5PJaV2qvZS) 5CYNpMAy 1/ EDNTY50SI JU
+0KFnQbyhsbm

r dLNLDL4+TcnT7¢c62/ aHOlohYaf / VChbRht LI Bf qGoQc7+sAc8vnKkesnF7CqCEKDy F/
dhr xYdQKB

gC0i ZzzNAapayz1+JcVTWwEi d6j 9JgNXbBc+Z2YwWM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/
Yt GBVAC

DQbsz7LcY1HgXi HKYNVWAV XgwnwO

+0i Chj xVEkSdsTTI f nK4VSCvU9BxDbQHj di NDIbL60oar 92UN7V

r BYvChJZF7LvUHAYNVpHA0GAbZ2 X7 Xvoe EO+uZ58/

BGKO GHByHBDi Xt zWhdJr 15HTY] xK7OgTZm

gK+8zp4L9l bvLGDMICBVT t 32XPEWIVI 8t wCz FH+CsW.QADZMZKSs Bas OZ/ h1FwhdMgCMVeY
+Q zd4

JZKj TSu3i 7vhvx6RzdSed XEMNTZWN4 gl | x3kR5aHcuk CgYA9T

+Zr vmlFOseQPbLknn7EqhXI j BaT

P8TTVW 6bdPi 23ExzxZn7KOdr f cl YRph1LHVPAONV/ x2xALI f 91UB
+v50hyloDoasL0Ogi j 1houRe

2ERKKdwz 0ZL9SW)6VTdhr / 5G994CK72f y5Why ERbD] Ul dHaK3MB49JJuf 8¢ Sr vSh4g==
----- END RSA PRI VATE KEY- - - - -

4. If you're using OpenSSH (or any reasonably paranoid SSH client), you should set the permissions of
this file so it is only readable by you.

On Linux and UNIX, enter the information in the following example.
$ chnod 600 id_rsa-gsg-keypair ; Is -1 id_rsa-gsg-keypair
You receive output similar to the following example.

SrW- - - - 1 fred flintstones 1701 Jun 19 17:57 id_rsa-gsg-keypair

] Note
If you are using PuTTY in Windows, convert the private key to PuTTY's format. For more
information on using PuTTy with Amazon EC2, see Appendix: PUTTY (p. 47) .

How to Run an Instance

This section describes how to run an instance that uses Linux or UNIX.

To launch an instance of your AMI

1. Use the ec2- run-i nst ances command.

PROVWPT> ec2-run-instances am -235fbad4a -k gsg-keypair

Amazon EC2 returns output similar to the following example.

RESERVATI ON r-7430c31d 924417782495 def aul t
I NSTANCE i -aeObf 0c7 am - 2bb65342 pendi ng gsg- keypair 0
nl. smal | 2008-03-21T16: 19: 25+0000 us- east-la

2. Look for the instance ID in the second field and write it down.
You use it to manipulate this instance (including terminating it when you are finished).
It takes a few minutes for the instance to launch.

3. The following command displays the launch status of the instance.

PROVPT> ec2-descri be-instances i-aeObf0c7
RESERVATI ON r-7430c31d 924417782495 def aul t
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I NSTANCE i - aeObf0c7 am - 2bb65342
ec2-67-202-7-236. conput e- 1. amazonaws. com
i p-10-251-31-162. ec2. i nternal runni ng gsg- keypair 0
ni. smal | 2008-03-21T16: 19: 25+0000us- east - 1a

& Important

After launching an instance, you are billed hourly for running time. If you leave this tutorial at
any time, make sure you terminate any instances you have started as described in How to
Terminate Your Instances (p. 43).

When the instance state in the field just before the key pair name reads "running" the instance started
booting. There might be a short time before it is accessible over the network, however. The first

DNS name is your instance's external DNS name, i.e. the one that can be used to contact it from the
Internet. The second DNS name is your instance's local DNS name, and is only contactable by other
instances within the Amazon EC2 network. The DNS names of your instances are different than those
shown in the preceding example and you should use yours instead. The examples in this guide use the
public DNS name.

How to Authorize Network Access to Your Instances
Before you can log in to your instance, you must authorize access.
To authorize access to your instance

* Enter the ec2- aut hori ze command.

PROWPT> ec2-authorize default -p 22

PERM SSI ON default ALLOANS tcp 22 22 FROM Cl DR
0.0.0.0/0

PROWPT> ec2-authorize default -p 80

PERM SSI ON default ALLOANB tcp 80 80 FROM Cl DR
0.0.0.0/0

Since we didn't specify otherwise, your instance was launched in your def aul t group. The first
command authorizes network access to instances in your default group on the standard SSH port
(22). Similarly, the second command opens up the standard HTTP port (80). For more details

on controlling network security groups, go to the Amazon Elastic Compute Cloud User Guide or
Amazon Elastic Compute Cloud Developer Guide.

@ Caution

In this example, you enable any IP address to access port 22 of the instance. Although this
might be acceptable for testing purposes, it is extremely unsafe for production environments.
For production systems, you must obtain your public IP address ranges and grant access

to those ranges only. For example, if your IP address is 123.123.123.123, you specify
123.123.123. 123/ 32.

How to Connect to your Instance

Now that the instance is running and access is authorized, you are ready to connect.
To connect to your instance

1. Open a web browser and go to htt p: / / <host nane>/ , where <host nane>

is your instance's public hostname as returned by ec2-describe-instances
(ec2-67-202-51- 223. conput e- 1. amazonaws. comin the example).
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A webpage welcoming you to your instance displays.

. Note

If the web site times out, your instance might not have finished starting up. Wait a couple of
minutes and try again.

2. Whenever you launch a public AMI that you have not rebundled, run the ec2- get - consol e-
out put command and locate the SSH HOST KEY FI NGERPRI NTS section.

PROWPT> ec2-get-consol e-out put instance_id

ec2: ----- BEG N SSH HOST KEY FI NGERPRI NTS- - - - -

ec2: 2048 bc:89:29:c6:45:4b: b3:e2:cl:41:81:22:ch: 3c:77:54
/et c/ssh/ ssh_host _key. pub

ec2: 2048 fc:8d:0c: eb: Oe: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66
/etc/ssh/ssh_host_rsa_key. pub

ec2: 1024 bb5:cd: 88:6a:18: 7f:83:9d: 1f: 3b: 80: 03: 10: 17: 7b: f5
/ etc/ssh/ ssh_host _dsa_key. pub

ec2: ----- END SSH HOST KEY FI NGERPRI NTS- - - - -

Note the fingerprints. You will compare them in the next step.

3. Use the following command to login as root and exercise full control over this instance as you would
any host.

PROWPT> ssh -i id_rsa-gsg-keypair
root @c2-67-202-51- 223. conput e- 1. amazonaws. com

The authenticity of host 'ec2-67-202-51-223. conpute-1. anazonaws. com
(216.182.225.42)"' can't be established.

RSA key fingerprint is fc:8d:0Oc:eb: Oe: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66.

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanent|y added
'ec2-67-202-51-223. conput e- 1. amazonaws. coml (RSA) to the list of known
host s.

Last |ogin: Wd Jun 21 08:02: 08 2006

root @c2-67-202-51-223 #

If you are launching a public AMI, verify the fingerprint matches one of the fingerprints from the
output of the ec2- get - consol e- out put command. If it doesn't, someone might be attempting a
"man-in-the-middle" attack.

r Note

Your machine might have a different name for the preceding ssh command or even use
different command line options. Consult the documentation for your machine or download one
of the clients described in Accessing Linux and UNIX Instances through SSH Clients (p. 19)

if you are unsure whether you have such a client installed. For more information about using
PUTTY on Windows, see Appendix: PuTTY (p. 47).

Loading Software and Making Changes

Now that you are logged into the instance, you can load software and make changes as you would
with any server. When your changes are finished, you can bundle them as a new AMI and launch an
identical copy at any time.

API Version 2009-04-04
28



Amazon Elastic Compute Cloud Getting Started Guide
Linux and UNIX

What's Next

You've set up the tools and used them to run an instance based on a public AMI. You have learned
enough to successfully use Amazon EC2 to run as many standard Linux/UNIX instances as you wish.
You can run instances based on any of the public AMIs by following this process.

The next section builds on this success by having you connect to the running instance and customize
it to create your own image. If you want to skip creating an AMI, make sure to terminate any instances
that you started. For more information, see Cleaning Up (p. 43).

Bundling an AMI

Topics
« Modifying an Existing Image (p. 29)
¢ Preparing for Bundling (p. 30)
¢ Bundling (p. 30)
¢ Uploading the AMI to Amazon S3 (p. 31)
¢ Registering the AMI (p. 32)
¢ Running Instances (p. 33)
¢ Congratulations (p. 33)

Bundling your own AMiIs allows you to make the most of Amazon EC2. Your AMIs become the basic
unit of deployment which allow you to rapidly boot new custom instances as you need them.

Bunndling involves creating a new image or modifying an existing one, preparing for bundling, bundling
the image, uploading the AMI to Amazon S3, and registering the new AMI.

. Note

During bundling, only the root store is bundled. Data on other instance stores is not preserved.

If you want to skip creating an AMI, make sure to terminate any instances that you started. For
more information, see Cleaning Up (p. 43).

Modifying an Existing Image

This section describes how to modfy an existing AMI which can be used as a baseline for your new
AMIL.

To modify an image

1. Select an image to serve as the basis for the new one.
The image used to create this instance contains a default web site which you are going to modify.
2. Log in to your instance as described in How to Connect to your Instance (p. 27).

3. Modify the main web page by replacing some of the static content with your name to personalize it.
Use the following command.

Don't worry too much about what exactly it does, but remember to replace the text <Your Nanme> with
your own name.

# sed -i -e 's/Congratul ations!/Congratul ati ons <Your Name>!/"' /[var/ww/
ht m /i ndex. ht n

4. Check that the file is updated by confirming that the date and time displayed in the following output
example matches the current date.

#1s -1 [var/ww/ htnl /i ndex. htm
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-rwrwr-- 1 root root 1872 Jun 21 09:33 /var/ww/ htnd /i ndex. htm
# date
Wed Jun 21 09: 33: 42 EDT 2006

Preparing for Bundling

Once your system has been suitably modified, a system snapshot needs to be created and packaged
into an AMI by using the ec2-bundle-vol utility.

ec2-bundle-vol encrypts and signs the image to ensure it cannot be tampered with and that only you
and Amazon EC2 can decrypt it.

Let's assume the private key and X.509 certificate are contained in the

files pk- HKZYKTAI ECMXYI BH3HXV4ZBZ(B5CLO. pemand cer't -

HKZYKTAI G2ECMXYI BH3HXV4ZBZ(QB5CLO. pem Copy your private key and certificate to the machine
being bundled.

PROWPT> scp -i id_rsa-gsg-keypair pk-
HKZYKTAI ECMXYI BH3HXV4ZBZQB5CLO. pem cert -
HKZYKTAI QECMXYI BH3HXV4ZBZQB5CLO. pem
r oot @onJ 12- 34- 31- 00- 00- 05. conput e- 1. anazonaws. com / mt

pk- HKZYKTAI G2ECMXYI BH3HXV4ZBZQB5CLO. pem 100% 717
0. 7KB/ s 00: 00
cert - HKZYKTAI GZECMXYI BH3HXV4ZBZ(B5CLO. pem 100% 684

0. 7KB/ s 00: 00
I Note

Your machine may have a different name for the preceding scp command or even use
different command line options. Consult the documentation for your machine or download
one of the clients described in Accessing Linux and UNIX Instances through SSH Clients (p.
19). If you are running Windows, see Appendix: PuTTY (p. 47) for help on using PuTTY
and pscp (PuTTY's secure copy tool).

It Note

It is important that the key and cert files are uploaded into / mt to prevent them being bundled
with the new AMI.

Bundling

At this point, the machine image has been modified and the private key and X.509 certificate uploaded.
The AMI can now be bundled, using your AWS account ID as your username (not your AWS Access
Key ID).

# ec2-bundl e-vol -d /mt -k /mt/ pk- HKZYKTAI QRECMXYIl BH3HXV4ZBZQB5CLO. pem -¢ /
mt / cert - HKZYKTAI QECMXYI BH3HXV4ZBZB5CLO. pem - u Al DADHAI GTRXXKCD -r 1386 -p
sanpl ei nage
Copying / into the image file /mt/sanpl ei nage.ing..
Excl udi ng
/ sys
/ dev/ shm
/ proc
[ dev/ pts
[ proc/sys/fs/binfm _msc
/ dev
[ medi a
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/ mt
/ proc
/ sys
/ mt / sanpl ei mage. i ng
/[ mt /i ng- mt
1+0 records in
1+0 records out
nke2fs 1.38 (30-Jun-2005)
war ni ng: 256 bl ocks unused.

Splitting /mt/sanpl ei mage. gz.crypt. ..
Creat ed sanpl ei mage. part. 00
Created sanpl ei mage. part. 01
Created sanpl ei mage. part. 02
Creat ed sanpl ei mage. part. 03

Created sanpl ei mage. part. 22
Created sanpl ei mage. part. 23
Generating digests for each part...
Di gests generat ed.

Creating bundle manifest...

Bundl e Vol une conpl et e.

This command may take several minutes to complete. Once the bundling process is complete, the
AMI, its associated manifest file, and image parts are in the / mt directory. You can confirm this using
the command in the following example.

#1s -1 /mt/sanpl ei mage. *
-rwr--r-- 1 root root 1611661312 Jun 20 10:12 /mt/sanpl ei mage. i mage

-rwr--r-- 1 root root 10485760 Jun 20 10:12 /mt/sanpl ei mage. part. 00
-rwr--r-- 1 root root 10485760 Jun 20 10:12 /mt/sanpl ei mage. part. 01
-rwr--r-- 1 root root 10485760 Jun 20 10:12 /mmt/sanpl ei mage. part. 02
-rwr--r-- 1 root root 10485760 Jun 20 10:12 /mt/sanpl ei mage. part. 03

-rwr--r-- 1 root root 10485760 Jun 20 10:12 /mmt/sanpl ei mage. part. 22
-rwr--r-- 1 root root 10485760 Jun 20 10:12 /mmt/sanpl ei mage. part. 23
-rwr--r-- 1 root root 2970 Jun 20 10:12 /mt/sanpl ei mage. mani f est

Uploading the AMI to Amazon S3

All AMIs are loaded from Amazon S3 storage. You need to upload the newly bundled AMI to an
existing account on Amazon S3 such as the one you created in Signing up for Amazon S3 (p. 9).

Amazon S3 stores data objects in buckets, which are similar in concept to directories. You'll need to
specify a bucket name in the following example as <your-s3-bucket>. Buckets have globally unique
names and are owned by unique users. If you have used S3 before, you can use any of your existing
buckets. The ec2-upload-bundle utility uploads the bundled AMI to a specified bucket. If the specified
bucket does not exist, it creates it. If the specified bucket belongs to another user ec2-upload-bundle
will fail, and must use a different name.

For this, you'll need your AWS Access Key ID (<aws-access-key-id>) and AWS Secret Access Key
(<aws-secret-access-key>). For information on how to find these keys, see Signing up for Amazon
S3 (p. 9).

The upload process can be quite lengthy, but Amazon EC2 provides continuous feedback until the
upload completes as shown in the following example.

# ec2-upl oad-bundl e -b <your-s3-bucket> -m/mt/sanpl ei mage. mani f est. xm -
a <aws-access-key-id> -s <aws-secret-access-key>
Encrypting bundl e nanifest...
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Conpl et ed encrypti on.

Upl oadi ng encrypted mani fest. ..

Upl oaded encrypted manifest to https://s3. amazonaws. conl <your - s3- bucket >/ mt/
sanpl ei mage. nani f est . xm

Upl oadi ng bundled AM parts to https://s3.anmazonaws. coni <your - s3- bucket >/
sanpl ei mage. ..

Upl oaded sanpl ei mage. part. 00 to https://s3. anmazonaws. com <your - s3- bucket >/
sanpl ei mage. part. 00.

Upl oaded sanpl ei mage. part. 01 to https://s3. anazonaws. con <your - s3- bucket >/
sanpl ei mage. part. 01.

Upl oaded sanpl ei mage. part. 02 to https://s3. anazonaws. com <your - s3- bucket >/
sanpl ei mage. part. 02.

Upl oaded sanpl ei mage. part. 03 to https://s3. anazonaws. com <your - s3- bucket >/
sanpl ei mage. part. 03.

Upl oaded sanpl ei mage. part.23 to https://s3. anazonaws. conm <your - s3- bucket >/
sanpl ei mage. part. 23.

Upl oaded sanpl ei mage. part.24 to https://s3. anazonaws. conm <your - s3- bucket >/
sanpl ei mage. part. 24.

Upl oad Bundl e conpl ete.

r Note

Bear in mind that once the bundle has been uploaded to Amazon S3, you will be charged for
the storage. You may remove the image from Amazon S3 as described in How to Remove
Your AMI from Amazon S3 (p. 44).

At this point your new image is ready to be registered and launched, and you can log out of your ssh
session.

Amazon S3 Bucket Naming Restrictions

To comply with Amazon S3 requirements, bucket names must:

¢ Contain lowercase letters, numbers, periods (.), underscores (_), and dashes (-)
« Start with a number or letter

¢ Be between 3 and 255 characters long

¢ Not be in an IP address style (e.g., "192.168.5.4")

To conform with DNS requirements, we recommend following these additional guidelines when
creating buckets:

« Bucket names should not contain underscores ()

¢ Bucket names should be between 3 and 63 characters long

¢ Bucket names should not end with a dash

¢ Bucket names cannot contain dashes next to periods (e.g., "my-.bucket.com" and "my.-bucket" are

invalid)
Registering the AMI
Your image must be registered with Amazon EC2, so we can locate it and run instances based on it.
r.2 Note

If you make any changes to the source image stored in Amazon S3, you must re-register the
image.
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To register the AMI you uploaded to Amazon S3

» Select the AMI in the AWS Management Console and click Register New AMI or execute the
following command:

PROVPT> ec2-regi ster <your-s3-bucket >/ sanpl ei mage. mani f est . xnm
| MAGE ami - 2bb65342

Amazon EC2 returns an AMI identifier (the value next to the | MAGE tag on the command line) that
can be used to run instances.

Running Instances

You can now run an instance of the modified AMI by specifying the image identifier you received when
you registered the image.

To run an instance

¢ Execute the following command, substituting the image identifier with that received in Registering the
AMI (p. 32):

PROVPT> ec2-run-instances am -5bae4b32

RESERVATI ON r-3d30c354 924417782495 def aul t

| NSTANCE i - 10a64379 ami - 5bae4b32 pending 0 ml.small 2007-07-11T16: 40: 44+0000
us- east - la

Amazon EC2 starts a single instance based on your newly created AMI and provides you with an
instance identifier, the value immediately to the right of the | NSTANCE tag, that can be used to
monitor the status of the running instance. For information on confirming the instance is up and
running, see How to Run an Instance (p. 26),

You now have your very own image starting up and getting ready. You can monitor its status until it's
ready and then connect to it with your web browser to confirm the changes you had made are actually
live. If you want to ssh in and take a look around, you can do so using the key pair you created in the
How to Connect to your Instance (p. 27). The keypair you launched that instance with was included

in your new AMI during the bundling process.

Congratulations

You have successfully built and deployed your very own AMI, and run instances based on it. This
custom AMI is private to your account. You can build as many custom AMIs as required and use them
to launch as many instances as you need.

With these simple building blocks and the other public AMIs made available by Amazon and third
parties, you're well positioned to realize the full benefits of Amazon EC2.

It Note

AMIs published by third parties should be launched with caution. Amazon does not vet public
AMls. We recommend checking the forums for community feedback on a public AMI before
launching it, and taking necessary precautions after launching it.

For brief information about major Amazon EC2 features that you might want to use, see Where Do |
Go from Here? (p. 45). For information about Amazon EC2 command line tools, go to the Amazon
Elastic Compute Cloud Command Line Reference. For more information about APIs, go to the Amazon
Elastic Compute Cloud Developer Guide and Amazon Elastic Compute Cloud API Reference. For
general information, go to the Amazon Elastic Compute Cloud User Guide.
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e Note

Make sure to terminate any instances that you started because you are billed for their usage.
For more information, see Cleaning Up (p. 43).

Windows

This section describes how to launch and access Windows instances using the command line tools.
For information on how to launch an instance using the AWS Management Console, see Getting
Started with the Console (p. 11).

I Note

This guide describes how to launch and access Windows instances using the Amazon EC2
command line tools. To launch Windows instances using a GUI, we recommend downloading
the latest Elasticfox Firefox extension.

Running a Windows Instance

Topics
« Before We Begin (p. 34)
¢ How to Find a Suitable AMI (p. 35)
¢ How to Generate an SSH Key Pair (p. 35)
¢ How to Run the Instance (p. 37)
¢ How to Get the Administrator Password (p. 38)
¢ How to Authorize Network Access (p. 38)
¢ Connecting to the Instance (p. 39)
¢ Loading Software and Making Changes (p. 39)
¢ Congratulations (p. 40)

This section describes how to run an instance that uses Windows.
Before We Begin

Before running an instance, verify the requirements in the following table.
Verification Process

1 Ensure you have a version 1.5.0 compatible Java Runtime installation, and that the
JAVA_HOVE environment variable has been correctly set. If not, see The Java Runtime
Environment (p. 19).

2 Ensure you have an active Amazon Web Services Account, and that you've signed up for
both Amazon S3 and Amazon EC2. If not, see Setting up an Account (p. 8).

3 Ensure that you have created a directory called . ec2 in your home directory for Linux/
UNIX or a directory without spaces in Windows (e.g., C:\EC2), that contains your X.509
certificate and private key, and that they're named correctly. If not, see Prerequisites (p.
18).

4 Ensure that the EC2_HOVE environment variable has been correctly set. If not, see How
to Tell the Tools Where They Live (p. 20).
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5 Ensure that the EC2_CERT and EC2_PRI VATE_KEY environment variables have been
correctly set. If not, see How to Tell the Tools Who You Are (p. 21).

Once these are correct, you are ready to launch your first instance.

How to Find a Suitable AMI
This section describes how to find an AMI to use for this exercise.
To find a suitable AMI

1. Use the ec2-describe-images command.

C:\> ec2-describe-images -0 self -0 amazon | findstr /i w ndows

I MAGE ani -e3698d8a ec2- publ i c- wi ndows-i nages/ Ser ver 2003r 2-i 386- W n-

v1. 02. mani f est. xm amazon avail able public i 386
machi ne wi ndows

| MAGE  anmi - e5698d8c ec2- publ i c- wi ndows- i nages/ Ser ver 2003r 2-i 386-

W nAut h-v1. 02. mani f est . xmi amazon avail able public i 386

machi ne wi ndows

| MAGE ani - ed698d84 ec2- publ i c- wi ndows- i nages/ Ser ver 2003r 2- x86_64- W n-

v1. 02. mani f est. xm amazon avail able public x86_64
machi ne wi ndows

| MAGE  ani - ec698d85 ec2- publ i c- wi ndows- i nages/ Ser ver 2003r 2- x86_64-

W nAut h-v1. 02. mani f est . xmi amazon avail able public
x86_64 nmachine wi ndows

| MAGE  armi - e4698d8d ec2- publ i c- wi ndows- i nages/ Sql Svr Exp2003r 2-i 386-

W n-v1. 02. mani f est. xm amazon avail able public i 386
machi ne wi ndows

The command lists your Windows AMIs and Amazon's public Windows AMIs. The output might not
exactly match the preceding example.

2. Look for the 32-bit Windows Anonymous AMI and note the corresponding value in the second
column.

This is the AMI ID you need. In this example, it is am - e3698d8a.

How to Generate an SSH Key Pair

Amazon EC2 uses the SSH key pair to enable you to securely get your Windows password. Every key
pair you generate requires a name. Be sure to choose a name that is easy to remember.

To generate a key pair using gsg- keypai r

1. Enter the following information.
PROVWPT> ec2- add- keypair gsg-keypair
Amazon EC2 returns a key pair, similar to the key pair in the following example.

KEYPAI R gsg- keypai r
1f: 51: ae: 28: bf : 89: €9: d8: 1f : 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f
----- BEG N RSA PRI VATE KEY-----
M | EoQ BAAKCAQBULFg5uj Hrt nlj nut SuoCB8Xe56L1 T+HWBv/ xkaa39Est M3/
aFxXTHgEl Q JLChp
HungX@9VTc8r c1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc PoKCOVUR
+j x71Sg
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5AUS2EQF anl n3Z@8l FWEdp5a3q4Dhj G UKToHVbi cL5E+g45zf B95wW yywWZf eW

UUF3LpGZyq/

ebl U qlgThHkLbCC2r 7RTn8vpQNp47BGVYG GSBMpTRP5hnbzzugqj 3i t ki LH U39S2sJCJ0Tr IJx5
i 8BygR4s3nHKBj 8l

+ePQxGLk GbF6R4y g6s ECiXn17 MRQVXODNHZb AgMBAAECGQEAY1t si Usl wDl 5

91CXi r kYGuVF LyLf | Xenxf | 50mDFns/ nmunrql oHO7t r Oor i HDRSK7wW\MVE Y/

YY5YkcXNo7mv UVD1pM

ZNUJs7r wOgZRTr f 7Lyl aJ58kCcyaj w8 Ts C4e4LPbFaHWS1d6K8r Xh6406WgWASr sB61 Cnr 1kGQ 7
3wcf gt 5ecl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/

nci FUSA

SWE4dMor pb9FNSI cf 9dcLxVMZ/ 6KxgJINf Zc9XWe Uw77Jg8x92Zd0f VhHOux51 ZC

+UWv SKWB4dyf cl

t EBC3p9bbU9VGY YS5VLCAI | b4qQKBgQDLI O24GXr | kswiF32Yt BBMUVgLGOMIIh9H O9nKAc2nB8CmL
j UESI pzRj Tedc9l 2qi | MJTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xVWOMCOdt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/

a5XXk5j wKBgQCKkpHi 2El Sh1uRkhx! j yWC

i DG K6JBRsM/pLbcOv5dKwP5al o1f miR5PJaV2qvZS) 5CYNpMAy 1/ EDNTY50SI JU
+0KFnQbyhsbm

r dLNLDL4+TcnT7¢c62/ aHOlohYaf / VChbRht LI Bf qGoQc7+sAc8vnKkesnF7CqCEKDy F/

dhr xYdQKB

gC0i ZzzNAapayz1+JcVTWwEi d6j 9JgNXbBc+Z2YwWM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/

Yt GBVAC

DQbsz7LcY1HgXi HKYNWAV XgwnwO

+0i Chj xVEkSdsTTI f nK4VSCvU9BxDbQHj di NDIbL60oar 92UN7V

r BYvChJZF7LvUHAYNVpHA0GAbZ2 X7 Xvoe EO+uZ58/

BGKO GHByHBDi Xt zWhdJr 15HTY] xK7OgTZm

gK+8zp4L9l bvLGDMICBVT t 32XPEWIVI 8t wCz FH+CsW.QADZMZKSs Bas OZ/ h1FwhdMgCMVeY

+Q zd4

JZKj TSu3i 7vhvx6RzdSedXEMNTZWN4ql | x3kR5aHcuk CgYAST

+Zr vmlFOseQPbLknn7EqhXI j BaT

P8TTVW 6bdPi 23ExzxZn7KOdr f cl YRph1LHVPpAONV/ x2xALI f 91UB

+v50hyloDoasL0Ogi j 1houRe

2ERKKdwz 0ZL9SW)6VTdhr / 5G994CK72f y5Why ERb D] Ul dHaK3MB49JJuf 8¢ Sr vSh4g==

----- END RSA PRI VATE KEY- - - - -

The private key returned must be saved to a local file so that you can use it later.

. Create afile named i d_r sa- gsg- keypai r and paste the entire key generated in step 1, including
the following lines.

. Confirm that the file contents looks similar to the following and save the file.

You can save the file in any directory, but if you do not put it in your current directory, you should
specify the full path when using commands that require the key pair.

----- BEG N RSA PRI VATE KEY-----
M | EoQ BAAKCAQBULFg5uj Hrt nlj nut SuoCBXe56L1 T+HWBV/ xkaa39Est M3/
aFxTHgEl Q JLChp
HungX@9VTc8r ¢ 1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR
+j x71Sg
5AUS2EQF anl n3Z@Bl FWEdp5a3g4Dhj A UKToHVbi cL5E+g45zf BO5W yywWZf eW
UUF3LpGZyq/
ebl U qlgTbhHKLbCC2r 7RTn8vpQWHp47BGVYG GSBMpTRP5hnbzzuqj 3i t ki LH U39S2sJCJ0Tr Jx5
i 8BygR4s3nHKBj 8l
+ePQxGLk GbF6R4y g6s ECiXn17 MRQVXODNHZb AgMBAAECGQEAY1t si Usl wDl 5
91CXi r kYGuVF LyLf | Xenxf | 50mDFns/ numrql oHO7t r Oor i HDRSK7wW\MVE Y/
YY5YkcXNo7myUVD1pM
ZNUJs7r wWogZRTr f 7Lyl aJ58kCcyaj w8TsCAe4LPbFaHWS1d6K8r Xn6406WJWISr sB61 Cnr 1kGQ 7
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3wcf gt 5ecl u4TZf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRCCSi g +4/
nci FUSA

SWB4dMor pb9FNSI cf 9dcLxVM7/ 6KxgJNf Zc9XW Uw7 7Jg8x922d0f VhHOux51 ZC

+Uv SK\B4dyf cl

t EBC3p9bbU9VGY Y5VLCAI | b4gQKBgQDLIi OR4GXr | kswF32Yt BBMUVgLGOWMISh9H O9nKAc 2n8Cril
j UESI pzRj Tedc9l 2qi | MJTwt gnw42auSCzbUe YMURPt Dgy Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xWOMCOdt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/

a5XXk5j wKBgQCKkpHi 2El Sh1uRkhx! j yWC

i DCi K6JBRsM/pLbcOv5dkwP5al o1f ndR5PJaV2qvZS) 5CYNpMAy 1/ EDNTY50SI JU
+0KFnQbyhsbm

r dLNLDL4+TcnT7¢62/ aHOlohYaf / VChbRht LI Bf qGoQc7+sAc8vnKkesnF7CqCEKDy F/

dhr xYdQKB

gC0i ZzzNAapayz1+JcVTWwEi d6j 9JgNXbBc+Z2YwWM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/
Yt GBVAC

DQbsz7LcY1HgXi HKYNVWAV XgwnwO

+0i Chj xVEkSdsTTI f nK4VSCvU9BxDbQHj di NDIbL60oar 92UN7V

r BYvChJZF7LvUHAYNVpHA0GAbZ2 X7 Xvoe EO+uZ58/

BGKO GHByHBDi Xt zWnhdJr 15HTYj xK7OgTZm

gK+8zp4L9l bvLGDMIOBVT t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMgCMeY
+Q zd4

JZKj TSu3i 7vhvx6RzdSedXEMNTZWN4ql | x3kR5aHcuk CgYAST

+Zr vmlFOseQPbLknn7EqhXI j BaT

P8TTVW 6bdPi 23ExzxZn7KOdr f ¢l YRph1LHVPpAONV/ x2xALI f 91UB

+v50hyloDoasL0Ogi j 1houRe

2ERKKdwz 0ZL9SW)6VTdhr / 5394 CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSh4g==
----- END RSA PRI VATE KEY- - - - -

How to Run the Instance
You are now ready to launch an instance of the AMI that you previously selected.

To launch an instance
1. Start the launch by entering the following command:
PROVWPT> ec2-run-instances <anm _i d> -k <keypai r-nane>

The <ami _i d> is the AMI ID you selected earlier and <keypai r - nane> is the name of the key
pair. The command returns the AMI instance ID, a unique identifier for each launched instance.
You use the instance ID to manipulate the instance. This includes viewing the status of the
instance, terminating the instance, and so on.

Launching the instance takes a few minutes.

2. View the progress of the instance by entering the following command:
PROWPT> ec2-describe-instances <instance_id>

The <i nst ance_i d> is the ID of the instance.

When the status field displays "running," the instance was created and is booting. However, the
instance might not be immediately accessible over the network. Make sure to use the appropriate
DNS name provided by the ec2- descri be-i nst ances command.

& Important

Once you launch an instance, AWS bills you for all usage, including hourly CPU time. Make
sure to terminate any instances that you do not want to leave running. For information on
Amazon EC2 pricing, go to the Amazon EC2 home page.
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Example
The following example launches an instance of ami-2bb65342.

PROVPT> ec2-run-instances am -2bb65342 -k gsg- keypair

RESERVATI ON r-302dc059 416161254515 def aul t
I NSTANCE i -eb977f 82 am - 2bb65342 pendi ng gsg-
keypai r 0 ml. smal | 2007-10- 16T07: 56: 20+0000 us-east-1la

The following shows the status of the launch:

PROVPT> ec2-descri be-instances i-eb977f82

RESERVATI ON r-302dc059 416161254515 def aul t

I NSTANCE i -eb977f 82 am - 2bb65342
ec2-72-44-40- 222. conput e- 1. amazonaws. com 10- 251- 50- 83. ec2. i nt er nal
runni ng gsg- keypair 0 ni. smal | 2007-10- 16T07: 56: 20+0000 us-

east-la w ndows

When the instance state in the field just before the key pair name reads "running" the instance started
booting. However, there might be a short time before it is accessible over the network. The first DNS
name is your instance's external DNS name, i.e. the one that can be used to contact it from the
Internet. The second DNS name is your instance's local DNS name, and is only contactable by other
instances within the Amazon EC2 network. The DNS names of your instances are different than those
shown in the preceding example and you should use yours instead. The examples in this guide use the
public DNS name.

How to Get the Administrator Password

After launching an instance, get its administrator password. This command returns the original
password assigned by Amazon EC2.

Ir 2 Note

If you change the administrator password, this command does not retrieve the new password.
Before you rebundle an AMI, you can change its administrator password. The new password is

the administrator password for all instances launched from this AMI.
To get the administrator password

¢ Enter the following command:

PROWPT> ec2-get-password -k gsg-keypair instance_id

where gsg- keypai r is the name of the file where you saved the private portion of the key pair you
created and i nst ance_i d is the ID of the instance.

Amazon EC2 returns the Windows password.
Example
The following example gets the Windows password for instance i-eb977f82.

PROVPT> ec2-get-password -k id_rsa-gsg-keypair i-eb977f82
Q 89f dS1w

How to Authorize Network Access

To reach a running instance from the Internet, you must enable access for Remote Desktop on port
3389.
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To enable Remote Desktop on port 3389

1.

Get the public IP address of your local machine by going to a search engine, entering "what is my IP
address," and using one of the provided services.

2. Authorize the security group to allow Remote Desktop access:

PROVPT> ec2-authorize default -p 3389 -s your i p_address/ 32
PERM SSI ON default ALLOAS tcp 3389 3389 FROM Cl DR
your _i p_address/ 32

Connecting to the Instance

After you start an instance, you can log in and modify it according to your requirements.

To connect to your instance

1.

Retrieve the FQDN of your instance.
This example uses retrieves the FQDN of the i - aeObf Oc7 instance.

PROVPT> ec2-describe-instances i-ae0bf0c7
RESERVATI ON  r-7430c31d 924417782495 default
I NSTANCE i-aeObf0Oc7 am -2bb65342
ec2-67-202-7-236. conput e- 1. amazonaws. com i p- 10- 251-31-162. ec2. i nt er nal
running gsg-keypair 0 nil.small 2008-03-21T16: 19: 25+0000 us-east-1a
wi ndows

In this example, the FQDN is ec2- 67- 202- 7- 236. conput e- 1. amazonaws. com

. Click Start, point to Programs, point to Accessories, point to Communications, and click Remote

Desktop Connection.
The Remote Desktop Connection dialog box appears.

. Enter the FQDN in the Computer field and click Connect.

The Remote Desktop Connection client connects to the instance.

. Enter "administrator" as the user name and the instance password. For information about getting the

administrator password, see How to Get the Administrator Password (p. 38). .

You now have complete control over the instance. You can add, remove, modify, or upgrade packages
and files to suit your needs.

& Important

We recommend you exercise extreme care when you change some of the basic Amazon EC2
configuration settings. Otherwise, the AMI might become unbootable or inaccessible from the
network once running.

Note

If you plan to allow other users to remotely access the instance, you must add them to the
Remote Desktop Users group.

Loading Software and Making Changes

Now that you are logged into the Windows instance, you can load software and make changes as you
would with any Windows server. When your changes are finished, you can bundle them as a new AMI
and launch an identical copy at any time.

API Version 2009-04-04
39



Amazon Elastic Compute Cloud Getting Started Guide
Windows

e Note

By default, Amazon EC2 instances running Windows do not have Automatic Updates
enabled.

Congratulations

You've set up the tools and used them to run an instance based on a public AMI. You have learned
enough to successfully use Amazon EC2 to run as many Windows instances as you wish. You can run
instances based on any of the public AMIs by following this process.

The next section builds on this success by having you bundle the running instance and register it
as your own AMI. If you want to stop now, be sure to terminate any instances you have started as
described in How to Terminate Your Instances (p. 43).

Bundling an AMI

Topics
¢ Monitoring a Bundled AMI (p. 41)
¢ Registering the AMI (p. 41)
¢ Running Instances (p. 42)
¢ Congratulations (p. 42)

Bundling your own AMiIs allows you to make the most of Amazon EC2. Your AMIs become the basic
unit of deployment which allow you to rapidly boot new custom instances as you need them.

All AMIs are loaded from Amazon S3 storage. You need to upload the newly bundled AMI to an
existing account, such as the one you created in Signing up for Amazon S3 (p. 9).

Amazon S3 stores data objects in buckets, which are similar in concept to directories. You'll need to
specify a bucket name in the following example as <your-s3-bucket>. Buckets have globally unique
names and are owned by unique users. If you have used S3 before, you can use any of your existing
buckets or just give ec2-bundle-instance any name that makes sense to you. The ec2-bundle-
instance utility uploads the bundled AMI to a specified bucket. If the specified bucket does not exist, it
creates it. If the specified bucket belongs to another user, the ec2-bundle-instance fails and you must
use a different name.

For this, you'll need your AWS Access Key ID (<aws-access-key-id>) and AWS Secret Access Key

(<aws-secret-access-key>). For information on how to find these keys, see Signing up for Amazon
S3 (p. 9).

@ Caution

Make sure to save your work before bundling. During bundling, Amazon EC2 shuts down the
instance and disconnects any remote connection.

. Note

During bundling, only the root store (C:\) is bundled. Data on other instance stores is not
preserved.

To bundle an AMI

1. Log in to the Windows instance and make any desired changes.
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. Note

We highly recommend changing the password of the AMI. If you choose to use the
password that Amazon EC2 provided, write it down so you can access instances launched
from this AMI. You cannot get the password of new instances using the ec2- get -
password command.

2. If you want to reduce your startup time, delete any temporary files on your instance using the Disk
Cleanup tool, defragment your system using Disk Defragmenter, and zero out free space using
sdelete -c C\.

£ Note

The sdel et e utility is available from the sdelete Download Page or the Microsoft Web Site.
3. On the host where you installed the API tools, enter the following command:

PROVWPT> ec2- bundl e-i nstance <instance_id> -b <bucket _name> -p <bundl e_nane>
-0 <access_key_id> -w <secret_access_key>

The <i nst ance_i d> is the name of the instance, <bucket _nane> is the name of the bucket in
which to store the AMI, and <bundl e_nane> is the common name for the files to store in Amazon
S3.

Amazon EC2 shuts down the instance, saves it as an AMI so you can launch at any time in the
future, and restarts it.

Example
PROVWPT> ec2-bundl e-i nstance i-eb977f82 -b nybucket -p nyinage -
0 AKI ADQKE4SARGYLE -w eW1dHVi ZS5j b20vd2F0Y2g/ dj 1SUSNKMTI ze TNKSQ==

BUNDLE bun-e3a4418a i -eb977f 82 nmybucket nyi mage
2008- 10- 02T09: 31: 44+0000 2008-10-02T09: 31: 44+0000 bundl i ng

Monitoring a Bundled AMI

Before launching an AMI, you must wait for the bundling to complete and then register it. The bundling
task moves from the "pending" state, to the "bundling" state, to the "storing" state, and finally to the
"complete" state.

To view the status
 Enter the following command:
# ec2-descri be-bundl e-t asks
Amazon EC2 returns output similar to the following:
BUNDLE bun-55a5403c i -e3d97c8a nybucket wi nam conpl ete
2008- 08- 28T00: 59: 13+0000 2008- 08- 28T01: 34: 30+0000
Registering the AMI
You must register your AMI, so Amazon EC2 can locate it and run instances based on it.
It 2 Note

If you make any changes to the source image stored in Amazon S3, you must re-register the
image.
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To register the AMI

« Execute the following command:

PROVPT> ec2-regi ster <your-s3-bucket >/ sanpl ei nage. mani f est . xnm
| MAGE ami - 2bb65342

Amazon EC2 returns an AMI identifier, the value next to the | MAGE tag (ami - 2bb65342 in the
example) that you can use to run instances.

Running Instances

You can now run an instance of the modified AMI by specifying the image identifier you received when
you registered the image.

To run an instance

1. Enter the following command:
PROWPT> ec2-run-instances <am _id> -k <keypair-nanme>

The <ami _i d> is the AMI ID of your newly created AMI and <keypai r - nane> is the name of
your key pair. The command returns the AMI instance ID, a unique identifier for each launched
instance. You use the instance ID to manipulate the instance. This includes viewing the status of
the instance, terminating the instance, and so on.

Launching the instance takes a few minutes.
2. View the progress of the instance by entering the following command:

PROMPT> ec2-describe-instances <instance_ id>

The <i nst ance_i d> is the ID of the instance.

When the status field displays "running," the instance was created and is booting. However, the
instance might not be immediately accessible over the network. Make sure to use the appropriate
DNS name provided by the ec2- descri be-i nst ances command.

Important

-

Once you launch an instance, AWS bills you for all usage, including hourly CPU time. Make
sure to terminate any instances that you do not want to leave running. For information on
Amazon EC2 pricing, go to the Amazon EC2 home page.

Your instance is starting and getting ready. You can monitor its status until it's ready and then connect
to it to confirm the changes you had made are active.

Congratulations

You have successfully built and deployed an AMI, and run instances based on it. This custom AMI is
private to your account. You can build as many custom AMIs as required and use them to launch as
many instances as you need.

With these simple building blocks and the other public AMIs made available by Amazon and third
parties, you're well positioned to realize the full benefits of Amazon EC2.

r Note

AMIs published by third parties should be launched with caution. Amazon does not vet public
AMls. We recommend that you check the forums for community feedback on a public AMI
before you launch it, and take necessary precautions after you launch it.
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For brief information about major Amazon EC2 features that you might want to use, see Where Do |
Go from Here? (p. 45). For information about Amazon EC2 command line tools, go to the Amazon
Elastic Compute Cloud Command Line Reference. For more information about APIs, go to the Amazon
Elastic Compute Cloud Developer Guide and Amazon Elastic Compute Cloud API Reference. For
general information, go to the Amazon Elastic Compute Cloud User Guide.

Cleaning Up

Topics
¢ How to Terminate Your Instances (p. 43)
¢ How to Deregister Your AMI (p. 44)
¢ How to Remove Your AMI from Amazon S3 (p. 44)
¢ You're Finished! (p. 44)
¢ Please Give Us Your Feedback (p. 44)

You are charged for running instances and for AMIs that are stored on Amazon S3. This section
describes how to terminate your instances, deregister AMIs, and remove AMIs from Amazon S3.

How to Terminate Your Instances

As soon as your instance starts to boot, you are billed for the resources it consumes. Once you have
decided that you no longer require its services, you can terminate an instance using the instance
identifier you received in How to Run an Instance (p. 26).

i Note

You cannot recover a terminated instance. However, you can launch additional instances of an
AMI.

To terminate an instance

¢ Execute the following command:

PROVPT> ec2-term nate-instances i-10a64379
| NSTANCE i - 10a64379 runni ng shutti ng-down

It takes a few minutes for the instance to terminate because Amazon EC2 needs to clean-up your
data. For information on checking the status of your instance, see How to Run an Instance (p. 26)

» Tip
For Linux and UNIX, you can also terminate your instances by logging onto the instances with
your ssh tool and running the "shutdown -h" command. Don't forget the "-h", otherwise you put
your instance into single user mode, which is quite useless.

# [ sbin/shutdown -h now

For Windows, you can also terminate your instances by selecting Shutdown from the Start
menu or by entering the following from the command line:

C:\> shutdowmn /s /t O
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How to Deregister Your AMI

If you no longer need your AMI you should deregister it from Amazon EC2.

For this task you'll need your AWS Access Key ID (<aws-access-key-id>) and AWS Secret Access
Key (<aws-secret-access-key>). For more information on how to find these keys, see Signing up for
Amazon S3 (p. 9).

To deregister an AMI

« Execute the following command:

PROVPT> ec2-deregister am -2bb65342
| MAGE ami - 2bb65342

How to Remove Your AMI from Amazon S3

You can delete your deregistered AMIs from Amazon S3. If you don't, Amazon S3 continues to charge
you for the space you are using.

The AMI tools contain a command to delete your image. You can get these from the resource center or
they are installed on the instance from which you created the image.

To delete your AMI
¢ Execute the following command:

PROVPT> ec2-del ete-bundl e -b <your-s3-bucket> -p sanpl ei nage -a <aws-access-
key-id> -s <aws-secret-access-key>

Del eting AM bundl e parts from https://s3. amazonaws. coni <your - s3- bucket >. ..
Del et ed sanpl ei mage. part. 00.

Del et ed sanpl ei nage. part. 01.

Del et ed sanpl ei nage. part. 02.

Del et ed sanpl ei mage. part. 03.

Del et ed sanpl ei nage. part. 23.

Del et ed sanpl ei nage. part. 24.
Del ete Bundl e conpl ete.

It Note

If you are unable to run the AMI tools, you can use any Amazon S3 utility to delete AMls.

You're Finished!

Congratulations! You successfully launched, accessed, and terminated an instance. For information on
major Amazon EC2 features that were not covered in this guide and how to continue, see Where Do |
Go from Here? (p. 45).

Please Give Us Your Feedback

Your input is important to us to help make our documentation helpful and easy to use. Please take a
minute to give us your feedback on how well we were able to help you get started with Amazon EC2.
Just click this Feedback Link link. Thank you.
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Where Do | Go from Here?

This guide describes how to use basic features of Amazon EC2. The following describes common
customer requirements and a description of where to go for more information.

The AMIs that you provide don't meet my needs

One of the first tasks that you will want to do after completing this tutorial is to create one or more
custom AMiIs. You can make changes to Amazon or public AMIs and modify them as needed. For
more information, refer to the AMIs and instances sections of the Amazon Elastic Compute Cloud User
Guide or Amazon Elastic Compute Cloud Developer Guide.

The AMI | launched during this tutorial is too small

To meet the needs of different organizations and applications, Amazon EC2 instances are available
in different sizes and CPU/Memory configurations. For more information, refer to the Instance Types
section of the Amazon Elastic Compute Cloud User Guide or Amazon Elastic Compute Cloud
Developer Guide.

| need static IP Addresses

Amazon EC2 provides elastic IP addresses that can be dynamically remapped to different Amazon
EC2 instances. For more information, refer to the Instance Addressing sections of the Amazon Elastic
Compute Cloud User Guide or Amazon Elastic Compute Cloud Developer Guide.

I am concerned about keeping others from accessing my instances, both inside and outside the
Amazon network

In addition to the default security group, you can create other security groups to meet your security
requirements. For more information, refer to the Network Security sections of the Amazon Elastic
Compute Cloud User Guide or Amazon Elastic Compute Cloud Developer Guide.

I want to know more about support for Windows

For more information on running Windows instances, refer to the Windows sections of the Amazon
Elastic Compute Cloud User Guide or Amazon Elastic Compute Cloud Developer Guide.

| want to build a geographically dispersed, fault tolerant architecture on Amazon EC2

Amazon EC2 enables you to place instances in different geographic regions and isolate instances
within those regions using Availability Zones. This provides geographic flexibility and affordable fault
tolerance. For more information, refer to the Regions and Availability Zones sections of the Amazon
Elastic Compute Cloud User Guide or Amazon Elastic Compute Cloud Developer Guide.
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I will be running a set of full time or nearly full time instances and want to bring down my costs

Amazon EC2 supports an additional pricing option, which enables you to make a low one-time
payment for each instance to reserve and receive a significant discount on the hourly usage charge for
that instance. For more information, refer to the Reserved Instances sections of the Amazon Elastic
Compute Cloud User Guide or Amazon Elastic Compute Cloud Developer Guide.

I need more space than is provided on the instance store, | need a permanent storage solution, or my
AMI is too big to be bundled

Amazon Elastic Block Store (Amazon EBS) enables you to create volumes that can be mounted as
block devices by Amazon EC2 instances. Amazon EBS volumes behave like raw unformatted external
block devices and they persist past the life of an Amazon EC2 instance. For more information, refer

to the Amazon EBS sections of the Amazon Elastic Compute Cloud User Guide or Amazon Elastic
Compute Cloud Developer Guide.

| want a solution for monitoring my instances

Amazon CloudWatch is a monitoring service for Amazon EC2 that is designed to gather, aggregate,
store, and retrieve metrics. For more information, see Amazon CloudWatch Developer Guide.

| want a solution for load balancing requests to my instances

Elastic Load Balancing offers the ability to evenly spread requests across your running Amazon EC2
instances. For more information, see Elastic Load Balancing Developer Guide.

| want to automatically scale up and down the number of instaces that | use

Auto Scaling enables you to automatically increase or decrease the number of running Amazon EC2
instances in response to your web application’s usage and the configuration you define. For more
information, see Amazon Auto Scaling Developer Guide.
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Appendix: PuTTY

Topics
¢ Introduction (p. 47)
¢ Private Key Format (p. 47)
¢ SSH with PUTTY (p. 48)
e SCP with PuTTY (p. 50)

Introduction

r Note
This section is for Windows users using PuTTY. If you are using another operating system or

SSH client, you can skip this section.

PUTTY is a free SSH client for Windows. Other tools that form part of the PUTTY suite are PuTTYgen,
a key generation program, and pscp, a secure copy command line tool. This guide outlines the
additional steps required to use PuTTY with Amazon EC2.

I Note

The different PUTTY tools are separate applications and may require multiple downloads.

Private Key Format

PuUTTY does not natively support the private key format generated by Amazon EC2. Fortunately,
PUTTY has a tool called PuTTYgen, which can convert keys to its internal format.

r Note

You should have generated a private key as described in Running a Linux/UNIX Instance (p.
22) and saved the key to a file named something like i d_r sa- gsg- keypai r.
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To configure PUTTY

1. Launch PuTTYgen and load i d_r sa- gsg- keypai r . PuTTYgen should pop up the following

message.
PuTTYgen Motice x|
. SuccessFully imported Foreign kew
\_l/i {OpensSH S5H-2 private key),
To use this key with PUTTY, vou need to
use the "Save private key" command to
save it in PUTTY's own Format,
it Note

The private key file must end with a newline character or PuTTYgen cannot load it correctly.

2. PuTTYgen displays a lot of information regarding the key that has been loaded, such as the public
key, the key passphrase, the type and the number of bits in the generated key. The keys generated
by Amazon EC2 are 1024 bit SSH-2 RSA keys. They are also passphraseless. A passphrase
on a private key is an extra layer of protection, so even if your private key is discovered it will not
be usable without the passphrase. The downside is that it makes automation harder as human
intervention is needed to log on to an instance, or copy files to an instance.

PuTTYgen ¥Yarning ﬂ

'E fre wou sure you want to save this key
Ld

without a passphrase to protect it?

3. Save the key in PuTTY's format. You can either select Save from the File menu or click Save
private key. Save the key as id_rsa-gsg-keypair.ppk. When PuTTYgen prompts you to save the key
without a passphrase, click Yes.

The file can be used with PUTTY to connect to your Amazon EC2 host as described in the next
section.

SSH with PUTTY

This section assumes that you have converted an Amazon EC2 generated private key file to a PuTTY
private key file and have successfully launched an instance.

To use SSH with PuTTY

1. Start PUTTY. A graphical configuration utility opens.
Click Connection, point to SSH, and select Authentication. The PUTTY Configuration dialog box
appears.
Click Browse, and select the PUTTY private key file you generated earlier. If you are following this
guide, the file is named id_rsa-gsg-keypair.ppk.
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2% PUTTY Configuration

el .4
Categony:
- Sessian = | Dptions contraling S5H authentication
o T:"" L.Dglglng — Authentication methods
=|- T erminal
.. Keyhoard [ Attempt TIS ar CreptaCard auth [35H-1]
- Bell ¥ atternpt "keyboard-interactive’ auth [S5H-2)
W Zeatures — Authentication pararmeters
= __I_hﬂzb;earance [ Allow agent forwarding
. Behaviour [ &llow attempted changes of uzemame in S5H-2
. Tranzlation Private key file for authentication:
- Selection Ic:‘\ke_l,ls\id_rsa-gsg-keypair.ppk Browse. . |
- Colours
[=]- Connection
- Data
- Progy
- Telnet
- Rlogin
=1 55H
i K
Sl
i Tunnels LI
About | Help | Open I LCancel
2. Under Session, enter r oot @ost nane or r oot @ p_addr ess. Click Open to connect
Amazon EC2 instance.
2% PUTTY Configuration 2lx|
Categony:
= | B azic optionz for your PUT TY geszion |
BT L.Dglglng — Specify your connection by hozst name or [P address
=|- Terminal
- Kevhoard Host Hame [or [P address) Port
- Bel [z16.182.226.72 |22
- Features Fratocal:
= Window " Baw £ Telnet € Rlogin  * 55H
- B ppEarance
Bzﬁaviuur  Load, zave or delete a stared session
.. Tranzlation Saved Sessions
- Selection
CDI':'_L"S Default Settings Load |
[=} Connection =
- Data o |
- Priowy
- Telnat Drelete |
- Rlogin
= 55H
Kex Cloze window on exit;
i;‘;h  Always ¢ MNever * Onlyon clean sxit
Tunnels ;l
About | Help | Open I LCancel

to your
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SCP with PUTTY

The use of pscp is nearly identical to scp.
To use pscp

1. Convert your private key to PuTTY's format. The command to copy the private key and X.509
certificate, as shown in Preparing for Bundling (p. 30), should look like the following example.

$ scp -i id_rsa-gsg-keypair pk-HKZYKTAl RECMXYl BH3HXV4ZBZ(B5CLO. pem cert -
HKZYKTAI G2ECMXYI BH3HXV4ZBZ(B5CLO. pem
root @c2- 72- 44- 33- 55. conput e- 1. amazonaws. com

2. To run the same command with pscp, using the private key in PUuTTY's format as generated in the
preceding section, the command should look like the following example.

C\> pscp -i id_rsa-gsg-keypair.ppk pk-
HKZYKTAI G2ECMXY| BH3HXV4ZBZ(B5CLO. pem cert -
HKZYKTAI G2ECMXYI BH3HXV4ZBZ(B5CLO. pem

root @c2- 72- 44- 33- 55. conput e- 1. amazonaws. com
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Document Conventions

This section lists the common typographical and symbol use conventions for AWS technical

publications.

Typographical Conventions

This section describes common typographical use conventions.

Convention

Call-outs

Code in text

Code blocks

Emphasis

Internal cross
references

Logical values,
constants, and regular
expressions, abstracta

Description/Example

A call-out is a number in the body text to give you a visual reference. The
reference point is for further discussion elsewhere.

You can use this resource regularly.ﬂ

Inline code samples (including XML) and commands are identified with a
special font.

You can use the command j ava - versi on.

Blocks of sample code are set apart from the body and marked
accordingly.

# 1s -1 [/var/ww htm/index. htm

-rwrwr-- 1 root root 1872 Jun 21 09:33 /var/ww html/
i ndex. ht i

# date

Wed Jun 21 09: 33:42 EDT 2006

Unusual or important words and phrases are marked with a special font.
You must sign up for an account before you can use the service.

References to a section in the same document are marked.
See Document Conventions (p. 51).

A special font is used for expressions that are important to identify, but are
not code.

If the value is nul | , the returned response will be f al se.
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Convention

Product and feature
names
Operations

Parameters

Response elements

Technical publication
references

User entered values

User interface controls
and labels

Variables

Description/Example

Named AWS products and features are identified on first use.
Create an Amazon Machine Image (AMI).

In-text references to operations.
Use the Get Hl TResponse operation.

In-text references to parameters.
The operation accepts the parameter Account | D.

In-text references to responses.

A container for one Col | ecti onPar ent and one or more
Col | ectionltens.

References to other AWS publications. If the reference is hyperlinked, it is
also underscored.

For detailed conceptual information, see the Amazon Mechanical Turk
Developer Guide.

A special font marks text that the user types.
At the password prompt, type MyPasswor d.

Denotes named items on the Ul for easy identification.
On the File menu, click Properties.

When you see this style, you must change the value of the content when
you copy the text of a sample to a command line.

% ec2-register <your - s3- bucket >/image.manifest
See also Symbol Conventions (p. 53).
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Symbol Conventions

This section describes the common use of symbols.

Convention

Mutually
exclusive
parameters

Optional
parameters
XML variable
text

Variables

Symbol

(Parentheses | and
| vertical | bars)

[square brackets]

<arrow brackets>

Description/Example

Within a code description, bar separators denote options from
which one must be chosen.

% data = hdfread (start | stride | edge)

Within a code description, square brackets denote completely
optional commands or parameters.

% sed [-n, -quiet]

Use square brackets in XML examples to differentiate them
from tags.

<Cust oner | d>[ | D] </ Cust oner | d>

Within a code sample, arrow brackets denote a variable that
must be replaced with a valid value.

% ec2-regi ster <your-s3-bucket>/image. nani f est
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