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Abstract

The Elliptic Curve Digital Signature Algorithm (ECDSA) is the elliptic curve
analogue of the Digital Signature Algorithm (DSA). It was accepted in 1999
as an ANSI standard, and was accepted in 2000 as IEEE and NIST
standards. It was also accepted in 1998 as an ISO standard, and is under
consideration for inclusion in some other ISO standards. Unlike the
ordinary discrete logarithm problem and the integer factorization problem,
no subexponential-time algorithm is known for the elliptic curve discrete
logarithm problem. For this reason, the strength-per-key-bit is substantially
greater in an algorithm that uses elliptic curves. This paper describes the
ANSI X9.62 ECDSA, and discusses related security, implementation, and
interoperability issues.



1 Intr oduction

The Digital Signature Algorithm (DSA) was specified in a U.S. Government Federal
Information Processing Standard (FIPS) called the Digital Signature Standard (DSS
[70]). Its security is based on the computational intractability of the discrete logarithm
problem (DLP) in prime-order subgroups of ���	 .
Elliptic curve cryptosystems (ECC) were invented by Neal Koblitz [49] and Victor
Miller [67] in 1985. They can be viewed as elliptic curve analogues of the older
discrete logarithm (DL) cryptosystems in which the subgroup of � �	 is replaced by
the group of points on an elliptic curve over a finite field. The mathematical basis for
the security of elliptic curve cryptosystems is the computational intractability of the
elliptic curve discrete logarithm problem (ECDLP).

Since the ECDLP appears to be significantly harder than the DLP, the strength-per-
key-bit is substantially greater in elliptic curve systems than in conventional discrete
logarithm systems. Thus, smaller parameters can be used in ECC than with DL sys-
tems but with equivalent levels of security. The advantages that can be gained from
smaller parameters include speed (faster computations) and smaller keys and certifi-
cates. These advantages are especially important in environments where processing
power, storage space, bandwidth, or power consumption is constrained.

The Elliptic Curve Digital Signature Algorithm (ECDSA) is the elliptic curve analogue
of the DSA. ECDSA was first proposed in 1992 by Scott Vanstone [108] in response
to NIST’s (National Institute of Standards and Technology) request for public com-
ments on their first proposal for DSS. It was accepted in 1998 as an ISO (Inter-
national Standards Organization) standard (ISO 14888-3), accepted in 1999 as an
ANSI (American National Standards Institute) standard (ANSI X9.62), and accepted
in 2000 as an IEEE (Institute of Electrical and Electronics Engineers) standard (IEEE
1363-2000) and a FIPS standard (FIPS 186-2). It is also under consideration for in-
clusion in some other ISO standards. In this paper, we describe the ANSI X9.62
ECDSA, present rationale for some of the design decisions, and discuss related se-
curity, implementation, and interoperability issues.

The remainder of this paper is organized as follows. In 
 2, we review digital sig-
nature schemes and the DSA. A brief tutorial on finite fields and elliptic curves is
provided in 
 3 and 
 4, respectively. In 
 5, methods for domain parameter generation
and validation are considered, while 
 6 discusses methods for key pair generation
and public key validation. The ECDSA signature and verification algorithms are pre-
sented in 
 7. The security of ECDSA is studied in 
 8. Finally, some implementation
and interoperability issues are considered in 
 9 and 
 10. �



2 Digital Signature Schemes

2.1 Backgr ound

Digital signature schemes are designed to provide the digital counterpart to hand-
written signatures (and more). A digital signature is a number dependent on some
secret known only to the signer (the signer’s private key), and, additionally, on the
contents of the message being signed. Signatures must be verifiable — if a dispute
arises as to whether an entity signed a document, an unbiased third party should be
able to resolve the matter equitably, without requiring access to the signer’s private
key. Disputes may arise when a signer tries to repudiate a signature it did create, or
when a forger makes a fraudulent claim.

This paper is concerned with asymmetric digital signatures schemes with appendix.
“Asymmetric” means that each entity selects a key pair consisting of a private key
and a related public key. The entity maintains the secrecy of the private key which it
uses for signing messages, and makes authentic copies of its public key available to
other entities which use it to verify signatures. “Appendix” means that a cryptographic
hash function is used to create a message digest of the message, and the signing
transformation is applied to the message digest rather than to the message itself.

SECURITY. Ideally, a digital signature scheme should be existentially unforgeable un-
der chosen-message attack. This notion of security was introduced by Goldwasser,
Micali and Rivest [33]. Informally, it asserts that an adversary who is able to obtain
entity � ’s signatures for any messages of its choice is unable to successfully forge� ’s signature on a single other message.

APPLICATIONS. Digital signature schemes can be used to provide the following ba-
sic cryptographic services: data integrity (the assurance that data has not been al-
tered by unauthorized or unknown means), data origin authentication (the assur-
ance that the source of data is as claimed), and non-repudiation (the assurance that
an entity cannot deny previous actions or commitments). Digital signature schemes
are commonly used as primitives in cryptographic protocols that provide other ser-
vices including entity authentication (e.g., FIPS 196 [72], ISO/IEC 9798-3 [40], and
Blake-Wilson and Menezes [10]), authenticated key transport (e.g., Blake-Wilson
and Menezes [10], ANSI X9.63 [4], and ISO/IEC 11770-3 [41]), and authenticated
key agreement (e.g., ISO/IEC 11770-3 [41], Diffie, van Oorschot and Wiener [21],
and Bellare, Canetti and Krawczyk [8]).

CLASSIFICATION. The digital signature schemes in use today can be classified ac-
cording to the hard underlying mathematical problem which provides the basis for
their security: 



1. Integer Factorization (IF) schemes, which base their security on the intractability
of the integer factorization problem. Examples of these include the RSA [85] and
Rabin [84] signature schemes.

2. Discrete Logarithm (DL) schemes, which base their security on the intractability
of the (ordinary) discrete logarithm problem in a finite field. Examples of these
include the ElGamal [23], Schnorr [90], DSA [70], and Nyberg-Rueppel [78, 79]
signature schemes.

3. Elliptic Curve (EC) schemes, which base their security on the intractability of the
elliptic curve discrete logarithm problem.

2.2 The Digital Signature Algorithm (DSA)

The DSA was proposed in August 1991 by the U.S. National Institute of Standards
and Technology (NIST) and was specified in a U.S. Government Federal Information
Processing Standard (FIPS 186 [70]) called the Digital Signature Standard (DSS).
The DSA can be viewed as a variant of the ElGamal signature scheme [23]. Its
security is based on the intractability of the discrete logarithm problem in prime-order
subgroups of � �	 .
DSA DOMAIN PARAMETER GENERATION. Domain parameters are generated for each
entity in a particular security domain. (See also the note below on secure generation
of parameters.)

1. Select a 160-bit prime � and a 1024-bit prime � with the property that ��������� .
2. (Select a generator � of the unique cyclic group of order � in � �	 .)

Select an element ����� �	 and compute ����� � 	"! �$#&%('*)�+-, � . (Repeat until �/.�0� .)
3. Domain parameters are � , � and � .

DSA KEY PAIR GENERATION. Each entity � in the domain with domain parameters1 �324�52(�-6 does the following:

1. Select a random or pseudorandom integer 7 such that �98:7;8:�<�:� .
2. Compute =��>�@? )�+5, � .
3. � ’s public key is = ; � ’s private key is 7 .

DSA SIGNATURE GENERATION. To sign a message A , � does the following:

1. Select a random or pseudorandom integer B , �C8>BD8:�<�:� .
2. Compute EF�>�5G )�+-, � and H9�IE )�+-, � . If HJ�IK then go to step 1.
3. Compute B ! �L)�+5, � .
4. Compute MN� SHA-1

1 A;6 .
5. Compute ON��B ! � � M*PQ7RH5� )�+-, � . If O<�IK then go to step 1.
6. � ’s signature for the message A is

1 HS2TO"6 . U



DSA SIGNATURE VERIFICATION To verify � ’s signature
1 HV2TOV6 on A , W obtains authen-

tic copies of � ’s domain parameters
1 �324�52(�-6 and public key = and does the following:

1. Verify that H and O are integers in the interval XY�"24�9�:��Z .
2. Compute MN� SHA-1

1 A;6 .
3. Compute [���O ! � )�+-, � .
4. Compute \ � ��M][ )�+-, � and \ � �^H"[ )�+-, � .
5. Compute EF�>�@_a`�=@_Sb )�+-, � and c��^E )�+-, � .
6. Accept the signature if and only if c��^H .
SECURITY ANALYSIS. Since H and O are each integers less than � , DSA signatures
are 320 bits in size. The security of the DSA relies on two distinct but related discrete
logarithm problems. One is the discrete logarithm problem in ���	 where the number
field sieve algorithm (see Gordon [35] and Schirokauer [89]) applies; this algorithm
has a subexponential running time. More precisely, the expected running time of the
algorithm is dfehgji-kle 1nm Ppo 1 �q6�6 1nrts �u6 �$%(v 1nrtswrts � 6 �4%(vhxux 2 1 �q6
where

mzy �"{}|a~a� , and
r&s*�

denotes the natural logarithm function. If � is a 1024-
bit prime, then the expression (1) represents an infeasible amount of computation;
thus the DSA using a 1024-bit prime � is currently not vulnerable to this attack. The
second discrete logarithm problem works to the base � in the subgroup of order � in� �	 : given � , � , � , and = , find 7 such that =��>�@? 1 )�+5, � 6 . For large � (e.g., 1024-bits),
the best algorithm known for this problem is Pollard’s rho method [83], and takes
about � � ���"~ 1 ~�6
steps. If � y ~ ����� , then the expression (2) represents an infeasible amount of compu-
tation; thus the DSA is not vulnerable to this attack. However, note that there are two
primary security parameters for DSA, the size of � and the size of � . Increasing one
without a corresponding increase in the other will not result in an effective increase
in security. Furthermore, an advance in algorithms for either one of the two discrete
logarithm problems could weaken DSA.

SECURE GENERATION OF PARAMETERS. In response to some criticisms received
on the first draft (see Rueppel et al. [86] and Smid and Branstad [99]), FIPS 186
specified a method for generating primes � and � “verifiably at random”. This fea-
ture prevents an entity (e.g., a central authority generating domain parameters to be
shared by a network of entities) from intentionally constructing “weak” primes � and� for which the discrete logarithm problem is relatively easy. For further discussion
of this issue, see Gordon [34]. FIPS 186 also specifies two methods, based on DES �



and SHA-1, for pseudorandomly generating private keys 7 and per-message secretsB . FIPS 186 mandates the use of these algorithms, or any other FIPS-approved
security methods.

3 Finite Fields

We provide a brief introduction to finite fields. For further information, see Chapter 3
of Koblitz [52], or the books by McEliece [61] and Lidl and Niederreitter [59].
A finite field consists of a finite set of elements � together with two binary operations
on � , called addition and multiplication, that satisfy certain arithmetic properties. The
order of a finite field is the number of elements in the field. There exists a finite field of
order � if and only if � is a prime power. If � is a prime power, then there is essentially
only one finite field of order � ; this field is denoted by � ' . There are, however, many
ways of representing the elements of � ' . Some representations may lead to more
efficient implementations of the field arithmetic in hardware or in software.
If �C���R� where � is a prime and A is a positive integer, then � is called the character-
istic of � ' and A is called the extension degree of � ' . Most standards which specify
the elliptic curve cryptographic techniques restrict the order of the underlying finite
field to be an odd prime ( �C��� ) or a power of 2 ( �C��~ � 6 . In 
 3.1, we describe the el-
ements and the operations of the finite field � 	 . In 
 3.2, elements and the operations
of the finite field � ��� are described, together with two methods for representing the
field elements: polynomial basis representations and normal basis representations.

3.1 The Finite Field � 	
Let � be a prime number. The finite field � 	 , called a prime field, is comprised of the
set of integers

� K-2]�"2T~52h{h{h{�2n���:�V� with the following arithmetic operations:�����3������������� If  ¡2T¢D�Q� 	 , then  £PI¢��¤H , where H is the remainder when  £P^¢ is
divided by � and K�8�H�8/���¥� . This is known as addition modulo � .�§¦p¨�©]���«ªR©���¬¡®��������� If  ¡2T¢C��� 	 , then  �¯S¢°�±O , where O is the remainder when  ²¯V¢
is divided by � and K�8¥O²8/���¥� . This is known as multiplication modulo � .��³T� ´¶µ®·�¸h�n�3��� If   is a non-zero element in � 	 , the inverse of   modulo � , denoted  ! � , is the unique integer

m �D� 	 for which  J¯ m �0� .
Example 1. (The finite field � ��v ) The elements of � ��v are

� K-2]�"2T~52h{h{h{¹2T~a~@� . Examples
of the arithmetic operations in � ��v are: (i) �]~ºPp~"K���| ; (ii) »N¯S|²��� ; and (iii) » ! � ��� .
3.2 The Finite Field � ���
The field � ��� , called a characteristic two finite field or a binary finite field, can be
viewed as a vector space of dimension A over the field � � which consists of the two ¼



elements K and � . That is, there exist A elements ½ � 2T½ � 2h{h{h{�2T½ � ! � in � � � such that
each element ½Q��� � � can be uniquely written in the form:

½¾�I  � ½ � Pp  � ½ � P^¯h¯h¯VP�  � ! � ½ � ! � 2 where  @¿¹� � K-2]�V��{
Such a set

� ½ � 2T½ � 2h{h{h{�2T½ � ! � � is called a basis of � � � over � � . Given such a ba-
sis, a field element ½ can be represented as the bit string

1   �   � {h{h{T  � ! � 6 . Addition
of field elements is performed by bitwise XOR-ing the vector representations. The
multiplication rule depends on the basis selected.
There are many different bases of � � � over � � . Some bases lead to more efficient
software or hardware implementations of the arithmetic in � � � than other bases.
ANSI X9.62 permits two kinds of bases: polynomial bases and normal bases.

Polynomial Basis Representations

Let À 1 7 6¾�Á7 � PÂÀ � ! � 7 � ! � P¤¯h¯h¯�PÃÀ � 7 � PÃÀ � 7/PÃÀ � (where À ¿ � � K-2]�V� for ÄÅ�K-2]�"2h{h{h{�2�A���� ) be an irreducible polynomial of degree A over � � . That is, À 1 7u6 cannot
be factored as a product of two polynomials over � � , each of degree less than A .
Each such polynomial À 1 7 6 defines a polynomial basis representation of � � � , which
is described next. À 1 7 6 is called the reduction polynomial.

FIELD ELEMENTS. The finite field � ��� is comprised of all polynomials over � � of
degree less than A :

� � � � �   � ! � 7 � ! � P^¯h¯h¯"Pp  � 7�Pp  �IÆ   ¿ � � K-2]�V�a��{
The field element   � ! � 7 � ! � P^¯h¯h¯VPp  � 7�P�  � is usually denoted by the bit string1   � ! � {h{h{Ç  �   � 6
of length A , so that

� � � � �@1   � ! � {h{h{T  �   � 6 Æ   ¿ � � K-2]�V�a��{
Thus the elements of � � � can be represented by the set of all binary strings of lengthA . The multiplicative identity element

1 �q6 is represented by the bit string
1 KaK*{h{h{�KÈ�q6 ,

while the additive identity element (0) is represented by the bit string of all K ’s.

FIELD OPERATIONS. The following arithmetic operations are defined on the elements
of � ��� when using a polynomial basis representation with reduction polynomial À 1 7 6 :�����3������������� If  �� 1   � ! � {h{h{T  �   � 6 and ¢�� 1 ¢ � ! � {h{h{Ç¢ � ¢ � 6 are elements of � � � ,

then  °P�¢*� m � 1nm � ! � {h{h{ m � m � 6 , where
m ¿�� 1  É¿-PÊ¢Ç¿�6 )�+5, ~ . That is, field addition

is performed bitwise. Ë



�§¦p¨�©]���«ªR©���¬¡®��������� If  ;� 1   � ! � {h{h{T  �   � 6 and ¢£� 1 ¢ � ! � {h{h{Ç¢ � ¢ � 6 are elements of� � � , then  �¯Ì¢w�^H9� 1 H � ! � {h{h{TH � H � 6 , where the polynomial H � ! � 7 � ! � P�¯h¯h¯ÍP9H � 7uP9H �
is the remainder when the polynomial1   � ! � 7 � ! � P^¯h¯h¯VP�  � 7�PQ  � 6�¯ 1 ¢ � ! � 7 � ! � PI¯h¯h¯VP�¢ � 7�P�¢ � 6
is divided by À 1 7 6 over � � .��³T� ´¶µ®·�¸h�n�3��� If   is a non-zero element in � � � , the inverse of   , denoted   ! � , is
the unique element

m �l� � � for which  J¯ m �0� .
Example 2. (A polynomial basis representation of the finite field � ��Î ) Let À 1 7u6;�7RÏLPQ7�P�� be the reduction polynomial. Then the 16 elements of � ��Î are:K 1 KaKaKaKÉ6 � 1 KaKaKÈ�q6 7 1 KaKÈ�hKÉ67�PI� 1 KaKÈ�a�q6 7 � 1 KÈ�hKaKÉ6 7 � P^� 1 KÈ�hKÈ�q67 � Pp7 1 KÈ�a�hKÉ6 7 � PQ7�PI� 1 KÈ�a�a�q6 7 v 1 �hKaKaKÉ67 v PI� 1 �hKaKÈ�q6 7 v PQ7 1 �hKÈ�hKÉ6 7 v P�7�P^� 1 �hKÈ�a�q67 v Pp7 � 1 �a�hKaKÉ6 7 v Pp7 � PI� 1 �a�hKÈ�q6 7 v P�7 � PQ7 1 �a�a�hKÉ67 v PQ7 � PQ7�PI� 1 �a�a�a�q6
Examples of the arithmetic operations in � � Î are:� 1 �a�hKÈ�q6�P 1 �hKaKÈ�q6L� 1 KÈ�hKaKÉ6 .� 1 �a�hKÈ�q6w¯ 1 �hKaKÈ�q6�� 1 �a�a�a�q6 since

1 7 v PI7 � P0�q6Ð¯ 1 7 v P0�q6²�Ñ7 � PI7¡ÒÓP^7 � Pf� and1 7 � PQ7 Ò PQ7 � PI�q6 )�+5, 1 7 Ï PQ7�P��q6��^7 v Pp7 � PQ7�P�� .� 1 �a�hKÈ�q6 ! � � 1 KÈ�hKaKÉ6 .
The element ½Å�I7D� 1 KaKÈ�hKÉ6 is a generator of � ���Î since its order is 15 as the following
calculations show:½ � � 1 KaKÈ�hKÉ6 ½ � � 1 KÈ�hKaKÉ6 ½ v � 1 �hKaKaKÉ6 ½ Ï � 1 KaKÈ�a�q6½3Ò°� 1 KÈ�a�hKÉ6 ½ � � 1 �a�hKaKÉ6 ½¶ÔÓ� 1 �hKÈ�a�q6 ½3Õ°� 1 KÈ�hKÈ�q6½3Ö°� 1 �hKÈ�hKÉ6 ½ ��� � 1 KÈ�a�a�q6 ½ ��� � 1 �a�a�hKÉ6 ½ ��� � 1 �a�a�a�q6½ ��v � 1 �a�hKÈ�q6 ½ � ÏN� 1 �hKaKÈ�q6 ½ � Ò°� 1 KaKaKÈ�q6 .
SELECTING A REDUCTION POLYNOMIAL. A trinomial over � � is a polynomial of the
form 7R�>P:7¡G°P±� , where ��8±BÊ8×AØ�^� . A pentanomial over � � is a polynomial of
the form 7 � P:7 GTÙ P:7 G bÐP>7 G `�P±� , where �D8ÃB ��Ú B �DÚ B v 80AØ�I� . ANSI X9.62
specifies the following rules for selecting the reduction polynomial for representing
the elements of � ��� .

1. If there exists an irreducible trinomial of degree A over � � , then the reduction
polynomial À 1 7 6 must be an irreducible trinomial of degree A over � � . To maxi-
mize the chances for interoperability, ANSI X9.62 recommends that the trinomial
used should be 7 � PQ7 G PI� for the smallest possible B . Û



2. If there does not exist an irreducible trinomial of degree A over � � , then the
reduction polynomial À 1 7 6 must be an irreducible pentanomial of degree A over� � . To maximize the chances for interoperability, ANSI X9.62 recommends that
the pentanomial used should be 7 � P>7 GTÙ P¥7 G bÜP>7 G `�P×� chosen according to
the following criteria:

�
(i) B v is as small as possible; (ii) for this particular value ofB v , B � is a small as possible; and (iii) for these particular values of B v and B � , B �

is as small as possible.

Normal Basis Representations

A normal basis of � ��� over � � is a basis of the form
�]Ý 2 Ý � 2 Ý � b 2h{h{h{�2 Ý � ��Þ ` � , whereÝ �Ñ� � � . Such a basis always exists. Any element  ß�Ñ� � � can be written as l�§à � ! �¿tá �  @¿ Ý ��â , where  @¿w� � K-2]�V� . Normal basis representations have the compu-

tational advantage that squaring an element can be done very efficiently (see Field
Operations below). Multiplying distinct elements, on the other hand, can be cumber-
some in general. For this reason, ANSI X9.62 specifies that Gaussian normal bases
be used, for which multiplication is both simpler and more efficient.

GAUSSIAN NORMAL BASES. The type of a GNB is a positive integer measuring the
complexity of the multiplication operation with respect to that basis. Generally speak-
ing the smaller the type, the more efficient the multiplication. For a given A and ã ,
the field � � � can have at most one GNB of type ã . Thus it is proper to speak of the
type ã GNB of � ��� . See Mullin et al. [69] and Ash, Blake and Vanstone [5] for further
information on GNBs.

EXISTENCE OF GAUSSIAN NORMAL BASES. A Gaussian normal basis (GNB) exists
whenever A is not divisible by 8. Let A be a positive integer not divisible by 8, and
let ã be a positive integer. Then a type ã GNB for � � � exists if and only if �D�>ã°A>P¾�
is prime and ä�å , 1 ã°A;�"B�2�A;6L�0� , where B is the multiplicative order of ~ modulo � .

FIELD ELEMENTS. If
�]Ý 2 Ý � 2 Ý � b 2h{h{h{�2 Ý � ��Þ ` � is a normal basis of � ��� over � � , then

the field element  �� à � ! �¿tá �  @¿ Ý � â is represented by the binary string
1   �   � {h{h{T  � ! � 6

of length A , so that

� � � � �@1   �   � {h{h{T  � ! � 6 Æ   ¿ � � K-2]�V�a��{
The multiplicative identity element (1) is represented by the bit string of all 1’s, while
the additive identity element (0) is represented by the bit string of all 0’s.`�æ�ç$èêé"ëÇìíìïîhðqæ�ñ�òqó®ô�õ]ö ÷jø�ùêúûç(ü�ýwýwú(þVÿ��Rè��Vú��Íü�ìíìíü��	�}þ�
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FIELD OPERATIONS. The following arithmetic operations are defined on the elements
of � � � when using a GNB of type ã :�����3����������� : If  :� 1   �   � {h{h{Ç  � ! � 6 and ¢�� 1 ¢ � ¢ � {h{h{Ç¢ � ! � 6 are elements of � ��� ,

then  °P�¢*� m � 1nm � m � {h{h{ m � ! � 6 , where
m ¿�� 1  É¿-PÊ¢Ç¿�6 )�+5, ~ . That is, field addition

is performed bitwise.�?>!@�¨u3· �«��A : Let  �� 1   �   � {h{h{T  � ! � 6*�D� ��� . Since squaring is a linear operation in� � � ,

  � � B � ! �C ¿tá �  @¿ Ý � âED � � � ! �C ¿tá �  É¿ Ý � âGF ` � � ! �C ¿tá �  É¿ ! � Ý � â � 1   � ! �   �   � {h{h{T  � ! � 6Ç2
with indices reduced modulo A . Hence squaring a field element can be accom-
plished by a simple rotation of the vector representation.�§¦p¨�©]���«ªR©���¬¡®������� : Let �D�>ã°A�P�� and let \/�D� 	 be an element of order ã . Define
the sequence � 1 �q6Ç24� 1 ~�6Ç2h{h{h{¹24� 1 ���:�q6 by� 1 ~ ¿ \IH )�+5, � 6¹�IÄ for K�8�ÄL8:Aß�:� , K�8KJ�8pã>�¥�"{
If  �� 1   �   � {h{h{�  � ! � 6 and ¢w� 1 ¢ � ¢ � {h{h{�¢ � ! � 6 are elements of � ��� , then  Ó¯(¢Ó� m �1nm � m � {h{h{ m � ! � 6 , where

mML � NOP OQ
à 	a! �G á �  IR � GTS �$# S L ¢ R � 	"! G # S L if ã is even 2à � %(�G á � 1   GTS L ! � ¢ � %(� S GMS L ! � Pp  � %(� S GTS L ! � ¢ GTS L ! � 6P à 	"! �G á �  �R � GMS �$# S L ¢ R � 	"! G # S L if ã is odd 2

for each U , K�8VU�8�Aß�:� , where indices are reduced modulo A .��³T� ´¶µ®·�¸h�n�3��� If   is a non-zero element in � ��� , the inverse of   in � ��� , denoted  ! � , is the unique element
m �D� ��� for which  ²¯ m �0� .

Example 3. (A Gaussian normal basis representation of the finite field � � Î ) For the
type ã±�f� GNB for � ��Î , let \Å�f|��;� ��v be an element of order � . The sequence of� 1 Äû6 ’s is: � 1 �q6L��Kº� 1 ~�6Ü�0�*� 1 ��6��IK>� 1XW 6���~ � 1�Y 6Ü�0� � 1�Z 6Ü�0�� 1�[ 6L� �°� 1 »�6Ü���N� 1 |�6��IK<� 1 �hKÉ6Ü��~º� 1 �a�q6L���N� 1 �]~�6Ü��~ .
The formulas for the product terms

mML
are:m � �:  � 1 ¢ � P�¢ � Pp¢ v 6uP�  � 1 ¢ � P�¢ � 6�Pp  � 1 ¢ � P:¢ � 6uP�  v 1 ¢ � P�¢ v 6m � �:  � 1 ¢ � P�¢ v Pp¢ � 6uP�  � 1 ¢ � P�¢ v 6�Pp  v 1 ¢ � P:¢ � 6uP�  � 1 ¢ � P�¢ � 6m � �:  � 1 ¢ v P�¢ � Pp¢ � 6uP�  v 1 ¢ � P�¢ � 6�Pp  � 1 ¢ � P:¢ v 6uP�  � 1 ¢ � P�¢ � 6m v �:  v 1 ¢ � P�¢ � Pp¢ � 6uP�  � 1 ¢ v P�¢ � 6�Pp  � 1 ¢ v P:¢ � 6uP�  � 1 ¢ v P�¢ � 6Ç{

For example, if  �� 1 �hKaKaKÉ6 and ¢Ó� 1 �a�hKÈ�q6 , then
m �I £¯q¢w� 1 KaKÈ�hKÉ6 . \^]



SELECTING A GAUSSIAN NORMAL BASIS. ANSI X9.62 specifies the following rules
for selecting a GNB for representing the elements of � � � (when A is not divisible by
8).

1. If there exists a type 2 GNB of � ��� , then this basis must be used.
2. If there does not exist a type 2 GNB of � � � , but there does exist a type 1 GNB,

then the type 1 GNB must be used.
3. If neither a type 1 nor a type 2 GNB of � � � exists, then the GNB of smallest type

must be used.

The selection of type 2 GNBs over type 1 GNBs was somewhat arbitrary — both
types of GNBs admit efficient implementation of field arithmetic. This is not a practical
concern since finite fields which have both type 1 and type 2 GNBs are relatively
scarce — the only such fields � � � with A between 160 and 600 are � � b$``_ and � � Ù�a3b .
Neither of these two fields are among those recommended by NIST (see 
 10.2).

4 Elliptic Curves Over Finite Fields

We give a quick introduction to the theory of elliptic curves. Chapter 6 of Koblitz’s
book [52] provides an introduction to elliptic curves and elliptic curve systems. For
a more detailed account, consult Menezes [63] or Blake, Seroussi and Smart [9].
Some advanced books on elliptic curves are Enge [24] and Silverman [94].

4.1 Elliptic Curves Over � 	
Let �dc±� be an odd prime. An elliptic curve e over � 	 is defined by an equation of
the form

= � �I7 v Pp @7�P�¢S2 1 ��6
where  ¡2T¢��:� 	 , and

W   v PI~ [ ¢ � .�ßK 1 )�+5, �u6 . The set e 1 � 	 6 consists of all points1 732�=®6 , 7Å�l� 	 , =���� 	 , which satisfy the defining equation (3), together with a special
point f called the point at infinity.

Example 4. (elliptic curve over � ��v ) Let �^� ~a� and consider the elliptic curve e Æ= � �^7 v P�7²P W
defined over � ��v . (In the notation of equation (3), we have  ��0� and¢*� W

.) Note that
W   v P�~ [ ¢ � � W P W �a~²� W � Z ��~a~ 1 )�+5, ~a��6 , so e is indeed an elliptic

curve. The points in e 1 � ��v 6 are f and the following:1 K-2T~�6 1 K-2T~-�q6 1 �"2]�a�q6 1 �"2]�]~�6 1XW 2 [ 6 1XW 2]� Z 6 1�[ 2T��61�[ 2T~"KÉ6 1 »52T»�6 1 »52]� Y 6 1 |52]�a�q6 1 |52]�]~�6 1 �hK-2 Y 6 1 �hK-2]�]»�61 �a�"2T|�6 1 �a�"2]� W 6 1 �]�52]�a�q6 1 �]�52]�]~�6 1 � W 2 Y 6 1 � W 2]�]»�6 1 � Y 2 Z 61 � Y 2]� [ 6 1 � [ 2T|�6 1 � [ 2]� W 6 1 �]»52T|�6 1 �]»52]� W 6 1 ~a~52 Y 6 1 ~a~52]�]|�6 . \^\



ADDITION FORMULA. There is a rule, called the chord-and-tangent rule, for adding
two points on an elliptic curve e 1 � 	 6 to give a third elliptic curve point. Together with
this addition operation, the set of points e 1 � 	 6 forms a group with f serving as its
identity. It is this group that is used in the construction of elliptic curve cryptosystems.
The addition rule is best explained geometrically. Let g¤� 1 7 � 2�= � 6 and h � 1 7 � 2�= � 6
be two distinct points on an elliptic curve e . Then the sum of g and h , denotedi � 1 7 v 2�= v 6 , is defined as follows. First draw the line through g and h ; this line
intersects the elliptic curve in a third point. Then

i
is the reflection of this point in

the 7 -axis. This is depicted in Figure 1. The elliptic curve in the figure consists of two
parts, the ellipse-like figure and the infinite curve.
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If gf� 1 7 � 2�= � 6 , then the double of g , denoted

i � 1 7 v 2�= v 6 , is defined as follows. First
draw the tangent line to the elliptic curve at g . This line intersects the elliptic curve
in a second point. Then

i
is the reflection of this point in the 7 -axis. This is depicted

in Figure 2.
The following algebraic formulae for the sum of two points and the double of a point
can now be derived from the geometric description.

1. g>PVfÃ��f�P�g±��g for all g§�le 1 � 	 6 .
2. If g � 1 732�=®6��Ve 1 � 	 6 , then

1 7�2�=È6¹P 1 7�2]�w=È6J��f . (The point
1 732]�w=®6 is denoted

by ��g , and is called the negative of g ; observe that �/g is indeed a point on the
curve.) \ �
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3. (Point addition) Let g � 1 7 � 2�= � 6���e 1 � 	 6 and h � 1 7 � 2�= � 6z��e 1 � 	 6 , wheregß.����h . Then g^PVh×� 1 7 v 2�= v 6 , where

7 v ��� = � �¾= �7 � �¾7 ��� � �¾7 � �Ê7 � and = v ��� = � �Ê= �7 � �Ê7 ��� 1 7 � �¾7 v 6¶�¾= � {
4. (Point doubling) Let gß� 1 7 � 2�= � 6J��e 1 � 	 6 , where g .�Ñ��g . Then ~(g � 1 7 v 2�= v 6 ,

where

7 v ��� �V7 � � Pp ~V= � � � �z~V7 � and = v ��� �V7 � � Pp ~V= � � 1 7 � �Ê7 v 6��¾= � {
Observe that the addition of two elliptic curve points in e 1 � 	 6 requires a few arith-
metic operations (addition, subtraction, multiplication, and inversion) in the underly-
ing field � 	 .
Example 5. (elliptic curve addition) Consider the elliptic curve defined in Example 4.

1. Let g±� 1XW 2 [ 6 and h±� 1 �]�52]�a�q6 . Then g>P�h×� 1 7 v 2�= v 6 is computed as follows:

7 v ��� �a�Ó� [�]�9� W � � � W �:�]�J� � � � W ���]�²�Ã�°»C�0� Y 1 )�+5, ~a��6Ç2 and

= v ��� 1XW �:� Y 6�� [ �0� W KJ� Z 1 )�+5, ~a��6Ç{
Hence g^PVh×� 1 � Y 2 Z 6 . \ 



2. Let g±� 1XW 2 [ 6 . Then ~(gf��g^P�g±� 1 7 v 2�= v 6 is computed as follows:

7 v � � � 1XW � 6uP��� W � � �z»J�Ã� Y � �z»J��~-� [ �f�hK 1 )�+-, ~a��6Ç2 and

= v �0� YÈ1XW �:�hKÉ6�� [ �0�°| [ �0�]» 1 )�+5, ~a��6Ç{
Hence ~(g0� 1 �hK-2]�]»�6 .

4.2 Elliptic Curves Over � � �
An elliptic curve e over � � � is defined by an equation of the form

= � P�7¡=��I7 v Pp @7 � Pp¢S2 1XW 6
where  ¡2T¢ �Q� � � , and ¢�.�§K . The set e 1 � � � 6 consists of all points

1 7�2�=È6 , 7¥��� � � ,=0�Â� ��� , which satisfy the defining equation (4), together with a special point f
called the point at infinity.

Example 6. (elliptic curve over � ��Î ) Consider � ��Î as represented by the irreducible
trinomial À 1 7 6²� 7¡ÏºP>7DP0� (see Example 2 of 
 3). Consider the elliptic curve e Æ= � P:7¡=��Ã7 v P>½ Ï 7 � P±� over � � Î . (In the notation of equation (4), we have  ��§½ Ï
and ¢w�0� .) Note that ¢£.�IK , so e is indeed an elliptic curve. The points in e 1 � ��Î 6 aref and the following:1 K-2]�q6 1 �"2T½ � 6 1 �"2T½ ��v 6 1 ½ v 2T½�ÕS6 1 ½ v 2T½ ��v 6 1 ½3Ò"2T½ v 61 ½ Ò 2T½ ��� 6 1 ½ � 2T½ Õ 6 1 ½ � 2T½ � Ï 6 1 ½�Ö"2T½ ��� 6 1 ½3Ö"2T½ ��v 6 1 ½ ��� 2T½¶61 ½ ��� 2T½�ÕS6 1 ½ ��� 24KÉ6 1 ½ ��� 2T½ ��� 6 .
ADDITION FORMULA. As with elliptic curves over � 	 , there is a chord-and-tangent
rule for adding points on an elliptic curve e 1 � ��� 6 to give a third elliptic curve point.
Together with this addition operation, the set of points e 1 � ��� 6 forms a group with f
serving as its identity.
The algebraic formula for the sum of two points and the double of a point are the
following.

1. g>PVfÃ��f�P�g±��g for all g§�le 1 � ��� 6 .
2. If gf� 1 732�=®6*�le 1 � � � 6 , then

1 732�=®6]P 1 732�7�P�=®6¹��f . (The point
1 7�2�7¹P�=È6 is denoted

by ��g , and is called the negative of g ; observe that �/g is indeed a point on the
curve.) \ U



3. (Point addition) Let g � 1 7 � 2�= � 6���e 1 � � � 6 and h � 1 7 � 2�= � 6���e 1 � � � 6 , wheregß.����h . Then g^PVh×� 1 7 v 2�= v 6 , where

7 v � � = � PQ= �7 � PQ7 � � � P = � Pp= �7 � Pp7 � PQ7 � Pp7 � Pp  and

= v ��� = � PQ= �7 � PQ7 ��� 1 7 � PQ7 v 6�PQ7 v PQ= � {
4. (Point doubling) Let gÃ� 1 7 � 2�= � 6Ó��e 1 � � � 6 , where gØ.����g . Then ~(gÃ� 1 7 v 2�= v 6 ,

where

7 v �I7 � � P ¢7 � � and = v �^7 � � P � 7 � P = �7 � � 7 v PQ7 v {
Example 7. (elliptic curve addition) Consider the elliptic curve defined in Example 6.

1. Let g � 1 ½ � 2T½�Õq6 and h � 1 ½ v 2T½ ��v 6 . Then g�P�h � 1 7 v 2�= v 6 is computed as
follows:

7 v ��� ½ Õ P:½ ��v½ � Pp½ v � � P ½ Õ Pp½ ��v½ � P�½ v P�½ � P�½ v P�½ Ï
� � ½ v½ � � � P ½ v½ � P:½ � P�½ v P�½ Ï �0�

and

= v � � ½3ÕLP:½ ��v½ � P�½ v � 1 ½ � PI�q63PI�ÜP�½ Õ � � ½ v½ � � 1 ½ ��v 6�P�½ � ��½ ��v {
Hence g^PVh×� 1 �"2T½ ��v 6 .

2. Let g±� 1 ½ � 2T½ Õ 6 . Then ~(g±��g^P�g±� 1 7 v 2�= v 6 is computed as follows:

7 v � 1 ½ � 6 � P �1 ½ � 6 � ��½ ��� P:½ v ��½ ��� and

= v � 1 ½ � 6 � P � ½ � P ½ Õ½ � � ½ ��� P:½ ��� ��½ ��� P�½ ��v P�½ ��� ��½ Õ {
Hence ~(g0� 1 ½ ��� 2T½ Õ 6 . \É�



4.3 Basic Facts

GROUP ORDER. Let e be an elliptic curve over a finite field � ' . Hasse’s theorem
states that the number of points on an elliptic curve (including the point at infinity) is� e 1 � ' 6��I�ÓP �w��� where � �]�-8¥~�� � ; � e 1 � ' 6 is called the order of e and � is called
the trace of e . In other words, the order of an elliptic curve e 1 � ' 6 is roughly equal to
the size � of the underlying field.

GROUP STRUCTURE. e 1 � ' 6 is an abelian group of rank 1 or 2. That is, e 1 � ' 6 is
isomorphic to ��� `�� ��� b , where

� � divides
� � , for unique positive integers

� � and
� � .

Here, ��� denotes the cyclic group of order
�

. Moreover,
� � divides �C�>� . If

� � � � ,
then e 1 � ' 6 is said to be cyclic. In this case e 1 � ' 6 is isomorphic to ��� ` , and there
exists a point g ��e 1 � ' 6 such that e 1 � ' 6Ü� � B'g Æ K�8IB;8 � � �>�V� ; such a point is
called a generator of e 1 � ' 6 .
Example 8. (cyclic elliptic curve) Consider the elliptic curve e 1 � ��v 6 defined in Exam-
ple 4. Since

� e 1 � ��v 6¹� ~a| , which is prime, e 1 � ��v 6 is cyclic and any point other thanf is a generator of e 1 � ��v 6 . For example, g � 1 K-2T~�6 is a generator as the following
shows: �Tgf� 1 K-2T~�6 ~(g0� 1 �]�52]�]~�6 �(gf� 1 �a�"2T|�6 W gf� 1 �"2]�]~�6Y gf� 1�[ 2T~"KÉ6 Z g0� 1 |52]�a�q6 [ gf� 1 � Y 2 Z 6 »(gf� 1 � W 2 Y 6|(gf� 1XW 2 [ 6 �hK g0� 1 ~a~52 Y 6 �a�Tgf� 1 �hK-2 Y 6 �]~(gf� 1 � [ 2T|�6�]�(gf� 1 »52]� Y 6 � W g0� 1 �]»52T|�6 � Y gf� 1 �]»52]� W 6 � Z gf� 1 »52T»�6� [ gf� 1 � [ 2]� W 6 �]»(g0� 1 �hK-2]�]»�6 �]|(gf� 1 ~a~52]�]»�6 ~"K gf� 1XW 2]� Z 6~-�Tgf� 1 � W 2]�]»�6 ~a~(g0� 1 � Y 2]� [ 6 ~a�(gf� 1 |52]�]~�6 ~ W gf� 1�[ 2T��6~ Y gf� 1 �"2]�a�q6 ~ Z g0� 1 �a�"2]� W 6 ~ [ gf� 1 �]�52]�a�q6 ~a»(gf� 1 K-2T~-�q6~a|(gf��f .

5 ECDSA Domain Parameter s

The domain parameters for ECDSA consist of a suitably chosen elliptic curve e
defined over a finite field � ' of characteristic � , and a base point ¡0�se 1 � ' 6 . Domain
parameters may either be shared by a group of entities, or specific to a single user.
 5.1 describes the requirements for what constitutes “suitable” domain parameters.
In 
 5.2, a procedure is specified for generating elliptic curves verifiably at random.
 5.3 outlines a method for generating domain parameters, while 
 5.4 presents a
procedure for verifying that a given set of domain parameters meets all requirements.

5.1 Domain Parameter s

In order to facilitate interoperability, some restrictions are placed on the underlying
field size � and the representation used for the elements of � ' . Moreover, to avoid \É¼



some specific known attacks, restrictions are placed on the elliptic curve and the
order of the base point.

FIELD REQUIREMENTS. The order of the underlying finite field is either ��� � , an
odd prime, or �z� ~ � , a power of ~ . In the case �z� � , the underlying finite field
is � 	 , the integers modulo � . In the case �¾� ~V� , the underlying finite field is � ���
whose elements are represented with respect to a polynomial or a normal basis as
described in 
 3.

ELLIPTIC CURVE REQUIREMENTS. In order to avoid Pollard’s rho [83] and the Pohlig-
Hellman [81] attacks on the elliptic curve discrete logarithm problem (see 
 8.1), it is
necessary that the number of � ' -rational points on e be divisible by a sufficiently
large prime

�
. ANSI X9.62 mandates that

� cI~ ����� . Having fixed an underlying field� ' , � should be selected to be as large as possible, i.e., one should have
�±y � ,

so
� e 1 � ' 6 is almost prime. In the remainder of this paper, we shall assume that� c¥~ ����� and that

� c W � � . The co-factor is defined to be ��� � e 1 � ' 6�� � .
Some further precautions should be exercised when selecting the elliptic curve. To
avoid the reduction algorithms of Menezes, Okamoto and Vanstone [64] and Frey
and Rück [29], the curve should be non-supersingular (i.e., � should not divide ( �°P�°� � e 1 � ' 6 )). More generally, one should verify that

�
does not divide � G �>� for all�l8ÂBp8£¢ , where ¢ is large enough so that it is computationally infeasible to find

discrete logarithms in � '�¤ ( ¢×��~"K suffices in practice [3]). Finally, to avoid the attack
of Semaev [93], Smart [98], and Satoh and Araki [88] on � ' -anomalous curves, the
curve should not be � ' -anomalous (i.e.,

� e 1 � ' 6<.�I� ).
A prudent way to guard against these attacks, and similar attacks against special
classes of curves that may be discovered in the future, is to select the elliptic curvee at random subject to the condition that

� e 1 � ' 6 is divisible by a large prime —
the probability that a random curve succumbs to these special-purpose attacks is
negligible. A curve can be selected verifiably at random by choosing the coefficients
of the defining elliptic curve equation as the outputs of a one-way function such as
SHA-1 according to some pre-specified procedure. A procedure for accomplishing
this, similar in spirit to the method given in FIPS 186 [70] for selecting DSA primes
verifiably at random, is described in 
 5.2.

SUMMARY. To summarize, domain parameters are comprised of:

1. a field size � , where either �C��� , an odd prime, or �C��~V� ;
2. an indication ¥�¦ (field representation) of the representation used for the elements

of � ' ;
3. (optional) a bit string §(¨I¨�©^ª of length at least 160 bits, if the elliptic curve was

generated in accordance with the method described in 
 5.2; \®Ë



4. two field elements   and ¢ in � ' which define the equation of the elliptic curve e
over � ' (i.e., = � �^7 v P¾ @79Pz¢ in the case ��c¥� , and = � P/7¡=��^7 v P¾ @7 � Pz¢ in the
case �D� ~ );

5. two field elements 7�« and =^« in � ' which define a finite point ¡F� 1 7!«Ð2�=^«¹6 of
prime order in e 1 � ' 6 ;

6. the order
�

of the point ¡ , with
� c>~ ����� and

� c W � � ; and
7. the cofactor �D� � e 1 � ' 6�� � .

5.2 Generating an Elliptic Curve Verifiab ly at Random

This subsection describes the method that is used for generating an elliptic curve
verifiably at random. The defining parameters of the elliptic curve are defined to be
outputs of the one-way hash function SHA-1 (as specified in FIPS 180-1 [71]). The
input seed to SHA-1 then serves as proof (under the assumption that SHA-1 cannot
be inverted) that the elliptic curve was indeed generated at random. This provides
some assurance to the user of the elliptic curve that the entity who generated the el-
liptic curve did not intentionally construct a “weak” curve which it could subsequently
exploit to recover the user’s private keys. Use of this generation method can also help
mitigate concerns regarding the possible future discovery of new and rare classes of
weak elliptic curves, as such rare curves would essentially never be generated.

The Case �C���
The following notation is used: ���¬ r + ä � �4® , O<�¯ 1 �¹���q6��5� Z K(° and c������:� Z KJ¯qO .
ALGORITHM 1: GENERATING A RANDOM ELLIPTIC CURVE OVER � 	 .
INPUT: A field size � , where � is an odd prime.
OUTPUT: A bit string § ¨I¨^©�ª of length at least 160 bits and field elements  ¡2T¢l�p� 	
which define an elliptic curve e over � 	 .
1. Choose an arbitrary bit string §(¨I¨�©^ª of length �²± � Z K bits.
2. Compute ³ � SHA-1

1 §(¨I¨�©^ªÈ6 , and let
m � denote the bit string of length c bits

obtained by taking the c rightmost bits of ³ .
3. Let ´ � denote the bit string of length c bits obtained by setting the leftmost bit ofm � to K . (This ensures that H Ú � .)
4. Let µ be the integer whose binary expansion is given by the � -bit string §(¨I¨^©�ª .
5. For Ä from � to O do:

4.1. Let O]¿ be the � -bit string which is the binary expansion of the integer
1 µ�PÄû6 )�+5, ~�¶ .

4.2. Compute ´Å¿�� SHA-1
1 Oq¿ê6 .

6. Let ´ be the bit string obtained by concatenating ´ � 2�´ � 2h{h{h{32�´�· as follows:´ ��´ ��¸ ´ ��¸ ¯h¯h¯ ¸ ´ · . \aÛ



7. Let H be the integer whose binary expansion is given by ´ .
8. If HJ�IK or if

W H°P�~ [ �IK 1 )�+-, � 6 then go to step 1.
9. Choose arbitrary integers  ¡2T¢��/� 	 , not both K , such that HC¯"¢ � �Ã  v*)�+-, � . (For

example, one may take  ��^H and ¢Ó�^H .)
10. The elliptic curve chosen over � 	 is e Æ = � �^7 v PQ É7�P�¢ .
11. Output( §(¨I¨^©�ª ,   , ¢ ).
ISOMORPHISM CLASSES OF ELLIPTIC CURVES OVER � 	 . Two elliptic curves e � Æ= � �^7 v P�  � 7�P�¢ � and e � Æ = � �^7 v P�  � 7�P�¢ � defined over � 	 are isomorphic over � 	 if
and only if there exists \/��� 	 , \p.�IK , such that   � �>\¡Ï]  � and ¢ � �^\ � ¢ � . (Isomorphic
elliptic curves are essentially the same. In particular, if e � is isomorphic to e � , then
the groups e � 1 � 	 6 and e � 1 � 	 6 are isomorphic as abelian groups.) Observe that if e �
and e � are isomorphic and ¢ � .�ÑK (so ¢ � .�ÑK ), then ¹ Ù `º b ` �»¹ Ù bº bb . The singular elliptic

curves, i.e., the curves e Æ = � � 7 v P× É7;P±¢ for which
W   v P×~ [ ¢ � � K 1 )�+-, � 6 ,

are precisely those which either have  I� K and ¢Å� K , or ¹ Ùº b � � � ÔÏ . If H>�f� 	 ,H/.�ÃK , H¾.� � � ÔÏ , then there are precisely 2 isomorphism classes of curves e Æ = � �7 v P× É7�P±¢ with ¹ Ùº b � H 1 )�+5, � 6 . Hence, there are essentially only 2 choices for1  R2T¢h6 in step 9 of Algorithm 1. The conditions HÅ.�fK and HÅ.� � � ÔÏ imposed in step 8
ensure the exclusion of singular elliptic curves. Finally, we mention that this method
of generating curves will never produce the elliptic curves with  ¥� K , ¢:.� K , nor
the elliptic curves with  Ã.� K , ¢�� K . This is not a concern because such curves
constitute a negligible fraction of all elliptic curves, and therefore are unlikely to ever
be generated by any method which selects an elliptic curve uniformly at random.

THE TWIST OF AN ELLIPTIC CURVE OVER � 	 . The non-isomorphic elliptic curves e � Æ= � �^7 v PJ É73P²¢ and e � Æ = � �I7 v PJ  m � 7 � P²¢ m v , where
m �l� 	 is a quadratic non-residue

modulo � , are said to be twists of each other. Note that both these curves have the
same H value. Their orders are related by the equation

� e � 1 � 	 65P � e � 1 � 	 6�� ~Ç�°PÅ~ .
Thus, if one is able to compute

� e � 1 � 	 6 , then one can easily deduce
� e � 1 � 	 6 .

ALGORITHM 2: VERIFYING THAT AN ELLIPTIC CURVE WAS RANDOMLY GENERATED

OVER � 	 .
INPUT: A field size � (a prime), a bit string §(¨I¨�©^ª of length ��±F� Z K bits, and field
elements  ¡2T¢<��� 	 which define an elliptic curve e Æ = � �^7 v P� É7�P�¢ over � 	 .
OUTPUT: Acceptance or rejection that e was randomly generated using Algorithm 1.

1. Compute ³ � SHA-1
1 §(¨I¨�©^ªÈ6 , and let

m � denote the bit string of length c bits
obtained by taking the c rightmost bits of ³ .

2. Let ´ � denote the bit string of length c bits obtained by setting the leftmost bit ofm � to K .
3. Let µ be the integer whose binary expansion is given by the � -bit string §(¨I¨^©�ª .
4. For Ä from � to O do: \ =



4.1. Let O]¿ be the � -bit string which is the binary expansion of the integer
1 µ�PÄû6 )�+5, ~�¶ .

4.2. Compute ´ ¿ � SHA-1
1 O ¿ 6 .

5. Let ´ be the bit string obtained by concatenating ´ � 2�´ � 2h{h{h{32�´�· as follows:´½¼È��´ � ¸ ´ � ¸ ¯h¯h¯ ¸ ´�· .
6. Let H(¼ be the integer whose binary expansion is given by ´½¼ .
7. If H ¼ ¯q¢ � �I  v 1 )�+-, � 6 then accept; otherwise reject.

The Case �C��~V�
The following notation is used: O<�¯ 1 Aß�:�q6��5� Z K(° and c��^Aß�:� Z KJ¯qO .
ALGORITHM 3: GENERATING A RANDOM ELLIPTIC CURVE OVER � � � .
INPUT: A field size �J�I~ � .
OUTPUT: A bit string §(¨I¨�©^ª of length at least 160 bits and field elements  ¡2T¢��/� � �
which define an elliptic curve e over � � � .

1. Choose an arbitrary bit string §(¨I¨�©^ª of length �²± � Z K bits.
2. Compute ³ � SHA-1( §(¨I¨^©�ª ), and let ¢ � denote the bit string of length c bits

obtained by taking the c rightmost bits of ³ .
3. Let µ be the integer whose binary expansion is given by the � -bit string §(¨I¨^©�ª .
4. For Ä from � to O do:

4.1. Let O]¿ be the � -bit string which is the binary expansion of the integer
1 µ�PÄû6 )�+5, ~�¶ .

4.2. Compute ¢Ç¿�� SHA-1
1 Oq¿ 6 .

5. Let ¢ be the field element obtained by concatenating ¢ � 2T¢ � 2h{h{h{32T¢M· as follows:¢w��¢ �0¸ ¢ ��¸ ¯h¯h¯ ¸ ¢ · .
6. If ¢w�IK then go to step 1.
7. Let   be an arbitrary element of � ��� .
8. The elliptic curve chosen over � ��� is e Æ = � PQ7R=��^7 v Pp É7 � P�¢ .
9. Output( §(¨I¨^©�ª ,   , ¢ ).
ISOMORPHISM CLASSES OF ELLIPTIC CURVES OVER � ��� . Two elliptic curves e � Æ= � P>7R=¾�§7 v P^  � 7 � PI¢ � and e � Æ = � P>7R=/�§7 v P^  � 7 � P^¢ � defined over � ��� are
isomorphic over � � � if and only if ¢ � ��¢ � and ¾�¿ 1   � 6��À¾�¿ 1   � 6 , where ¾�¿ is the trace
function ¾�¿ Æ � ��� �5Á � � defined by ¾�¿ 1 ½�6���½�P�½ � P�½ � b P:¯h¯h¯qPQ½ � �3Þ ` . (Isomorphic
elliptic curves are essentially the same. In particular, if e � is isomorphic to e � , then
the groups e � 1 � � � 6 and e � 1 � � � 6 are isomorphic as abelian groups.) It follows that
a set of representatives of the isomorphism classes of elliptic curves over � � � is� = � P^7¡=�� 7 v P^ @7 � P�¢;��¢l�¥� � � 2�¢¾.�ÑK-2£ �� � K-2&Â3�a� , where Â ��� � � is a fixed
element with ¾�¿ 1 Âu6º� � (if A is odd, we can take Â�� � ). Hence, having selected ¢ ,
there are essentially only 2 choices for   in step 7 of Algorithm 3. � ]



THE TWIST OF AN ELLIPTIC CURVE OVER � � � . The non-isomorphic elliptic curvese � Æ = � PI7R=:�Ø7 v P�  � 7 � P ¢ and e � Æ = � P�7R=:� 7 v P   � 7 � P ¢ where ¾�¿ 1   � 6Å.�¾�¿ 1   � 6 are said to be twists of each other. Their orders are related by the equation� e � 1 � ��� 6ÓP � e � 1 � ��� 6¾� ~ �0S � PÃ~ . Thus, if one is able to compute
� e � 1 � ��� 6 ,

then one can easily deduce
� e � 1 � ��� 6 . The order of an elliptic curve over � ��� is

always even. Furthermore,
� e � 1 � ��� 6Ü�IK 1 )�+-, W 6 if ¾�¿ 1   � 6L��K , and

� e � 1 � ��� 6�� ~1 )�+5, W 6 if ¾�¿ 1   � 6��Ã� .
ALGORITHM 4: VERIFYING THAT AN ELLIPTIC CURVE WAS RANDOMLY GENERATED

OVER � ��� .
INPUT: A field size �C��~V� , a bit string §(¨I¨^©�ª of length �Ã±×� Z K bits, and field elements R2T¢<��� ��� which define an elliptic curve e Æ = � P�7R= �>7 v P� É7 � P�¢ over � ��� .
OUTPUT: Acceptance or rejection that e was randomly generated using Algorithm 3.

1. Compute ³ � SHA-1
1 §(¨I¨�©^ªÈ6 , and let ¢ � denote the bit string of length c bits

obtained by taking the c rightmost bits of ³ .
2. Let µ be the integer whose binary expansion is given by the � -bit string §(¨I¨^©�ª .
3. For Ä from � to O do:

4.1. Let O]¿ be the � -bit string which is the binary expansion of the integer
1 µ�PÄû6 )�+5, ~ ¶ .

4.2. Compute ¢Ç¿�� SHA-1
1 Oq¿ 6 .

4. Let ¢�¼ be the field element obtained by concatenating ¢ � 2T¢ � 2h{h{h{32T¢M· as follows:¢ ¼ �I¢ � ¸ ¢ � ¸ ¯h¯h¯ ¸ ¢ · .
5. If ¢w��¢ ¼ then accept; otherwise reject.

5.3 Domain Parameter Generation

The following is one way to generate cryptographically secure domain parameters:

1. Select coefficients   and ¢ from � ' verifiably at random using Algorithm 1 or
Algorithm 3. Let e be the curve = � �^7 v PÅ É7NP/¢ in the case �C��� , and = � P;7¡=��7 v PQ @7 � P�¢ in the case �C��~ � .

2. Compute Ä � � e 1 � ' 6 .
3. Verify that Ä is divisible by a large prime

�
(
� c×~ ����� and

� c W � � ). If not, then
go to step 1.

4. Verify that
�

does not divide � G �D� for each B , �C8¥BD8¥~"K . If not, then go to step 1.
5. Verify that

� .��� . If not, then go to step 1.
6. Select an arbitrary point ¡ ¼ �le 1 � ' 6 and set ¡±� 1 Ä � � 6�¡ ¼ . Repeat until ¡ .��f .

POINT COUNTING. In 1985 Schoof [91] presented a polynomial-time algorithm for
computing

� e 1 � ' 6 , the number of points on an elliptic curve over � ' in the case
when � is odd; the algorithm was later extended to the case of �/� ~ � by Koblitz � \



[50]. Schoof’s algorithm is rather inefficient in practice for the values of � of practical
interest (i.e. �Åc¥~ ����� ). In the last few years a lot of work has been done on improving
and refining Schoof’s algorithm, now called the Schoof-Elkies-Atkin (SEA) algorithm;
for example, see Lercier and Morain [58] and Lercier [56]. With these improvements,
cryptographically suitable elliptic curves over fields whose orders are as large as ~ �����
can be randomly generated in a few hours on a workstation (see Lercier [57] and Izu
et al. [44]). More recently, Satoh [87, 26] presented a new algorithm for point counting
over binary fields that is superior to the SEA algorithm. With Satoh’s algorithm, the
number of points on an elliptic curve over � ��� for A y ~"KaK can be determined in only
a few seconds on a fast PC.

THE COMPLEX MULTIPLICATION (CM) METHOD. Another method for generating cryp-
tographically suitable elliptic curves is the CM method. Over � 	 the CM method is
also called the Atkin-Morain method [68]; over � ��� it is also called the Lay-Zimmer
method [55]. A detailed description of the CM method can be found in IEEE 1363-
2000 [39].
Let e be an elliptic curve over � ' of order Ä . Let ÆI� W �¹� 1 �3PÊ���%Ä¾6 � and write Æ>�Ç²È �

where
Ç

is a squarefree integer. Then e is said to have complex multiplication
by

Ç
. If one knows

Ç
for a given curve, then one can efficiently compute the order

of the curve.
The CM method first finds a

Ç
for which there exists an elliptic curve e over � '

with complex multiplication by
Ç

and having nearly prime order Ä � � � (where�
is prime), and furthermore where

� .� � and
�

does not divide �"G��×� for each�²8IB�8I~"K . It then constructs the coefficients of e . The CM method is only efficient
for small

Ç
, in which case it is much faster than Schoof’s algorithm. Thus, a potential

drawback of the CM method is that it can only be used to generate elliptic curves
having complex multiplication by small

Ç
.

KOBLITZ CURVES. These curves, also known as anomalous binary curves, were first
proposed for cryptographic use by Koblitz [51]. They are elliptic curves over � � �
whose defining equations have coefficients in � � . Thus, there are two Koblitz curves
over � ��� : = � P�7¡=;�Ã7 v P±� and = � P:7R=;�Â7 v P:7 � P×� . Solinas [100, 102], building
on earlier work of Meier and Staffelbach [62], showed how one can compute B'g
very efficiently for arbitrary B where g is a point on a Koblitz curve. Since performing
such scalar multiplications is the dominant computational step in ECDSA signature
generation and verification (see 
 7), Koblitz curves are very attractive for use in the
ECDSA.

5.4 Domain Parameter Validation

Domain parameter validation ensures that the domain parameters have the requisite
arithmetical properties. Reasons for performing domain parameter validation in prac- ���



tice include: (i) prevention of malicious insertion of invalid domain parameters which
may enable some attacks; and (ii) detection of inadvertent coding or transmission
errors. Use of an invalid set of domain parameters can void all expected security
properties.
An example of a concrete (albeit far-fetched) attack that can be launched if domain
parameter validation for a signature scheme is not performed was demonstrated by
Blake-Wilson and Menezes [11]. The attack is on a key agreement protocol which
employs the ElGamal signature scheme.

METHODS FOR VALIDATING DOMAIN PARAMETERS. The assurance that a set
Ç �1 �@2*¥�¦²24 R2T¢S2�¡£2 � , ��6 of EC domain parameters is valid can be provided to an entity

using one of the following methods:

1. � performs explicit domain parameter validation using Algorithm 5 (shown be-
low).

2. � generates
Ç

itself using a trusted system.
3. � receives assurance from a trusted party ã (e.g., a Certification Authority) thatã has performed explicit domain parameter validation of

Ç
using Algorithm 5.

4. � receives assurance from a trusted party ã that
Ç

was generated using a
trusted system.

ALGORITHM 5: EXPLICIT VALIDATION OF A SET OF EC DOMAIN PARAMETERS.
INPUT: A set of EC domain parameters

Ç � 1 �52*¥�¦J24 R2T¢S2�¡£2 � 2T��6 .
OUTPUT: Acceptance or rejection of the validity of

Ç
.

1. Verify that � is an odd prime ( �C��� ) or a power of 2
1 �C��~V� ).

2. Verify that ¥�¦ is a “valid” representation for � ' .
3. Verify that ¡ .��f .
4. Verify that   , ¢ , 7�« and =^« are properly represented elements of � ' (i.e., integers

in the interval X K-2n���I��Z in the case ����� , and bit strings of length A bits in the
case �C��~V� ).

5. (Optional) If the elliptic curve was randomly generated in accordance with Algo-
rithm 1 or Algorithm 3 of 
 5.2, verify that § ¨I¨^©�ª is a bit string of length at least
160 bits and use Algorithm 2 or Algorithm 4 to verify that   and ¢ were suitably
derived from §(¨I¨^©�ª .

6. Verify that   and ¢ define an elliptic curve over � ' (i.e.,
W   v P�~ [ ¢ � .�×K 1 )�+-, � 6 if�C��� ; ¢�.�IK if �C��~V� ).

7. Verify that ¡ lies on the elliptic curve defined by   and ¢ (i.e., = �« �I7 v « Pp @7�«�P:¢
in the case �C��� , and = �« PQ7!«�=^«/�I7 v « Pp @7 � « Pp¢ in the case �C��~ � ).

8. Verify that
�

is prime.
9. Verify that

� c>~ ����� and that
� c W � � .

10. Verify that
� ¡ ��f . �@



11. Compute ��¼R�¯ 1 � �ÓPI�q6 � � � ° and verify that �����-¼ .
12. Verify that

�
does not divide � G �:� for each B , �C8¥BD8¥~"K .

13. Verify that
� .��� .

14. If any verification fails, then
Ç

is invalid ; otherwise
Ç

is valid.

VERIFYING THE ORDER OF AN ELLIPTIC CURVE. Recall that by Hasse’s Theorem,1 � �J���q6 � 8 � e 1 � ' 6£8 1 � �9P±�q6 � . Hence
� c W � � implies that

� �
does not divide� e 1 � ' 6 , and thus e 1 � ' 6 has a unique subgroup of order

�
. Also, since

1 � �°P��q6 � �1 � �����q6 � � W � � , there is a unique integer � such that �¡P��R��~�� ��8 � �;8:�¡P��5P�~�� � ,
namely �D�¯ 1 � � P;�q6 � � � ° . Thus steps 9, 10 and 11 of Algorithm 5 verify that

� e 1 � ' 6
is indeed equal to

� � .
As noted in 
 5.2, counting the number of points on a randomly generated elliptic
curve is a complicated and cumbersome task. In practice, one may buy software
from a vendor to perform the point counting. We note that since the alleged order of
an elliptic curve can be efficiently verified with 100% certainty, such software does
not have to be trusted.

6 ECDSA Key Pairs

An ECDSA key pair is associated with a particular set of EC domain parameters.
The public key is a random multiple of the base point, while the private key is the
integer used to generate the multiple. 
 6.1 summarizes the procedure for key pair
generation. 
 6.2 presents a procedure for verifying that a given public key meets all
requirements. 
 6.3 discusses the importance of proving possession of a private key
corresponding to a public key to a Certification Authority (CA) when the public key is
being certified by the CA.

6.1 Key Pair Generation

An entity � ’s key pair is associated with a particular set of EC domain parametersÇ � 1 �52*¥�¦²24 ¡2T¢ , ¡£2 � 2T�¡6 . This association can be assured cryptographically (e.g.,
with certificates) or by context (e.g., all entities use the same domain parameters).
The entity � must have the assurance that the domain parameters are valid (see
 5.4) prior to key generation.

ECDSA KEY PAIR GENERATION. Each entity � does the following:

1. Select a random or pseudorandom integer É in the interval XY�"2 � �:��Z .
2. Compute h×��É'¡ .
3. � ’s public key is h ; � ’s private key is É .

�qU



6.2 Public Key Validation

Public key validation, as first enunciated by Johnson [46], ensures that a public key
has the requisite arithmetical properties. Successful execution of this routine demon-
strates that an associated private key logically exists, although it does not demon-
strate that someone actually has computed the private key nor that the claimed
owner actually possesses the private key. Reasons for performing public key vali-
dation in practice include: (i) prevention of malicious insertion of an invalid public key
which may enable some attacks; and (ii) detection of inadvertent coding or transmis-
sion errors. Use of an invalid public key can void all expected security properties.
An example of a concrete attack that can be launched if public key validation is not
performed was demonstrated by Lim and Lee [60]. The attack is on a Diffie-Hellman-
based key agreement protocol.

METHODS FOR VALIDATING PUBLIC KEYS. The assurance that a public key h is valid
can be provided to an entity � using one of the following methods:

1. � performs explicit public key validation using Algorithm 6 (shown below).
2. � generates h itself using a trusted system.
3. � receives assurance from a trusted party ã (e.g., a Certification Authority) thatã has performed explicit public key validation of � using Algorithm 6.
4. � receives assurance from a trusted party ã that h was generated using a

trusted system.

ALGORITHM 6: EXPLICIT VALIDATION OF AN ECDSA PUBLIC KEY.
INPUT: A public key h×� 1 7!ÊÐ2�=^Ê�6 associated with valid domain parameters

1 �52*¥�¦J24 ¡2T¢S2�¡£2 � 2T�¡6 .
OUTPUT: Acceptance or rejection of the validity of h .

1. Check that hß.��f .
2. Check that 7 Ê and = Ê are properly represented elements of � ' (i.e., integers in

the interval X K-2n���Q��Z in the case �C��� , and bit strings of length A bits in the case�C��~V� ).
3. Check that h lies on the elliptic curve defined by   and ¢ .
4. Check that

� h±��f .
5. If any check fails, then h is invalid ; otherwise h is valid.

6.3 Proof of Possession of a Priv ate Key

If an entity ¢ is able to certify � ’s public key h as its own public key, then ¢ can claim
that � ’s signed messages originated from ¢ . To avoid this, the CA should require all
entities � to prove possession of the private keys corresponding to its public keys
before the CA certifies the public key as belonging to � . This proof of possession can
be accomplished by a variety of means, for example by requiring � to sign a message � �



of the CA’s choice, or by using zero-knowledge techniques (see Chaum, Evertse and
van de Graaf [19]). Note that proof of possession of a private key provides different
assurances from public key validation. The former demonstrates possession of a
private key even though it may correspond to an invalid public key, while the latter
demonstrates validity of a public key but not ownership of the corresponding private
key. Doing both provides a high level of assurance.

7 ECDSA Signature Generation and Verification

This section describes the procedures for generating and verifying signatures using
the ECDSA.

ECDSA SIGNATURE GENERATION. To sign a message A , an entity � with domain
parameters

Ç � 1 �52*¥�¦²24 R2T¢S2�¡£2 � 2T��6 and associated key pair
1 ÉR2�hJ6 does the follow-

ing:

1. Select a random or pseudorandom integer B , �C8>BD8 � �:� .
2. Compute B-¡×� 1 7 � 2�= � 6 and convert 7 � to an integer 7 � .
3. Compute HC�I7 � )�+-, � . If HJ�IK then go to step 1.
4. Compute B ! �L)�+5, � .
5. Compute SHA-1

1 A;6 and convert this bit string to an integer M .
6. Compute ON��B ! � 1 M*PËÉ�HÉ6 )�+5, � . If O<�IK then go to step 1.
7. � ’s signature for the message A is

1 HS2TO"6 .
ECDSA SIGNATURE VERIFICATION. To verify � ’s signature

1 HS2TO"6 on A , W obtains an
authentic copy of � ’s domain parameters

Ç � 1 �52*¥�¦²24 ¡2T¢q2�¡�2 � 2T�¡6 and associated
public key h . It is recommended that W also validates

Ç
and h (see 
 5.4 and 
 6.2).W then does the following:

1. Verify that H and O are integers in the interval XY�"2 � �:��Z .
2. Compute SHA-1

1 A;6 and convert this bit string to an integer M .
3. Compute [���O ! ��)�+-, � .
4. Compute \ � ��M][ )�+-, �

and \ � �^H"[ )�+-, �
.

5. Compute EF�^\ � ¡¥PQ\ � h .
6. If E �Ìf , then reject the signature. Otherwise, convert the 7 -coordinate 7 � of E

to an integer 7 � , and compute c�� 7 � )�+5, � .
7. Accept the signature if and only if c��^H .
PROOF THAT SIGNATURE VERIFICATION WORKS. If a signature

1 HV2TOV6 on a messageA was indeed generated by � , then O<��B ! � 1 MÐP�É�HÉ6 )�+-, � . Rearranging gives

B���O ! � 1 M*PËÉÉH�6L��O ! � MÐP�O ! � H É£�I[NM*PQ[°H É��^\ � PQ\ � É 1 )�+-, � 6Ç{ � ¼



Thus \ � ¡¥PQ\ � h±� 1 \ � PQ\ � É56�¡f��B-¡ , and so c��IH as required.

CONVERSION BETWEEN DATA TYPES. ANSI X9.62 specifies a method for converting
field elements to integers. This is used to convert the field element 7 � to an integer
in step 2 of signature generation and step 6 of signature verification prior to com-
puting 7 � )�+5, � . ANSI X9.62 also specifies a method for converting bit strings to
integers. This is used to convert the output M of SHA-1 to an integer prior to its use
in the modular computation in step 5 of signature generation and step 2 of signature
verification.

PUBLIC-KEY CERTIFICATES. Before verifying � ’s signature on a message, W needs
to obtain an authentic copy of � ’s domain parameters

Ç
and associated public keyh . ANSI X9.62 does not specify a mechanism for achieving this. In practice, au-

thentic public keys are most commonly distributed via certificates. � ’s public-key
certificate should include a string of information that uniquely identifies � (such as� ’s name and address), her domain parameters

Ç
(if these are not already known

from context), her public key h , and a certifying authority’s (CA’s) signature over this
information. W can then use his authentic copy of the CA’s public key to verify � ’s
certificate, thereby obtaining an authentic copy of � ’s static public key.

RATIONALE FOR CHECKS ON H AND O IN SIGNATURE VERIFICATION. Step 1 of sig-
nature verification checks that H and O are integers in the interval XY�"2 � � ��Z . These
checks can be performed very efficiently, and are prudent measures in light of known
attacks on related ElGamal signature schemes which do not perform these checks
(for example of such attacks, see Bleichenbacher [12]). The following is a plausi-
ble attack on ECDSA if the check H .� K (and, more generally, H .�FK 1 )�+-, � 6 ) is
not performed. Suppose that � is using the elliptic curve = � �Â7 v P¥ @7�P¥¢ over � 	 ,
where ¢ is a quadratic residue modulo � , and suppose that � uses a base point¡f� 1 K-2 � ¢j6 of prime order

�
. (It is plausible that all entities may select a base point

with K�7 -coordinate in order to minimize the size of domain parameters.) An adver-
sary can now forge � ’s signature on any message A of its choice by computingMº� SHA-1

1 A;6 . It can easily be checked that
1 HJ�IK-2TO9��MS6 is a valid signature for A .

COMPARING DSA AND ECDSA. Conceptually, the ECDSA is simply obtained from
the DSA by replacing the subgroup of order � of � �	 generated by � with the subgroup
of points on an elliptic curve that are generated by ¡ . The only significant difference
between ECDSA and DSA is in the generation of H . The DSA does this by taking the
random element E �f� G )�+-, � and reducing it modulo � , thus obtaining an integer
in the interval XY�"24�£����Z . The ECDSA generates H in the interval XY�"2 � ����Z by taking
the 7 -coordinate of the random point B-¡ and reducing it modulo

�
. � Ë



8 Security Considerations

The security objective of ECDSA is to be existentially unforgeable against a chosen-
message attack. The goal of an adversary who launches such an attack against
a legitimate entity � is to obtain a valid signature on a single message A , after
having obtained � ’s signature on a collection of messages (not including A ) of the
adversary’s choice.
Some progress has been made on proving the security of ECDSA, albeit in strong
theoretical models. Slight variants of DSA and ECDSA (but not ECDSA itself) have
been proven to be existentially unforgeable against chosen-message attack by Point-
cheval and Stern [82] (see also [14]) under the assumptions that the discrete loga-
rithm problem is hard and that the hash function employed is a random function.
ECDSA itself has been proven secure by Brown [15] under the assumption that the
underlying group is a generic group and that the hash function employed is collision
resistant.
The possible attacks on ECDSA can be classified as follows:

1. Attacks on the elliptic curve discrete logarithm problem.
2. Attacks on the hash function employed.
3. Other attacks.

This section summarizes the current knowledge of these attacks and how they can
be avoided in practice.

8.1 The Elliptic Curve Discrete Logarithm Problem

One way in which an adversary can succeed is to compute � ’s private key É from� ’s domain parameters
1 �52*¥�¦²24 R2T¢S2�¡£2 � 2T��6 and public key h . The adversary can

subsequently forge � ’s signature on any message of its choice.

PROBLEM DEFINITION. The elliptic curve discrete logarithm problem (ECDLP) is the
following: given an elliptic curve e defined over a finite field � ' , a point gÂ�le 1 � ' 6 of
order

�
, and a point hf��U3g where K�8�U¶8 � �:� , determine U .

Kno wn Attac ks

This subsection overviews the algorithms known for solving the ECDLP and dis-
cusses how they can be avoided in practice.

1. NAIVE EXHAUSTIVE SEARCH. In this method, one simply computes successive
multiples of g : g , ~(g , �(g ,

W gw2h{h{h{ until h is obtained. This method can take up to�
steps in the worst case. � Û



2. POHLIG-HELLMAN ALGORITHM. This algorithm, due to Pohlig and Hellman [81],
exploits the factorization of

�
, the order of the point g . The algorithm reduces the

problem of recovering U to the problem of recovering U modulo each of the prime
factors of

�
; the desired number U can then be recovered by using the Chinese

Remainder Theorem.
The implications of this algorithm are the following. To construct the most difficult
instance of the ECDLP, one must select an elliptic curve whose order is divisible
by a large prime

�
. Preferably, this order should be a prime or almost a prime

(i.e. a large prime
�

times a small integer � ). For the remainder of this section,
we shall assume that the order

�
of g is prime.

3. BABY-STEP GIANT-STEP ALGORITHM. This algorithm is a time-memory trade-off
of the method of exhaustive search. It requires storage for about � � points, and
its running time is roughly � � steps in the worst case.

4. POLLARD’S RHO ALGORITHM. This algorithm, due to Pollard [83], is a random-
ized version of the baby-step giant-step algorithm. It has roughly the same ex-
pected running time (

� � � �"~ steps) as the baby-step giant-step algorithm, but is
superior in that it requires a negligible amount of storage.
Gallant, Lambert and Vanstone [31], and Wiener and Zuccherato [111] showed
how Pollard’s rho algorithm can be sped up by a factor of � ~ . Thus the expected
running time of Pollard’s rho method with this speedup is

1 � � � 6��"~ steps.
5. PARALLELIZED POLLARD’S RHO ALGORITHM. Van Oorschot and Wiener [80]

showed how Pollard’s rho algorithm can be parallelized so that when the algo-
rithm is run in parallel on H processors, the expected running time of the algo-
rithm is roughly

1 � � � 6�� 1 ~VH�6 steps. That is, using H processors results in an H -fold
speed-up.

6. POLLARD’S LAMBDA METHOD. This is another randomized algorithm due to Pol-
lard [83]. Like Pollard’s rho method, the lambda method can also be parallelized
with a linear speedup. The parallelized lambda-method is slightly slower than the
parallelized rho-method [80]. The lambda-method is, however, faster in situations
when the logarithm being sought is known to lie in a subinterval X K-2T¢TZ of X K-2 � �Ê��Z ,
where ¢ Ú K-{}�a| � [80].

7. MULTIPLE LOGARITHMS. R. Silverman and Stapleton [97] observed that if a sin-
gle instance of the ECDLP (for a given elliptic curve e and base point g ) is
solved using (parallelized) Pollard’s rho method, then the work done in solving
this instance can be used to speed up the solution of other instances of the
ECDLP (for the same curve e and base point g ). More precisely, if the first
instance takes expected time � , then the second instance takes expected time1 � ~�� �q6.� y K-{ W �M� . Having solved these two instances, the third instance takes
expected time

1 � �D� � ~�6.� y K-{}�a~�� . Having solved these three instances, the
fourth instance takes expected time

1 � W � � ��6.� y K-{}~ [ � . And so on. Thus subse-
quent instances of the ECDLP for a particular elliptic curve become progressively �I=



easier. Another way of looking at this is that solving B instances of the ECDLP
(for the same curve e and base point g ) takes only � B as much work as it does
to solve one instance of the ECDLP. This analysis does not take into account
storage requirements.
Concerns that successive logarithms become easier can be addressed by ensur-
ing that the elliptic parameters are chosen so that the first instance is infeasible
to solve.

8. SUPERSINGULAR ELLIPTIC CURVES. Menezes, Okamoto and Vanstone [64, 63]
and Frey and Rück [29] showed how, under mild assumptions, the ECDLP in an
elliptic curve e defined over a finite field � ' can be reduced to the ordinary DLP
in the multiplicative group of some extension field � '�Í for some Bs±×� , where the
number field sieve algorithm applies. The reduction algorithm is only practical ifB is small — this is not the case for most elliptic curves, as shown by Balasubra-
manian and Koblitz [6]. To ensure that the reduction algorithm does not apply to
a particular curve, one only needs to check that

�
, the order of the point g , does

not divide � G �z� for all small B for which the DLP in � '&Í is tractable — in practice,
when

� c¥~ ����� then �C8¥BD8>~"K suffices [3].
An elliptic curve e over � ' is said to be supersingular if the trace � of e is divisi-
ble by the characteristic � of � ' . For this very special class of elliptic curves, it is
known that B�8 Z

. It follows that the reduction algorithm yields a subexponential-
time algorithm for the ECDLP in supersingular curves. For this reason, supersin-
gular curves are explicitly excluded from use in the ECDSA by the above divisi-
bility check.
More generally, the divisibility check rules out all elliptic curves for which the
ECDLP can be efficiently reduced to the DLP in some small extension of � ' .
These include the supersingular elliptic curves and elliptic curves of trace 2 (el-
liptic curves e over � ' for which

� e 1 � ' 6¹�I�<�:� ).
9. PRIME-FIELD ANOMALOUS CURVES. An elliptic curve e over � 	 is said to be

prime-field-anomalous if
� e 1 � 	 6<� � . Semaev [93], Smart [98], and Satoh and

Araki [88] showed how to efficiently solve the ECDLP for these curves. The attack
does not extend to any other classes of elliptic curves. Consequently, by verifying
that the number of points on an elliptic curve is not equal to the cardinality of
the underlying field, one can easily ensure that the Semaev-Smart-Satoh-Araki
attack does not apply.

10. CURVES DEFINED OVER A SMALL FIELD. Suppose that e is an elliptic curve
defined over the finite field � ��Î . Gallant, Lambert and Vanstone [31], and Wiener
and Zuccherato [111] showed how Pollard’s rho algorithm for computing elliptic
curve logarithms in e 1 � � ÎXÏ 6 can be further sped up by a factor of � É — thus
the expected running time of Pollard’s rho method for these curves is

1 � � � ��É-6��"~
steps. For example, if e is a Koblitz curve (see 
 5.3), then Pollard’s rho algorithm
for computing elliptic curve logarithms in e 1 � � � 6 can be sped up by a factor of  ]



� A . This speedup should be considered when doing a security analysis of elliptic
curves whose coefficients lie in a small subfield.

11. CURVES DEFINED OVER � � � , A COMPOSITE. Galbraith and Smart [30], expand-
ing on earlier work of Frey [27, 28], discuss how the Weil descent might be used
to solve the ECDLP for elliptic curves defined over � ��� where A is compos-
ite (such fields are sometimes called composite fields). More recently, Gaudry,
Hess and Smart [32] refined these ideas to provide some evidence that when A
has a small divisor U , e.g. U*� W

, the ECDLP for elliptic curves defined over � � �
can be solved faster than with Pollard’s rho algorithm. See also Menezes and Qu
[66] for an analysis of the Weil descent attack. In light of these results, it seems
prudent to not use elliptic curves over composite fields.
It should be noted that some ECC standards, including the draft ANSI X9.63 [4],
explicitly exclude the use of elliptic curves over composite fields. The ANSI X9F1
committee agreed in Jan 1999 to exclude the use of such curves in a forthcoming
revision of ANSI X9.62.

12. NON-APPLICABILITY OF INDEX-CALCULUS METHODS. Whether or not there ex-
ists a general subexponential-time algorithm for the ECDLP is an important un-
settled question, and one of great relevance to the security of ECDSA. It is ex-
tremely unlikely that anyone will ever be able to prove that no subexponential-
time algorithm exists for the ECDLP. However, much work has been done on the
DLP over the past 24 years, and more specifically on the ECDLP over the past 16
years, and no subexponential-time algorithm has been discovered for the ECDLP.
Miller [67] and J. Silverman and Suzuki [96] have given convincing arguments for
why the most natural way in which the index-calculus algorithms can be applied
to the ECDLP is most likely to fail.

13. XEDNI-CALCULUS ATTACKS. A very interesting line of attack on the ECDLP, called
the xedni-calculus attack was recently proposed by J. Silverman [95]. One in-
triguing aspect of the xedni-calculus is that it can be adapted to solve both the
ordinary discrete logarithm and the integer factorization problems. However, it
was subsequently shown by a team of researchers including J. Silverman (see
Jacobson et al. [45]) that the attack is virtually certain to fail in practice.

14. HYPERELLIPTIC CURVES. Hyperelliptic curves are a family of algebraic curves
of arbitrary genus that includes elliptic curves. Hence, an elliptic curve can be
viewed as a hyperelliptic curve of genus 1. Adleman, DeMarrais and Huang [1]
(see also Stein, Müller and Thiel [106]) presented a subexponential-time algo-
rithm for the discrete logarithm problem in the jacobian of a large genus hyperel-
liptic curve over a finite field. However, in the case of elliptic curves, the algorithm
is worse than naive exhaustive search.

15. EQUIVALENCE TO OTHER DISCRETE LOGARITHM PROBLEMS. Stein [105] and
Zuccherato [113] showed that the discrete logarithm problem in real quadratic
congruence function fields of genus 1 is equivalent to the ECDLP. Since no  \



subexponential-time algorithm is known for the former problem, this may provide
further evidence for the hardness of the ECDLP.

Experimental Results

The best general-purpose algorithm known for the ECDLP is the parallelized version
of Pollard’s rho algorithm which has an expected running time of

1 � � � 6�� 1 ~VH�6 steps,
where

�
is the (prime) order of the base point g , and H is the number of processors

utilized.

CERTICOM’S ECC CHALLENGE. Certicom initiated an ECC challenge [18] in Novem-
ber 1997 in order to encourage and stimulate research on the ECDLP. Their chal-
lenges consist of instances of the ECDLP on a selection of elliptic curves. The chal-
lenge curves are divided into three categories listed below. In the following, ECCp- B
denotes a random curve over a field � 	 , ECC2- B denotes a random curve over a field� ��� , and ECC2K- B denotes a Koblitz curve (see 
 5.3) over � ��� ; B is the bitlength of�

. In all cases, the bitsize of the order of the underlying finite field is equal or slightly
greater than B (so curves have either prime order or almost prime order).

1. Randomly generated curves over � 	 , where � is prime: ECCp-79, ECCp-89,
ECCp-97, ECCp-109, ECCp-131, ECCp-163, ECCp-191, ECCp-239, and ECCp-
359.

2. Randomly generated curves over � � � , where A is prime: ECC2-79, ECC2-89,
ECC2-97, ECC2-109, ECC2-131, ECC2-163, ECC2-191, ECC2-238, and ECC2-
353.

3. Koblitz curves over � ��� , where A is prime: ECC2K-95, ECC2-108, ECC2-130,
ECC2-163, ECC2-238, and ECC2-358.

RESULTS OF THE CHALLENGE. Escott et al. [25] report on their 1998 implementation
of the parallelized Pollard’s rho algorithm which incorporates some improvements
of Teske [107]. The hardest instance of the ECDLP they solved was the Certicom
ECCp-97 challenge. For this task they utilized over 1200 machines from at least
16 countries, and found the answer in 53 days. The total number of steps exe-
cuted was about ~ � �hK � Ï elliptic curve additions which is close to the expected time
(( � � � 6��"~ y �5{ Y � �hK � Ï , where

�Qy ~ Ö Ô ). Escott et al. [25] conclude that the running
time of Pollard’s rho algorithm in practice fits well with the theoretical predictions.
They estimate that the ECCp-109 challenge could be solved by a network of 50,000
Pentium Pro 200MHz machines in about 3 months.

Hardware Attac ks

Van Oorschot and Wiener [80] examined the feasibility of implementing parallelized
Pollard’s rho algorithm using special-purpose hardware. They estimated that if

�py
a�



�hK v�� y ~ ����� , then a machine with H/�Ø�a�"K-24KaKaK processors could be built for about
US $10 million that could compute a single elliptic curve discrete logarithm in about
32 days. Since ANSI X9.62 mandates that the parameter

�
should satisfy

� c�~ ����� ,
such hardware attacks appear to be infeasible with today’s technology.

8.2 Attac ks on the Hash Function

DEFINITION. A (cryptographic) hash function ³ is a function that maps bit strings of
arbitrary lengths to bit strings of a fixed length � such that:

1. ³ can be computed efficiently;
2. (preimage resistance) For essentially all =D� � K-2]�V�1Ð it is computationally infeasible

to find a bit string 7 such that ³ 1 7u6��^= ; and
3. (collision resistance) It is computationally infeasible to find distinct bit strings 7 �

and 7 � such that ³ 1 7 � 6��À³ 1 7 � 6 .
SHA-1 SECURITY REQUIREMENTS. The following explains how attacks on ECDSA
can be successfully launched if SHA-1 is not preimage resistant or not collision re-
sistant.

1. If SHA-1 is not preimage resistant, then an adversary e may be able to forge � ’s
signatures as follows. e selects an arbitrary integer U , and computes H as the 7 -
coordinate of h�PÑU�¡ reduced modulo

�
. e sets O<�^H and computes MN�^H U )�+5, � .

If e can find a message A such that Mº� SHA-1
1 A;6 , then

1 HS2TO"6 is a valid signature
for A .

2. If SHA-1 is not collision resistant, then an entity � may be able to repudiate signa-
tures as follows. � first generate two messages A and A6¼ such that SHA-1

1 A;6¹�
SHA-1

1 A ¼ 6 ; such a pair of messages is called a collision for SHA-1. She then
signs A , and later claims to have signed A6¼ (note that every signature for A is
also a signature for A ¼ ).

IDEAL SECURITY. A � -bit hash function is said to be have ideal security [65] if both:
(i) given a hash output, producing a preimage requires approximately ~�Ð operations;
and (ii) producing a collision requires approximately ~ Ð %(� operations. SHA-1 is a 160-
bit hash function and is believed to have ideal security. The fastest method known
for attacking ECDSA by exploiting properties of SHA-1 is to find collisions for SHA-1.
Since this is believed to take ~ Õ � steps, attacking ECDSA in this way is computation-
ally infeasible. Note, however, that this attack imposes an upper bound of ~"Õ � on the
security level of ECDSA, regardless of the size of the primary security parameter

�
.

Of course, this is also the case with all present signature schemes with appendix
since the only hash functions that are widely accepted as being both secure and
practical are SHA-1 and RIPEMD-160 (see Dobbertin, Bosselaers and Preneel [22]),
both of which are 160-bit hash functions. É



VARIABLE OUTPUT LENGTH HASH FUNCTIONS. It is expected that SHA-1 will soon
be replaced by a family of hash functions ³ L

, where ³ L
is an U -bit hash function having

ideal security. If one uses ECDSA with parameter
�

, then one would use ³ L
, whereU � ¯ r + ä � � ° , as the hash function. In this case, attacking ECDSA by solving the

ECDLP and attacking ECDSA by finding collisions for ³ L
, both take approximately

the same amount of time. The new family will have output lengths of 256, 384 and
512 bits [76].

8.3 Other Attac ks

SECURITY REQUIREMENTS FOR PER-MESSAGE SECRETS. The per- message se-
crets B in ECDSA signature generation have the same security requirements as the
private key É . This is because if an adversary e learns a single per-message secretB which was used by � to generate a signature

1 HV2TOV6 on some message A , thene can recover � ’s private key since Éz�ßH ! � 1 BÈO²�¥MV6 )�+-, � where M�� SHA-1
1 A;6

(see step 6 of ECDSA signature generation). Hence per-message secrets must be
securely generated, securely stored, and securely destroyed after they have been
used.

REPEATED USE OF PER-MESSAGE SECRETS. The per-message secrets B used to
sign two or more messages should be generated independently of each other. In
particular, a different per-message secret B should be generated for each different
message signed; otherwise, the private key É can be recovered. Note that if a secure
random or pseudorandom number generator is used, then the chance of generating
a repeated B value is negligible. To see how private keys can be recovered if per-
message secrets are repeated, suppose that the same per-message secret B was
used to generate ECDSA signatures

1 HV2TO � 6 and
1 HV2TO � 6 on two different messagesA � and A � . Then O � ��B ! � 1 M � PdÉ�HÉ6 1 )�+5, � 6 and O � ��B ! � 1 M � PKÉ�HÉ6 1 )�+-, � 6 , whereM � � SHA-1

1 A � 6 and M � � SHA-1
1 A � 6 . Then BÈO � ��M � PÒÉÉH 1 )�+5, � 6 and BÈO � � M � PÒÉÉH1 )�+5, � 6 . Subtraction gives B 1 O � �QO � 6*�fM � �QM � 1 )�+-, � 6 . If O � .�fO � 1 )�+5, � 6 , which

occurs with overwhelming probability, then Bl� 1 O � ��O � 6 ! � 1 M � �QM � 6 1 )�+5, � 6 . Thus,
an adversary can determine B , and then use this to recover É .

VAUDENAY’S ATTACKS. Vaudenay [109] demonstrated a theoretical weakness in DSA
based on his insight that the actual hash function used in the DSA is SHA-1 modulo� , not just SHA-1, where � is a 160-bit prime. (Since SHA-1 is a 160-bit hash function,
some of its outputs, when converted to integers, are larger than � . Hence, in general,
SHA-1

1 A;6N.� 1
SHA-1

1 A;6 )�+-, � ).) This weakness allows the selective forgery of one
message if the adversary can select the domain parameters. This weakness is not
present in ECDSA because of the requirement that

�
(the analogous quantity to � in

the DSA) be greater than ~ ����� . ]U



DUPLICATE-SIGNATURE KEY SELECTION. A signature scheme Ó is said to have the
duplicate-signature key selection (DSKS) property if given � ’s public key g�Ô and
given � ’s signature O�Ô on a message Õ , an adversary e is able to select a valid
key pair

1 g�ÖÓ2�Ó!ÖL6 for Ó such that O�Ô is also e ’s signature on Õ . Note that this defi-
nition requires that Ó!Ö is known to e . Blake-Wilson and Menezes [11] showed how
this property can be exploited to attack a key agreement protocol which employs
signatures scheme. They also demonstrated that if entities are permitted to select
their own domain parameters, then ECDSA possesses the DSKS property. To see
this, suppose that � ’s domain parameters are

Ç Ô¾� 1 �52*¥�¦J24 ¡2T¢S2�¡£2 � 2T�¡6 , � ’s key pair
is
1 h×ÔÜ2*É^Ô�6 , and

1 HS2TO"6 is � ’s signature on Õ . The adversary e selects an arbitrary
integer

m
, ��8 m 8 � �f� , such that � Æ � 1�1 O ! � MJP±O ! � H m 6 )�+-, � 6Q.� K , computesE �0O ! � M�¡>P>O ! � H^h (where MJ� SHA-1

1 Õf6�6 and ¡Ã� 1 � ! ��)�+-, � 6$E . e then formsÇ Ö±� 1 �52*¥�¦J24 ¡2T¢S2 ¡�2 � 2T��6 and h�Ö±� m ¡ . Then it is easily verified that
Ç Ö and h�Ö

are valid, and that
1 HS2TO"6 is also e ’s signature on Õ .

If one mandates that the generating point ¡ be selected verifiably at random during
domain parameter generation (using a method akin to those in 
 5.2 for generating el-
liptic curves verifiably at random), then it appears that ECDSA no longer possesses
the DSKS property. It must be emphasized that possession of the DSKS property
does not constitute a weakness of the signature scheme — the goal of a signa-
ture scheme is to be existentially unforgeable against an adaptive chosen-message
attack. Rather, it demonstrates the importance of auditing domain parameter and
public key generation.

IMPLEMENTATION ATTACKS. ANSI X9.62 does not address attacks that could be
launched against implementations of ECDSA such as timing attacks (Kocher [53]),
differential fault analysis (Boneh, DeMillo and Lipton [13]), differential power analysis
(Kocher, Jaffe and Jun [54]), and attacks which exploit weak random or pseudoran-
dom number generators (Kelsey et al. [48]).

9 Implementation Considerations

Before implementing ECDSA, several basic choices have to be made including:

1. Type of underlying finite field � ' ( � 	 or � ��� ).
2. Field representation (e.g., polynomial or normal basis for � ��� ).
3. Type of elliptic curve e over � ' (e.g., random curve or Koblitz curve).
4. Elliptic curve point representation (e.g., affine or projective coordinates [39]).

There are many factors that can influence the choices made. All of these must be
considered simultaneously in order to arrive at the best solution for a particular ap-
plication. The factors include:  �



� Security considerations.� Suitability of methods available for optimizing finite field arithmetic (addition, mul-
tiplication, squaring, and inversion).� Suitability of methods available for optimizing elliptic curve arithmetic (point addi-
tion, point doubling, and scalar multiplication).� Application platform (software, hardware, or firmware).� Constraints of a particular computing environment (e.g., processor speed, stor-
age, code size, gate count, power consumption).� Constraints of a particular communications environment (e.g., bandwidth, re-
sponse time).

SELECTED REFERENCES TO THE LITERATURE. The most detailed and comprehen-
sive reference available on techniques for efficient finite field and elliptic curve arith-
metic is IEEE 1363-2000 [39]. See Gordon [36] for a detailed survey of various meth-
ods for scalar multiplication. For an implementation report of elliptic curve operations
over � 	 and � ��� , see Schroeppel et al. [92], De Win et al. [112], Hasegawa, Naka-
jima and Matsui [38], Brown et al. [16, 17], and Hankerson, Hernandez and Menezes
[37].

10 Inter operability Considerations

The goals of cryptographic standards are twofold:

1. To facilitate the widespread use of cryptographically sound and well-specified
techniques.

2. To promote interoperability between different implementations.

FACTORS AFFECTING INTEROPERABILITY. Interoperability is encouraged by com-
pletely specifying the steps of the cryptographic schemes and the formats for shared
data such as domain parameters, keys, and exchanged messages, and by limiting
the number of options available to the implementor. For elliptic curve cryptography
and, in particular, the ECDSA, the factors that can impact interoperability include:

1. The number, and types, of allowable finite fields.
2. The number of allowable representations for the elements of an allowable finite

field.
3. The number of allowable elliptic curves over an allowable finite field.
4. The formats for specifying field elements, elliptic curve points, domain parame-

ters, public keys, and signatures.

 ¼



10.1 ECDSA Standar ds

Among the standards and draft standards which specify ECDSA, the ones which
have been officially approved by their respective accredited organizations are ANSI
X9.62 [3], FIPS 186-2 [74], IEEE 1363-2000 [39], and ISO 14888-3 [42]. ECDSA has
also been standardized by the Standards for Efficient Cryptography Group (SECG)
[103], which is a consortium of companies formed to address potential interoperabil-
ity problems with cryptographic standards.
The salient features of these standards are described first, and then the standards
are compared with regards to their compatibility with each other. This is followed by
a brief overview of some other standards that specify or use ECDSA.

CORE ECDSA STANDARDS.

1. ANSI X9.62: This project began in 1995 and was adopted as an official ANSI
standard in January 1999. The primary objectives of ANSI X9.62 were to achieve
a high level of security and interoperability. The underlying field is restricted to be-
ing a prime finite field � 	 or a binary finite field � ��� . The elements of � ��� may
be represented using a polynomial or a normal basis over � � . If a polynomial
basis is desired, ANSI X9.62 mandates that the reduction polynomial be an irre-
ducible trinomial, provided one exists, and an irreducible pentanomial otherwise.
To facilitate interoperability, a specific reduction polynomial is recommended for
each field � ��� . If a normal basis is desired, ANSI X9.62 mandates that a specific
Gaussian normal basis be used. The primary security requirement imposed on
elliptic curves in ANSI X9.62 is that

�
, the order of the base point ¡ , be greater

than ~ ����� . Elliptic curves may be either be selected arbitrarily (subject to the se-
curity constraints mentioned in 
 5.1) or verifiably at random (using the procedure
described in 
 5.3). ANSI X9.62 defines a mandatory octet string representation
for elliptic points in either compressed, uncompressed, or hybrid form. Optional
ASN.1 (Abstract Syntax Notation One) syntax is provided for unambiguously de-
scribing domain parameters, public keys, and signatures.

2. FIPS 186-2: In May 1997, NIST announced plans to revise FIPS 186 by includ-
ing RSA and elliptic curve signature algorithms. In December 1998, FIPS 186
was revised to include both the DSA and RSA signature schemes (as specified
in ANSI X9.31 [2]); the revised standard was called FIPS 186-1 [73]. Shortly after
that, in June 1999, NIST presented a list of 15 elliptic curves that were recom-
mended for U.S. Federal Government use. These curves are compliant with the
ANSI X9.62 formats (and therefore also with IEEE 1363-2000 formats) and are
discussed further in 
 10.2. In February 2000, FIPS 186-1 was revised to include
ECDSA as specified in ANSI X9.62 with the aforementioned recommended ellip-
tic curves; the revised standard is called FIPS 186-2.  Ë



3. IEEE 1363-2000: This project was formally approved as an IEEE standard in
August 2000. IEEE 1363’s scope is very broad and includes public-key cryp-
tographic techniques for encryption, key agreement, and signatures based on
the intractability of integer factorization, discrete logarithms in finite fields, and
elliptic curve discrete logarithms. It differs fundamentally from ANSI X9.62 and
FIPS 186-2 in that it does not mandate minimum security requirements (e.g.,
lower bounds on the order

�
of the base point ¡ ) and has an abundance of op-

tions. Consequently, 1363-2000 should neither be viewed as a security standard
nor as an interoperability standard, but rather as a reference for specifications of
a variety of techniques from which applications may select. With regards to the
elliptic curve schemes and, in particular, ECDSA, the underlying field is restricted
to being a prime finite field � 	 or a binary finite field � � � . The elements of � � �
may be represented with respect to any polynomial or normal basis over � � . The
representation of � 	 elements as integers and � � � elements as bit strings are
consistent with ANSI X9.62 and FIPS 186-2 conventions.

4. ISO/IEC 14888-3 [42]: This standard contains high-level descriptions of some
signature algorithms including ECDSA, whose description is consistent with that
of ANSI X9.62.

5. SEC 1 [103] AND SEC 2 [104]: SEC 1 describes the ECDSA, and also ellip-
tic curve public-key encryption and key agreement protocols. A specific list of
recommended elliptic curve domain parameters are provided in SEC 2. SEC 1
ECDSA is compliant with ANSI X9.62, except that the former permits some fields
of bitlength less than 160.

COMPATIBILITY. Any ECDSA implementation that is conformant with FIPS 186-2
is also conformant with SEC 1; however the converse is not necessarily true. Any
ECDSA implementation that is conformant with SEC 1 (with

� c ~ ����� ) is confor-
mant with ANSI X9.62; however the converse is not necessarily true. Furthermore,
any ECDSA implementation that is conformant with ANSI X9.62 is also conformant
with IEEE 1363-2000; however the converse is not necessarily true. Finally, any
ECDSA implementation that is conformant with IEEE 1363-2000 is also conformant
with ISO 14888-3, but the converese is not necessarily true. This conformance rela-
tionship between the five ECDSA standards is depicted in Figure 3.

OTHER ECDSA STANDARDS. ECDSA is being considered for inclusion in numerous
core cryptography and applications standards. These include:

1. ISO/IEC 15946 [43]: This draft standard specifies various cryptographic tech-
niques based on elliptic curves including signature schemes, public-key encryp-
tion schemes, and key establishment protocols. ISO/IEC 15946 allows any finite
field, unlike ANSI X9.62, IEEE 1363-2000, and FIPS 186-2 where the underlying  Û
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field is required to be either a prime field or a binary field. It is expected that the
ECDSA description will be consistent with that of ANSI X9.62.

2. IETF PKIX (Internet Engineering Task Force Public Key Infrastructure X.509-
Based): An internet draft [7] profiles the format of ECDSA domain parameters
and public keys for use in X.509 certificates. The formats are consistent with
those present in ANSI X9.62.

3. IETF TLS (Internet Engineering Task Force Transport Layer Security): This is
the IETF’s adoption of SSL (Secure Sockets Layer) which provides confidential-
ity, integrity, and authentication for network connections. ANSI X9.62 ECDSA is
being considered for inclusion as one of the signature algorithms [20].

4. WAP WTLS [110] (Wireless Application Protocol Wireless Transport Layer Se-
curity): Provides transport layer security for an architecture that enables secure
web browsing for mobile devices such as cellular phones, personal device assis-
tants, and pagers. ANSI X9.62 ECDSA is used for authentication.

10.2 NIST Recommended Curves

This subsection presents the 15 elliptic curves that were recommended (but not
mandated) by NIST for U.S. Federal Government use [74].

RECOMMENDED FINITE FIELDS. There are 10 recommended finite fields:

1. The prime fields � 	 for �¾��~ � Ö � �p~ � Ï<�^� , �Ê�Â~ ��� Ï<�p~ Ö � P×� , �¾�Â~ � Ò � �p~ ��� ÏwP~ � Ö � P�~"Ö � �:� , �D��~ v Õ(Ï �z~ ��� Õ ��~"Ö � P�~ v�� ��� , and �D��~ Ò ��� �:� .
2. The binary fields � � ``á Ù , � � b Ù Ù , � � b b Ù , � ��Î _�â , and � �*ã a ` .
The factors which influenced the choices of fields were:

(i) The fields were selected so that the bitlengths of their orders are twice the key
lengths of common symmetric-key block ciphers — this is because exhaustive
key search of a B -bit block cipher is expected to take roughly the same time �=



as the solution of an instance of the elliptic curve discrete logarithm problem
using Pollard’s rho algorithm for an appropriately-selected elliptic curve over a
finite field whose order has bitlength ~aB . The correspondence between symmetric
cipher key lengths and field sizes is given in Table 1.
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(ii) For prime fields � 	 , the prime moduli � are of a special type (called generalized

Mersenne numbers) for which modular multiplication can be carried out more
efficiently than in general; see [74] and [101].

(iii) For binary fields � � � , A was chosen so that there exists a Koblitz curve of almost
prime order over � � � . Since

� e 1 � ��ÿ 6 divides
� e 1 � � � 6 whenever U divides A ,

this requirement imposes the condition that A be prime.

RECOMMENDED ELLIPTIC CURVES. There are three types of elliptic curves:

1. Random elliptic curves over � 	 .
2. Koblitz elliptic curves over � ��� .
3. Random elliptic curves over � � � .

The parameters of these curves are presented below. In these subsections, parame-
ters are either given in decimal form or in hexadecimal form preceded by ‘0x’. For the
binary fields, the additive and multiplicative identities are simply denoted by K and � .
A method for converting between polynomial and normal basis representations for� ��� is given at the end of this section.
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Random Elliptic Curves Over � 	
The following parameters are given for each elliptic curve:� The order of the prime field � 	 .§(¨I¨�©^ª The seed used to randomly generate the coefficients of the

elliptic curve using Algorithm 1.H The output of SHA-1 in Algorithm 1.  , ¢ The coefficients of the elliptic curve = � �^7 v PQ É7�P�¢ satisfyingHa¢ � �I  vw)�+-, � . The selection  ��0�°� was made for reasons of
efficiency; see IEEE 1363-2000 [39].7�« , =^« The 7 and = coordinates of the base point ¡ .�
The (prime) order of ¡ .� The co-factor.
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Curve P-224 (�D��~ ��� Ï°��~ Ö � PI� )
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Curve P-384 (�D��~ v Õ(Ï ��~ ��� Õ �z~"Ö � Pp~ v�� �:� )
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Curve P-521 (�D��~ Ò ��� �¥� )
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Koblitz Elliptic Curves Over � ���
The parameters of the (same) Koblitz curve and base point are given in both normal
basis representation (indicated by ¥�¦ ) and in polynomial basis representation (indi-
cated by ¥�¦N~ ). A method for converting between the two representations is given at UÈ�



the end of this section. The following parameters are given for each Koblitz curve:A The extension degree of the binary field � � � .¥�¦ An indication of the representation used for the elements of� ��� in accordance with ANSI X9.62.  , ¢ The coefficients of the elliptic curve = � P�7¡=��I7 v Pp @7 � Pp¢ .7�« , =^« The 7 and = coordinates of the base point ¡ .�
The (prime) order of ¡ .� The co-factor.¥�¦N~ An indication of the second representation used for the elements
of � � � in accordance with ANSI X9.62. 5~ , ¢�~ The coefficients of the (same) elliptic curve using representation ¥�¦º~ .7�« � , =^« � The 7 and = coordinates of the (same) base point ¡ using
representation ¥�¦º~ .
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Curve K-283
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Random Elliptic Curves Over � ���
Each random elliptic curve over � � � was generated using Algorithm 3. The output
of SHA-1 was interpreted as an element of a binary field represented with a Gaus-
sian normal basis. The parameters of the (same) elliptic curve and base point are
given in both normal basis representation (indicated by ¥�¦ ) and in polynomial basis
representation (indicated by ¥�¦N~ ). A method for converting between the two repre-
sentations is given at the end of this section. The following parameters are given for
each elliptic curve:A The extension degree of the binary field � ��� .¥�¦ An indication of the representation used for the elements of� ��� in accordance with ANSI X9.62.§(¨I¨�©^ª The seed used to randomly generate the coefficients of the

elliptic curve using Algorithm 3.  , ¢ The coefficients of the elliptic curve = � Pp7R=��^7 v Pp @7 � P�¢ .7�« , =^« The 7 and = coordinates of the base point ¡ .�
The (prime) order of ¡ .� The co-factor.¥�¦N~ An indication of the second representation used for the
elements of � � � in accordance with ANSI X9.62. 5~ , ¢�~ The coefficients of the (same) elliptic curve using
representation ¥�¦N~ .7�«¹~ , =^«¶~ The 7 and = coordinates of the (same) base point ¡ using
representation ¥�¦N~ . U �
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Conver ting Between Polynomial and Normal Basis Representations

This subsection describes one method, utilizing multiplication by a change-of-basis
matrix, for converting the elements of � � � represented with respect to a particular
polynomial basis, to the elements of � � � represented with respect to a particular
normal basis, and vice versa. The change-of-basis matrices for converting between
the polynomial basis and normal basis representations of the fields � � ``á Ù , � � b Ù Ù , � � b b Ù ,� � Î _�â and � � ã a ` are presented. There are other methods available for performing the
conversions; e.g., see Kaliski and Yin [47].

NORMAL BASIS TO POLYNOMIAL BASIS CONVERSION. Suppose that ½ is an element
of the field � ��� . Let   be its bit string representation with respect to a given normal
basis, and let   be its bit string representation with respect to a given polynomial
basis. Then   can be derived from   via the matrix computation  z�  5� , where �
is an A � A binary matrix. The matrix � , which depends only on the bases, can be
computed easily given its top row

i
as follows. Let

Ý
be the element of � ��� whose

representation with respect to the polynomial basis is
i

. Then the rows of � , from
top to bottom, are the bit strings representing the elements

Ý 2 Ý � 2 Ý � b 2h{h{h{32 Ý � ��Þ ` with
respect to the polynomial basis.
The following gives the top row

i
for each conversion from the normal bases indi-

cated by ¥�¦ to the polynomial bases indicated by ¥�¦º~ .
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POLYNOMIAL BASIS TO NORMAL BASIS CONVERSION. Suppose that ½ is an element
of the field � ��� . Let   be its bit string representation with respect to a given normal
basis, and let   be its bit string representation with respect to a given polynomial ba-
sis. Then   can be derived from   via the matrix computation  ��  @W , where W is anA � A binary matrix. The matrix W , which depends only on the bases, can be com-
puted easily given its second-to-last row Ó as follows. Let

Ý
be the element of � � �

whose representation with respect to the normal basis is Ó . Then the rows of W , from
top to bottom, are the bit strings representing the elements

Ý � ! � 2 Ý � ! � 2h{h{h{�2 Ý � 2 Ý 2]�
with respect to the normal basis.

The following gives the second-to-last row Ó for each conversion from the polynomial
bases indicated by ¥�¦º~ to the normal bases indicated by ¥�¦ .
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11 Conc lusions

ECDSA is now an ANSI, IEEE, NIST and ISO standard and is being standard-
ized by several other standards organizations. This paper described the ANSI X9.62
ECDSA, presented rationale for some design decisions, and discussed related secu-
rity, implementation, and interoperability issues. We hope that this paper contributes
to an increased understanding of the properties of ECDSA, and facilitates its use in
practice. U5=
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