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C
aveathaxor

�

T
here

are
fine

lines.

�

D
on’tdo

this.



T
he

W
eb

Protocol:H
T

T
P

W
eb brow

ser
W

eb server
G

E
T

 /index.htm
l

C
ontents of index.htm

l



W
hatis

authentication?

H
elps

answ
er

question
“w

ho
are

you?”
and

verifies
the

identity
of

an
entity.

�

K
now

ing
som

ething
(e.g.,passw

ord)

�

H
aving

som
ething

(e.g.,token)

�

B
eing

som
ething

(e.g.,biom
etrics)











W
hy

is
clientauthentication

on
the

W
eb

difficult?

�

Lim
ited

interface.

�

H
ard-to-m

anage
client-side

storage.

�

Solutions
thatexistare

notdeployable
(e.g.,

personalcertificates).



C
ase

studies
of

W
eb

authentication

�

SSL
and

plain
H

T
T

P
do

notw
ork

together:
SprintPC

S

�

Letting
clients

nam
e

the
price:InstantShop

�

Security
through

obscurity:
H

ighSchoolA
lum

ni.com

�

Predictable
sequence

num
bers:Fatbrain.com

�

M
isuse

of
cryptography:W

SJ.com



C
ookies:W

hatare
they?

�

A
server

can
store

key/value
pairs

on
a

client.

�

T
he

clientsends
previously

setcookies
to

the
server.



T
he

W
eb

protocolw
ith

cookies

C
ontent of restricted page

W
eb brow

ser
W

eb server

Set-C
ookie: authenticator

"W
elcom

e in" W
eb page

G
E

T
 /restricted/index.htm

l
C

ookie: authenticator

PO
ST

 /login.cgi



N
etscape

cookie
exam

ple

d
om

ain
Javascript?

Path
SSL?

Expiration
V

ariable
nam

e
V

alue

.w
sj.com

FA
LSE

/cgi
FA

LSE
941452067

fastlogin
bitdiddleM

aR
dw

2J1h6Lfc



Taxonom
y

of
adversaries

�

O
racle.C

an
query

a
service.

�

Passive.C
an

listen
to

netw
ork

traffic.

�

A
ctive.C

an
listen,m

odify,and
insertnetw

ork
traffic.



SSL
and

plain
H

T
T

P
do

notw
ork

together:
SprintPC

S.com

�

Problem
:Secure

contentcan
leak

through
plaintextchannels.

�

C
ookie

file
has

flag
to

require
SSL.

�

U
ser

logs
in

w
ith

H
T

T
PS,then

clicks
back

to
m

ain
H

T
T

P
page.

�

V
ulnerable

to
eavesdroppers.







Letting
clients

nam
e

the
price:InstantShop

�

Problem
:Trusting

clients
notto

m
odify

H
T

M
L

variables.

�

Price
determ

ined
by

hidden
variable

in
W

eb
page.

�

M
ake

a
localcopy

of
the

W
eb

page.M
odify

it.







InstantShop
exam

ple:W
hat’s

inside

�

htm
l

�

�

body
�
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m
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�

�
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nam
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�
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br

�

�
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nam
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�
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C
D
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C
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client
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htm
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Security
through

obscurity:
H

ighSchoolA
lum

ni.com

�

Problem
:N

o
cryptographic

authentication
atall.

�

C
ookie

authenticator
is

the
public

usernam
e

and
public

user
ID

.







Predictable
sequence

num
bers:fatbrain.com

�

Problem
:C

ustom
er

can
determ

ine
the

authenticator
for

any
other

user.

�

A
uthenticators

are
sequence

num
bers

in
the

U
R

L.

�

G
uess

a
victim

’s
sequence

num
ber

by
decrem

enting.

�

A
ccess

to
personalinform

ation,receive
passw

ord
by

em
ail.







Fatbrain
U

R
L

authenticator

https://w
w

w
.fatbrain.com

/H
elpA

ccount.asp?t=0&
p1=fubob@

m
it.edu&

p2=540555758

https://w
w

w
.fatbrain.com

/H
elpA

ccount.asp?t=0&
p1=nobob@

m
it.edu&

p2=540555759



Fatbrain
response

“Its
[sic]frustrating

thatprogram
m

ers
...continue

to
fallprey

to
the

sam
e

old
tricks.Sim

ple
problem

s
like

lazy
sequence

num
bers

and
buffer

overflow
s

in
m

ostcases
can

be
easily

elim
inated

ifw
e

as
program

m
ers

w
ould

be
a

little
vigilantaboutsound

design
and

solid
code

review
s.Ijust*love*

being
atw

ork
on

a
Friday

at
m

idnight m
anaging

unscheduled
production

releases.:)”

—
C

hris
G

rant



W
SJ.com

�

W
anted

to
authenticate

paid
subscribers

w
ith

stateless
servers.

�

H
alf

m
illion

paid-subscriber
accounts.

�

C
an

purchase
articles.O

ptionalstock
portfolio

tracking.



M
isuse

of
cryptography:W

SJ.com

�

Problem
:C

ryptography
used

incorrectly
can

be
w

orse
than

no
cryptography

atall.

�

Easily
guessable

authenticator.

�

G
iven

a
usernam

e,our
Perlscriptproduces

the
authenticator.



W
SJ.com

analysis:the
crypt()hash

function

�

Takes
an

8-character
inputand

salt.

�

Ignores
allinputafter

the
8th

character.

�

Produces
a

hash.







W
sj.com

analysis
continued

�

fastlogin
=

user

�

crypt(user

�

rotating
server

secret).

�

U
sing

your
fastlogin

cookie
to

produce
another:

usernam
e

C
rypt()O

utput
Fastlogin

C
ookie

bitdiddle
M

aR
dw

2J1h6Lfc
bitdiddleM

aR
dw
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M

aR
dw

2J1h6Lfc
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aR
dw
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�

Lack
of

revocation.

�

T
he

fastlogin
cookie

lasts
forever



H
ow

did
w

e
obtain

the
rotating

server
secret?

�

A
daptive

chosen
plaintextattack

(dynam
ic

program
m

ing).

�

Perlscriptquerried
W

SJ
w

ith
invalid

cookies.

�

R
uns

in
m

ax

���
�
�

queries
rather

than
intended

�����

(1024
vs.72057594037927936).

�

1
sec/query

yields
17

m
inutes

vs.

����

years.

�

T
he

key
is

“M
arch20”.



H
ow

our
attack

w
orks

Pad
guess

usernam
e

cryptinput
w

orked?

bitdiddl
bitdiddl

Yes

A
bitdidd

bitdiddA
N

o

...
...

...
...

M
bitdidd

bitdiddM
Yes

M
A

bitdid
bitdidM

A
N

o

...
...

...
...

M
a

bitdid
bitdidM

a
Yes

...
...

...
...

M
arch20

b
bM

arch20
Yes



D
ow

Jones
R

esponse

“...aboutthe
factors

affecting
design

decisions,itis
certainly

result
of tim

e
to

m
arketconsiderations....w

e
sim

ply
didn’thave

clear
security

requirem
ents

defined
w

ithin
the

group
and

outside
the

group.So,w
e

did
w

hatw
orked.W

e
tried

a
better

encryption
algorithm

,buthita
bug

thatw
e

couldn’tfix,so
w

e
im

plem
ented

one
thatw

orked
even

though
the

architectin
charge

w
as

fully
aw

are
ofits

short-com
ings.You

m
ustunderstand

thatI’m
giving

you
m

y
read

on
the

situation
since

I’ve
joined

W
SJ.com

just5
w

eeks
ago .”

—
Javeh

Saleh

V
ice

President,Technology

Interactive
Business

Technology
Services,W

SJ.com



W
hy

do
sites

use
cookies

for
authentication

�

SSL
is

com
putationally

expensive.

�

H
T

T
P

authentication
exposes

passw
ords

in
cleartext.

�

H
T

T
P

digestauthentication
is

notdeployed.

�

Popular
brow

sers
im

plem
entcookies.



Sim
ple

schem
es

thatw
ork
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O
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w
here

M
A

C
could

be
H

M
A

C
-SH

A
1

�

A
ctive.Sam

e
as

passive,butover
SSL.



Server
authentication

is
difficulttoo

�

C
aching

SSL
sessions

on
IP

address
rather

than
hostnam

e.

�

N
etscape

dem
o.



C
onclusions

�

K
eep

ItSim
ple,Stupid

(K
ISS).

�

Subtle
assum

ptions
can

lead
to

insecurity.

�

N
o

com
pany

w
ants

to
be

the
firstto

publish
a

cookie
authentication

schem
e.

�

W
ork

to
appear

on

�
���
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�
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and
U

SEN
IX

Sec01.



If
you

leave
the

door
open...



W
hatis

SSL:channelsecurity

�

C
onfidentiality

�

A
uthentication

�

Integrity
protection



C
ertificates

�

C
ontains

a
public

key,m
eta

data,and
a

signature
by

a
trusted

third
party.



C
ertificate

A
uthorities

(C
A

s)

�

Trusted
third

party
w

ith
w

ell-know
n

public
key.

�

C
ertifies

w
ho

belongs
to

a
public

key.

�

Exam
ple:V

erisign.



W
hatdoes

a
C

A
-issued

certificate
m

ean?
�

N
o

one
know

s
exactly.

�

T
hata

public
key

belongs
to

som
eone

authorized
to

representa
hostnam

e?

�

T
hata

public
key

belongs
to

som
eone

w
ho

is
associated

in
som

e
w

ay
w

ith
a

hostnam
e?

�

T
hata

public
key

belongs
to

som
eone

w
ho

has
lots

of
paper

trails
associated

to
a

com
pany

related
to

a
hostnam

e?



H
ow

to
geta

V
erisign

certificate

�

Pay
V

erisign
($300)

�

C
ity

of
C

am
bridge

license
($20)

�

Letterhead
from

com
pany

($0)

�

N
otarized

docum
ent(need

driver’s
license)($0)



SSL
pitfalls:D

efaultC
A

s
in

brow
sers

�

N
either

N
etscape

or
M

icrosofthave
published

their
rule

setfor
deciding

w
hich

C
A

roots
to

include
in

brow
sers.

�

Every
C

A
is

equally
trusted.

�

A
single

bad
C

A
can

disruptauthentication
for

the
w

hole
system

.





SSL
pitfalls:C

A
revocation

�

C
ertificates

lastfor
a

long
tim

e,typically
a

year.

�

N
o

w
ay

to
revoke

a
certificate.

�

W
hatif

a
C

A
itself

is
com

prom
ised?

[Sun
C

A
]



SSL
pitfalls:R

andom
num

ber
generation

�

N
etscape

used
predictable

num
bers

to
generate

SSL
session

keys.

�

Tw
o

B
erkeley

graduate
students

w
ere

able
to

predictsessions
keys.

�

B
ecause

of
an

insecure
im

plem
entation,SSL

w
as

insecure.



SSL
pitfalls:End-to-end

content
authentication

�

SSL
authenticates

servers,notcontent.[A
kam

ai]





SSL
pitfalls:Perfectforw

ard
secrecy

�

C
om

prom
ised

server
private

key

�

decryptfuture
and

pasttraffic.


